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TACKLING MOBILE PHONE THEFT IN THE UK

MOBILE PHONE INDUSTRY/POLICE/GOVERNMENT

THROUGH PARTNERSHIP
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In January 2001, A Steering Group Was Set Up Under The Chairmanship Of 
The Home Secretary  (Jack Straw) Bringing Together All The Parties To See 

What Could Be Done To Address The Problem Of 

MOBILE PHONE THEFT
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Improving Co-operation Between The 
Industry And The Police And The 

Government
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The group agreed to pursue three main strands of activity: 

Improving Co-operation Between The Industry And The Police And The 
Government

Enhancing Security Features And Practices For Current And Third 
Generation Mobile Phones

Raising Public Awareness Of Existing Mobile Phone Security Features And  
How Owners Can Protect Themselves From Being Victims Of Robbery
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MICAF is representative of all major players in the mobile communications 
Industry. 

Its major aim is to enable member companies to come together 
in order to provide a common front when addressing the many issues relating 
to Mobile phone theft and abuse. It operates on 2 main levels:

• Provides a platform for common action

• Enables individual members to learn from and
pass on experience
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Benefits for Government and the Police

•Ease of contact 

•Speed of response

•Co-ordination

• one industry voice 

• progressing action 

•Dissemination
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Enhancing Security Features And 
Practices For Current And Third 

Generation Mobile Phones
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Shared database of stolen mobile 
phones (IMEI numbers)/Central Equipment Identity Register (CEIR) *

New criminal offence of re-programming mobile phones

Hard coding of the IMEI within the handset*

Crime prevention campaign*

Tackling bogus reporting

Action at EU-level and Beyond
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SECURITY PRACTICES
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THE SHARED EQUIPMENT IDENTITY REGISTER AND EQUIPMENT 
IDENTITY REGISTERS OF THE UK NETWORKS

EIR

EIR

EIR

EIR

EIR

UK SEIR



SEIR DEPENDENT ON IMEI NOT 
BEING RE-PROGRAMMED
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Raising Public Awareness Of Existing 
Mobile Phone Security Features And  

How Owners Can Protect Themselves 
From Being Victims Of Robbery
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CD ROM for 
11 – 14 Year olds

Sent to all Secondary
Schools

Web site for young 
people

www.outofyourhands.com
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Web site for registration 

of Mobile phones by users
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WHERE TO NOW?



THE MICAF CRIME
REDUCTION CHARTER
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The IMEI numbers, of handsets reported stolen to the Network, being blocked on all UK 
Networks in a timeframe agreed with the National Mobile Phone Crime Unit (NMPCU) and the 
Home Office.

The establishment of a specialist marketing group, to raise awareness of mobile phone 
theft, the industry’s ability to block stolen phones, provide advice to consumers and promoting 
the ability to register mobile phone ownership details on a national property database. 

The provision of training and information to call centre and retail sales floor staff in respect 
of crime reduction and false reporting of insurance claims.

Independent research to further understand the drivers for mobile phone theft.

The establishment agreed testing process to measure performance of the UKSEIR and 
commissioning of independent validation of this process.

Production of an annual report, via MICAF, to review the effectiveness of the industry 
efforts, the trends in mobile phone theft and the relationship between the two.

International co-operation in relation to the above objectives wherever appropriate.

Each signatory to the charter will support the following:

ACCOUNTABILITY



THROUGH PARTNERSHIP & GLOBAL COOPERATION

TACKLING MOBILE PHONE THEFT IN THE UK
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IMEI Weakness Reporting
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• Process agreed between GSMA and handset manufacturers to facilitate reporting and 
correction of IMEI security weaknesses

• Manufacturers invited to participate by signing participation agreement and non-
disclosure agreements

• Supported by 14 of the world’s leading manufacturers that currently represent 94% of 
European market

• Scheme launched in June 2004 and operators have been able to submit reports to 
GSMA since then

• Total of 45 reports referred to manufacturers by operators and 39 have been closed in 
full compliance with process – 6 are ongoing within the agreed 42 day period  

• Regular reviews of scheme conducted and enhancements put in place where 
appropriate
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Industry Proposals on Way Forward
• 50 markets analysed in 4 

regions

• 39% of all handsets sold in 
those markets in 2004 were via 
the black market

• Russia is highest with 90% 
black market sales

• Ukraine second with 85% of 
handsets sold in black market

Share of Black Market in Total Handset Sales
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SUMMARY
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The Partnership Approach To Mobile Phone Theft

There Will Always Be Mobile Phone Theft

Compulsory Registration versus Voluntary Engagement

Where Legislation Can Assist

National Focus versus Global Responsibility

National Awareness Campaigns 
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• Industry will continue to work on EIR/CEIR promotion

• Work will also continue on IMEI security initiatives 

• Disruption of black market now critical to complement measures already 
taken

• Regulation likely to be unworkable and ineffective on a global level

• Threat of regulation unhelpful and distracts from efforts to mitigate the 
effect of real contributory factors

• Industry’s self regulatory initiatives go way beyond what was envisaged or 
expected or what could be achieved by regulation



IT IS NECESSARY FOR ALL STAKE HOLDERS TO 
ACTIVELY DISCUSS AND IDENTIFY WHAT IS  BEST TO 

MEET THE NATIONAL REQUIREMENT

YES KEY STAKEHOLDERS HAVE A ROLE IN RESPECT 
TO LEADERSHIP BUT THE  PROBLEM, CHALLENGE 

AND SOLUTIONS NEED EVERYONE’S SIGN UP 

THERE IS NO SINGLE SOLUTION – THE SECRET IS TO 
PUT TOGETHER AS MANY PIECES OF THE JIGSAW 

AND FOR EVERYONE TO CONTINUE TO BE 
PROACTIVE IN THE FIGHT AGAINST MOBILE PHONE 

CRIME – AT ALL LEVELS



QUESTIONS

jwraith@tuff.co.uk
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Acronyms and definitions included in this presentation

TUFF – The Telecommunications United Kingdom Fraud Forum
MICAF – The Mobile Industry Crime Action Forum
MPTSG – Mobile Phone Technical Sub Group
IMEI – International Mobile Equipment Identity Number
SEIR – Shared Equipment Identity Register
EU – Europe
NMPCU – National Mobile Phone Crime Unit
SEND – Stolen Equipment National Database
EICTA – Electronics Technology Industry Associations
GSMA – Global System for Mobile Communication Association
TCAM – Telecommunications Conformity Assessment and 

Market Surveillance Committee
CSA – Customer Service Agent
SIM – Subscriber Indentity Module
DOB – Date of Birth
PRS – Premium Rate Service
ACPO - Association of Chief Police Officers
SPOC - Single Points Of Contact
DTI - Department of Trade & Industry
OFTEL - Office of the Telecommunications Regulator


	IMEI Weakness Reporting 

