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* Child Online Exploitation is an ever-growing threat to the safety and
wellbeing of children.

* Since this particular research began many countries have taken measures
either to initiate or increase the penalties to address the problem.

e Online Safety Bill 2022 (UK)
* Online Safety (Miscellaneous Amendments) Act 2023 (Singapore)

* Online Safety Act 2021 (Australia)

* Malaysia is not spared of this problem with an alarming increase of sexual
crimes against children.
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e Although the existing legislative provision in Malaysia makes it an offence
to distribute and make available such content harmful sexual material can
easily be accessed from websites originating from external servers outside
of Malaysia.

* The continuing upsurgence in the offences only highlight the steady
increase of the production, possession and dissemination of child online
exploitative material online in the most abhorrent way and now especially
with the usage of cloud storage platforms and web applications this abuse
seems to be increasing.

* Thus, the need for this specific research ...

“Industry Approaches in Handling Child Online Exploitation and Abuse:
Policy, Guidelines and Best Practices”
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Rationale/Significance of Research...

* Imperative to study the overall industry regulation initiatives
including, policy, guidelines and best practices which includes the
standard operating procedures (“SOPs”) that are enforceable and
implementable by the Communications and Multimedia industry.

* Particularly, Content Service Providers in removing child online
exploitation and abuse from the servers in Malaysia and to identify
the gaps in the current framework, if any.



To examine the current
legislative framework
including the CMA ‘98 and the
Content Code on the standard

processes and procedures
implemented by the ISPs
which also extends to child
online protection
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Research Objectives

To identify industry
approaches in handling child
online exploitation and abuse
being implemented by newly
implemented frameworks in

Australia and Singapore

To identify the gaps in the
current framework in Malaysia

To put forward
recommendations on the most
effective industry approaches

in regulating child online
exploitation and abuse in line
with the technology
innovation as well the current
legal and regulatory
frameworks
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General Research Questions

Specific Research Questions

Whether the current legislative framework including the CMA ‘98 and the Content Code adequate to address
online child exploitation?

The extent to which liability is attached to content providers in Australia and Singapore in handling online child
exploitation?

Whether the current SOPs followed by the Content Providers are in line with the provisions in the
Communications and Multimedia Act 1998?




Methodology

It=ig

Content Analysis

Doctrinal research methodology with a
comparagtive element in its research of the
ex?hng literature and reports were carried
out.

The analysis is presented in a descriptive
analysis of the current literature on child online
exploitation.

Qualitative data collection on secondary
sources including public documents, journals,
qrogfegjence articles and newspapers were
studied.
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Non-probability sampling method

The respondents were selected based on
criteria of providing services as content service
providers who are able to remove child online
sexual material in Malaysia.

To this end a survey questionnaire was sent to
platform operators such as:

TikTok, Instagram_  WhatsApp,  YouTube,
Telegram, Google Play Store, Twitter, Telecom
Malaysia, Celcom, Maxis and App Store.

The researchers also studied the various SOPs
used by the Platform providers.
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ROT1: FIndings...

1. The problem of CSE is ever growing in Malaysia

Malaysian IP addresses suspected of browsing, uploading,
and downloading child pornography
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B Number of Malaysian IP addresses suspected of browsing, uploading, and downloading child
pornography

Source: The Royal Malaysian Police (2022)
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2. Internet usage is increasing.

OVERVIEW OF INTERNET USE IN MALAYSIA

Essential indicators of Internet adoption and use, as of February 2022

Total Internet
users Internet users difference

o ua®

Percentage of Year-on-year Average time Mobile phone
spent online daily Internet users

+13%  9HRS

29.55M 89.6% 134 N




3. Internet usage among child users
are also increasing

cHILD USERS . _ . . s Fe A\'erage number of
Mumber of social Year-on-year change Average daily time spent Year-on-year change in time social media platforms

media users in social media users using secial media spent using social media
each month

155% ¥ie

increase in the number of children 3 0 i 2 5 M o 8 . 2

aged 5 to 17 who use the Internet in
2020 compared to 2016

Female social media Male social media

Social media users Social media users vs Social media users vs
users users

vs total population population aged 13+ total Internet users

@ Children aged 6 to 17 who 8 [ ] [ ]
use the Internet /@\
XS

P Children aged & to 17 who
do not use the Internet

114.9% 102.4% 48.6% 51.4%




4. Internet users aged 16 to 64 are mostly for social media platforms:
indicating the need for SOPs for usage of these platforms

MOST USED SOCIAL MEDIA PLATFORMS

Percentage of Malaysian Internet users aged 16 to 64 who use each platform monthly

WhatsApp
Facebook
Instagram
Telegram
Facebook Messenger
TikTok
Twitter
WeChat
Pinterest
Linkedin
Discord
Snapchat
Skype
LINE
iMessage




5. Laws in place: focus is more on the content

> Penal Code:
Section 292. Sale, etc, of Obscene
Books, etc

» Communications and Multimedia Act 1998:
Section 211, 233

> Content Code:

* Industrial compliance to the Content Code is
not mandatory;

» Part 5 of the Content Code does not require
ISPs in Malaysia to monitor users.

* ISPs will only be required to filter and monitor
online contént upon receiving direction from
authorities

—_




RO 2: FIndings...

* Australia (Online Safety Act 2021): Overview of the Online Content
Scheme

« The Act includes an Online Content Scheme which has the following
regulatory features:
A system under which a person can make a complaint about:
 online material that they believe to be illegal or should be restricted

 breaches of service provider rules and civil penalty provisions under the Online
Content Scheme, and

* breaches of industry codes or standards.



Classification of Class 1 and Class 2

Class 1

Class 2A

Class 2 B

Material

Film, Publication, Computer game,
Any other material

Film,
Any other material (excluding computer games)

Publication

Film,

Computer game, Any other material

Publication

National Classification Scheme

Refused Classification (RC)

X 18+ films are restricted to adults. This
classification is a special and legally-restricted
category due to sexually explicit content
including actual sexual intercourse or other
sexual activity between consenting adults.

Category 2 restricted

R 18+ material is restricted to adults as it contains
content that is considered high in impact for
viewers. This includes content that may be
offensive to sections of the adult community. A
person may be asked for proof of their age
before purchasing, hiring or viewing R 18+ films
and computer games at a retail store or cinema.

Category 1 restricted



The eSafety Commissioner may give the provider of the service a
removal notice if it falls within the purview of Section 109 of OSA 2021

Outcome

Put an online service provider on notice

Require removal of material

Require removal of material or access to material to

be restricted

Require removal of access to material

Option Class1  Class Class
2A 2B

Issue a  service  provider o 0 Q
notification

Issue a removal notice 0 Q
Issue a remedial notice o

Issue a link deletion notice 0
Issue an app removal notice 0



e Singapore (Online Safety (Miscellaneous Amendments) Act 2022)

* Key Features
» Regulation of providers of online communication services ("OCS”")

New Part 10A: The Broadcasting Act 1994 is amended by inserting, immediately after
section 45, the following Part: Online Communication Service Regulation.

"Egregious content” (Section 45 D) : (d) (content depicting for a sexual purpose, or
that exploits, the nudity of a child or part of a child in a way that reasonable persons
would regard as being offensive, whether or not sexual activity is involved..

« Offence of not stopping egregious content on online communication service

Section 451 blocking direction is given in relation to an internet access service
provided by a person

Duty to comply: 45J—(1) Every provider of an online communication service or an
internet access service to whom is given a section 45H direction or section 45|
blocking direction, has the duty to take all reasonably practicable steps to comply with
the direction given to the provider.



As per the Twitter
Transparency Report
that includes global
data from July-
December 2021 with
unique Twitter accounts
suspended for child
sexual exploitation
content, more than 91
percent were identified
proactively and were
removed by employing
internal proprietary
tools.

Syrvey and (*SOP) Findings

1. No consistent age limit for
opening accounts

2. No common interpretation of what
amounts to online child
exploitation / or minors with the
exception of twitter, YouTube and
TikTok.

3. Almost all platforms do not

prohibit users from creating,

uploading, or distributing content

that facilitates the exploitation or

abuse of children but is subjected

to immediate removal or as per

the community guidelines of the

said platform.

No consistent take down

procedures among the providers

as some Apps such as Telegram

which has its own mechanism of

reporting illegal material.

5. Reporting of illegal material is to
the parent company.

B VouTuhe

Telegram



Project Analysis (Relating only {o SOPs)

(7¢)
e
—
<
(a]
P4
LLl
=
=
o
O
LLl
a4

POSITIVE NEGATIVE

CMA "98 and Content Code: gives guidelines on
measures to be adopted by the industry in
terms notification of the unacceptable content
and does not impose any further responsibility
on the service providers./ Self-Regulation.

The Guidelines are voluntary in nature
and does not impose any proactive
action by the industry.

To address CES specifically:
Strengthen the regulations by
extending to the Content Code and
guidelines to IASPs, OCAs, Link
Providers and OCHs.

The current guidelines on notice and take
down emphasis rely too much on the User
to be proactive by making a complaint to
the service provider or content provider
before the content be taken down.
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» To adopt a Classification System:

Australia implements a comprehensive classification between Class 1
and Class 2 content. In Australia the classification system

discussed above assists in determining is material that is or would
Iikﬁly be refused classification under the National Classification
Scheme.

« Whereas in Singapore, the Online Safety (Miscellaneous Amendments) Act 2022
explains the meanings of ‘Online Communication Service' which was previously
not defined in the Broadcasting Act 1994,

» Adopt a common notice and take down procedures
« Added authority to the Commissioner
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* From the above analysis of the provisions in the Online Safety Act
2021 and the Online Safety (Miscellaneous Amendments) Act 2022
are clearly indicators of the need for the law to be kept abreast to
address the ever-changing threats to child exploitation online.

* Therefore, it is submitted that it is timely for the Communication and
Multimedia Act 1998 and the Content Code to be amended to reflect
the changing times and to place more responsibility on the
communication and multimedia industry in Malaysia.
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