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Introduction

• The COVID-19 pandemic has aggravated existing risks for children
online.

• Malaysia child online protection system needs to be strengthened in
prevention and early intervention.

• There is an urgent need to build a more comprehensive
understanding of the threats of online child sexual exploitation and
abuse at national and regional levels.

• Examines the dilemmas of balancing the right.



Methodology



Key Findings
Finding 1 (RO1) :
Standard processes and procedures implemented by the local ISPs on child
online protection

Image analysis and image databases
Digital forensics

Keyword searching/filtering
Mechanism for international Cooperation
Self-regulation in Internet Service Providers

Parental Controls
“Flagging” or user monitoring
Hotlines



Key Findings
Finding 2 (RO2) :
Industry approaches in handling child online exploitation and abuse being
implemented by other governments and industry regulators.

Law enforcement authorities
Laws of Malaysia – Act 56 - Evidence Act  1950, 

Section 114A
e.g.: Philippines: Anti-Child Pornography Act

Digital technologies
To support investigation teams in detecting Child 

Sexual Abuse Materials (CSAM):
e.g.: UK: Internet Watch Foundation (IWF)

The Improvement on Artificial 
Intelligence (AI)

To tackle the problems and assisting law 
enforcement

Technical approaches to stop the recirculation of 
CSAM: Google’s Content Safety API

Blocking
Can pick up and block domains and URLs in the 

open web
e.g.: China: Filtering

Hashing
Detecting and responding to images of child 

sexual abuse

Web crawlers
automated software that search engines 

and other bodies use: 
Canadian Centre for Child Protection

Encryption
Eliminating Abusive and Rampant Neglect of 

Interactive Technologies Act (EARN IT Act) in US



Key Findings
Finding 3 (RO3) :
Challenges and issues faced by industry in handling child online
exploitation and abuse



Key Findings
Finding 4 (RO4) :
The effective industry approaches in handling child online exploitation and abuse, which in
line with the technology innovation as well the current legal and regulatory frameworks will
be implemented.



Recommendations

• Developing standard processes to handle child sexual abuse
materials.

• Educating children, parents and teachers about children’s safety and
their responsible use of ICTs.

• Integrating child rights considerations into all corporate policies and
management processes.



Conclusion

• ALL parties concerned play more proactive roles, regulatory burden
on the MCMC could be reduced which would allow more Internet
stakeholders (such as parents and ISPs) to play more effective roles
towards reducing children’s exposure to content risks.
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