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Introduction

protecting and 
safeguarding 
digital data 

confidentiality, integrity, security, non-
imitation, non-reusability, non-
repudiation 

Digital Signature
Cryptography

unique signature for 
each individual

increases the need for the 
use of digital signatures

DSA1997
number of other public and 

government agencies adopting 
digital signature is still low

To support MCMC's 

efforts in increasing the 

level of digital signature 

adoption, a 

comprehensive study 

needs to be carried out. 



Objectives

To categorise the potential use cases 
of Digital Signatures relevant to 

identified Government and public 
sector users

To determine the level of awareness 
amongst Government and public 

sectors on Digital Signatures

To provide recommendations on 
measures to increase awareness and 

adoption of Digital Signature 
targeting identified Government and 

public sectors.

To identify the factors 
encouraging and hindering the 
take-up of Digital Signature by 

the Government and public 
sector

To determine the level of Digital 
Signature, feasibility, planning, 

implementation, and impact of Digital 
Signature adoption of usage amongst 

Government and public sectors



Background of 
Respondents

345Total number of
respondents

21+from ministries

19, 6%

159, 46%
167, 48%

Position Level

Top
Management

Middle
Management

IT Services

24, 7%

296, 86%

24, 7% 0.2, 0%

Working experience

Less than 10 years

Between 10 -19
years

Between 20 to 29
years

79, 23%

199, 58%

67, 19%

Experience

Never

Sometimes

Always



Research Objectives
RO1: To categorize the potential use cases of Digital Signatures relevant to 
identified Government and public sector users

Administration

•Letter generation

•Control government 
document 
generation

•Administration 
application

•Administration 
process approval

•Statement 
declaration

Finance

•Financial process 
approval

•Financial document 
generation

•Financial application

Human Resource

•HR digital 
application and 
approval

•Certified 
information

Information 
Technology, Law & 

Audit

•Verify document

•Online application 



Research Objectives

RO1: To categorize the potential use cases of Digital Signatures relevant to 
identified Government and public sector users

admission letter, acceptance 
letter, offer letter, consent 
letter, authorization letter, 
invitation letter and memo certificate, scroll, license, birth 

certificate, MOU and land title 

Digital Document Management 
System, commercial vehicle 
permit application, meeting 

invitation and asset 
management

documents endorsement, 
project or program proposal 

approval, building plan 
approval and permit approval

statutory declaration 
and integrity 
declaration



Research Objectives
RO1: To categorize the potential use cases of Digital Signatures relevant to 
identified Government and public sector users

budget, investment, loan, 
procurement, goods receive, 

payment and payroll

agreement and contract 
preparation; invoice, payment 

voucher, bank statement, 
invoice, purchase order, 

quotation, bill and receipt

claim application, overtime 
application and tender 

submission



Research Objectives
RO1: To categorize the potential use cases of Digital Signatures relevant to 
identified Government and public sector users

job application, leave 
application, work order, 
attendance, and career 

development

staff service record

User Acceptance Test, Final 
Acceptance Test, technical 

report, court case, court order, 
summon and audit report 

online data sharing and 
purchasing, weapon 

withdrawal permission and 
system access



Research Objectives

RO2: To determine the level of awareness amongst Government and public sectors on 
Digital Signatures

6.46

The average level of awareness 

8.57

8.18

7.46

6.74

8.03

0 2 4 6 8 10

Aware of Existance

Know how it look

know the different

know the cost

will recommend

Level



Research Objectives

RO3: To determine the level of Digital Signature, feasibility, planning, implementation, and 
impact of Digital Signature adoption of usage amongst Government and public sectors

7.3

29.7

22.7

40.4

0

10

20
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40

50

Feasibility

None Less Enough Good

18.3 19.5

51.2
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40
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Utilization

None Less Enough Good



Research Objectives

RO3: To determine the level of Digital Signature, feasibility, planning, implementation, and 
impact of Digital Signature adoption of usage amongst Government and public sectors

1.4

9.3

43.2
46.1
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Positive Impact

None Low Moderate High

35.8

9

2

29.7

23.5

0

10

20
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Planning

Currently Implement <6 month

6-12 month 1-3 years
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Research Objectives

RO4: To identify the factors encouraging and hindering the take-up of Digital 
Signature by the Government and public sector

Technology

Simplicity

Relative Advantage

Compatibility

Security Concern

Organization

Management Support

Information Security 

Culture

Environment

Pressure

Digital Signature 

Adoption Factor

significant

significant

Not significanct

N

o

Hypothesis t-statistic p-value Result

1 H11 : Technological has a 

relationship towards Digital 

Signature Adoption

11.485 .000 Significant

2 H12 : Organization has a 

relationship towards Digital 

Signature Adoption

4.463 .000 Significant

3 H13 : Environment has a 

relationship towards Digital 

Signature Adoption

1.615 .107 Not 

Significant



Research Objectives

RO4: To identify the factors encouraging and hindering the take-up of Digital 
Signature by the Government and public sector

Technology

Simplicity

Relative Advantage

Compatibility

Security Concern

Digital Signature 

Adoption Factor

significance

significance

Not significance

significance

N

o

Hypothesis t-

statistic

p-value Result

Technology

1 H4 : Simplicity has a 

relationship towards Digital 

Signature Adoption

1.440 .151 Not 

Significant

2 H5 : Relative advantage has a 

relationship towards Digital 

Signature Adoption

2.877 .004 Significant

3 H6 : Compatibility has a 

relationship towards Digital 

Signature Adoption

2.820 .005 Significant

4 H7: Security Concern has a 

relationship towards Digital 

Signature Adoption

7.398 .000 Significant



Research Objectives

RO4: To identify the factors encouraging and hindering the take-up of Digital 
Signature by the Government and public sector

Organization

Management Support

Information Security 

Culture

Environment

Pressure

Digital Signature 

Adoption Factor

Not significant

significant

Not significanct

N

o

Hypothesis t-

statistic

p-value Result

Organisation
5 H8:  Management support has 

a relationship towards Digital 

Signature Adoption

1.659 .098 Not 

Significant

6 H9 : Information Security 

Culture has a relationship 

towards Digital Signature 

Adoption

2.330 .020 Significant

Environment

7 H10: Pressure has a 

relationship towards Digital 

Signature Adoption

-.708 .479 Not 

Significant



Research Objectives

RO5: To provide recommendations on measures to increase awareness and 
adoption of Digital Signature targeting identified Government and public sectors.

1. Improve Awareness: Focus on Knowledge and Practice

• Enhance knowledge about the benefits, features, and functionalities of Digital 
Signature through informative campaigns, training programs, and workshops.

• Provide information about the legal status of digital signatures in Malaysia and how 
they can be used to comply with regulations.

• Highlight the security benefits of using digital signatures, such as their ability to 
prevent fraud and forgeries.

• Demonstrate how digital signatures can be used to streamline business processes 
and improve efficiency.

• Encourage individuals and organizations to practice using digital signatures through 
hands-on training sessions and practical demonstrations.



Research Objectives

RO5: To provide recommendations on measures to increase awareness and 
adoption of Digital Signature targeting identified Government and public sectors.

2. Enhance Digital Signature Adoption: Focus on Technology and 
Organization

• Ensure that the technology infrastructure for Digital Signature is user-friendly, reliable, 
and secure.

• Provide support and resources for organizations to implement Digital Signature smoothly, 
including guidance on integration, compatibility, and information security.

• Work with organizations to develop policies and procedures for the use of digital 
signatures.

• Provide training to employees on how to use digital signatures effectively

• Create a culture of trust and security within organizations to support the adoption of 
digital signatures.



Research Objectives

RO5: To provide recommendations on measures to increase awareness and 
adoption of Digital Signature targeting identified Government and public sectors.

3. Emphasize the Four Components: Awareness, Knowledge, 
Practice, and Adoption

• Recognize the interdependence between awareness, knowledge, practice, 
and adoption of Digital Signature.

• Develop comprehensive strategies that address all four components to 
foster sustained adoption and utilization of Digital Signature.

• Measure the effectiveness of awareness and adoption initiatives to track 
progress and make necessary adjustments.



Research Objectives

RO5: To provide recommendations on measures to increase awareness and 
adoption of Digital Signature targeting identified Government and public sectors.

Strengthen Collaboration with agencies: Ensure Sustainable Adoption

• Collaborate with the public sector agencies to align initiatives and promote the adoption 
of Digital Signature at a national level.

• Establish ongoing communication channels to provide updates, share best practices, and 
address any challenges or concerns related to Digital Signature adoption.

• Furthermore, the research findings indicate a positive correlation (r = 0.506, p-value < 
0.001) between awareness and digital signature adoption. Therefore, it is crucial to focus 
on increasing awareness as it directly contributes to higher levels of digital signature 
adoption.
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