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Motivation of Study

1. Data Subjects: Risk of privacy 

infringement, where:

- Users will be left with no real 

option in data sharing and in turn 

undermining their autonomy 

- Carries an inherent risk of digital 

inequality.

2. Data users: Security and privacy 

challenges to the service provider 

and data users due to high 

volume, velocity, and variety of big 

data characteristics.  

Significance of Study

1. Identify the perceived risk and 

implications big data adoption in 

telecommunication industry, and 

assess the reasonable mitigation 

strategies in the context of data 

sharing for big data purposes. 

2. Serve as recommendations to the 

decision-makers and developers 

to design a secure and fully ethical 

compliant big data solution in the 

telecommunication industry. 

3. Increase and maintain public trust 

with the government and 

telecommunication provider 

initiatives for the data-driven 

Government service delivery 

system under the Eleventh 

Malaysia Plan (11MP).

Introduction



Research Objective

Investigate perspectives of telecommunications data users in addressing privacy and 
security issues. Perspectives sought shall include perceived risks and mitigation, 
industry and/or internal standards being applied process and modes of redress for 
data subjects, and compliance requirements. 

Investigate perspectives of data subjects (telecommunication users and subscribers) 
on issues pertaining to privacy and security issues and correlation with take up and 
continued use of applications and services utilising Data Analytics 

Comparative review of codes of practices and standards being used by local and 
international telecommunications providers and recommend potential areas for 
improvement and/or adoption. 



Methodology

The proposed study will 
adopt a mixed-

methodology. All phases 
are conducted in parallel

Research 

Phase

Research Activities Research 

Objective

Research 

Deliverable

Phase 1: 

Qualitative 

Study

 Literature review

 Interview instrument design

 Data collection (Interview)

 Data reduction

 Data display

 Conclusion drawing

Objective 1 Deliverable 1 

Big data adoption 

assessment for 

Data Users

Phase 2: 

Quantitative 

Study

 Survey instrument design

 Content validation.

 Forward-backward translation.

 Pilot study.

 Perform data collection using proportional 

quota sampling

 Construct validation

 Descriptive analysis

 Regression analysis

Objective 2 Deliverable 2 

Big Data adoption 

assessment for 

Data Subjects

Phase 3: 

Systematic 

Review

 Define eligibility criteria for studies.

 Perform a systematic search to identify 

studies.

 Assess the validity of the findings of the 

included studies.

 Perform data interpretation, and synthesis of 

findings to address the specified research 

questions.

Objective 3 Deliverable 3 

Privacy Notice 

Assessment for 

local and 

international 

telecommunicati

on provider

Report writing  Prepare project report.



Research 
Objective 1:
Security & 
privacy 
challenges for 
big data 
adoption- Data 
users' 
perspective



Research 
Objective 2:
The influence of 
data subjects’ 
security and 
privacy concern 
on big data 
adoption



Research Objective 3:
Comparative review of 
codes of practices 

CoP – Code of Practice, 

PD – Personal Data, 

PDPA – Personal Data Protection Act

Remarks/
Source

Country 
/Region

Provider

Principles of Data Protection

General
Notice and Choice (Inform the 

purpose of PD)

Disclosure

Security Retention Data Integrity Access

PD Adequate, 

relevant & not 

excessive

Processed with 

consent and for 

a lawful 

purposes

Purpose of 

PD is 

processed

Purpose of 

PD is 

collected

Purpose of 

PD is 

diclosed

Protect 

PD from 

loss

Protect 

PD from 

misuse

Protect PD 

from 

unauthorized 

access

Protect PD 

from others 

incident

How 

much to 

retain the 

PD

How 

long 

does it 

take

How to 

store the 

PD

PD is 

accurate/not 

altered

PD is 

up-to-

date

PD is 

verifiable

Rights to 

PD

LR1, CoP MCMC

Malaysia 

MCMC / / / / / / / / / / / / / / / / /

LR1, Privacy 
Notice / Policy

Maxis / / / / / / / / / / x x / / / / /

Celcom / / / / / / / / / / x / / / / / /

TMOne / / / / / / / / / / x x / / x / /

Digi / / / / / / / / / / / / / / / / /

US CoP USA
Verizon / / / / / / / / / / / / / / / / /

AT&T / / / / / / / / / / / / / / / / /

UK CoP UK
All 

Provider
s

/ / / / / / / / / / / / / / / / / 


