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INTRODUCTION: Digital Signature 



Introduction: Certification Authority

• Certification Authorities (CAs) in Malaysia:

Problem Statement:
• Incompatibility of digital 

certificates across different 
CAs' platforms.

• Each CA has its own 
unique digital certificate 
based on its own digital 
signature and public key.

No 
Interoperability



Research Objectives  vs 
Research Questions



Literature Review : Overview of Digital Signature Adoption in Malaysia



Literature Review: 
Public Key Infrastructure in ASEAN Countries

• Public Key Infrastructure of ASEAN Countries

Brunei

Electronic Transactions Act 
2008.

Asymmetric cryptosystem is 
capable of generating a secure 
key pair, consisting of a private 

key for creating a digital 
signature and a public key for 
verifying the digital signature.

Cambodia

Law on Electronic Commerce 
2019.

Sub Decree No. 246 on Digital 
Signature 2017.

Public Key Infrastructure refers 
to an infrastructure equipped 

with mechanisms, staff, policies, 
and procedures for safeguarding 
the security and safety of digital 

signatures.

It includes entities like legal 
entities certifying digital 

signatures, records identifying 
owners of digital signature 
certificates, and codes for 

authentication and creation of 
digital signatures.

Indonesia

Electronic Information and 
Transactions Law 2008.

Government Regulation No. 71 
of 2019 on the Implementation 

of Electronic System and 
Transaction.

A Certificate Authority is a 
trustworthy party issuing and 

auditing Electronic Certificates, 
which are electronic documents 
containing Electronic Signatures 
and identifying legal subjects in 

electronic transactions.

Laos

Law on Electronic Signature 
2012.

Certification Service Provider is 
a legal entity authorized to 

issue secure digital signature 
certificates. These certificates 

identify the owner and are used 
for secure digital signatures.

Malaysia

Digital Signature Act 1997.

Digital Signature Regulations 
1998

Electronic Commerce Act 2006.

Asymmetric cryptosystem 
provides a secure key pair. 
Certificate Authority issues 

certificates with the public key, 
digitally signed, and used for 
verifying digital signatures.

Myanmar

Electronic Transaction Law 
2004.

Organizations with a license 
issue certificates to subscribers 

for electronic signatures, 
identifying the relation 
between the signer and 

electronic data messages 

Philippines

Electronic Commerce Act 2000.

Rules on Electronic Evidence 
2001.

Asymmetric cryptosystem 
generates a secure key pair. The 

authority issues digital 
certificates, electronic 

documents supporting digital 
signatures, and keys for 

verifying and creating digital 
signatures.

Singapore

Electronic Transactions Act 
2010.

Asymmetric cryptosystem 
generates a secure key pair. 
Certificates are issued with 

public keys, digitally signed, and 
used for supporting digital 
signatures, with keys for 

verifying and creating digital 
signatures.

Thailand

Electronic Transactions Act 
2001.

Certification Service Providers 
issue digital certificates 

confirming the link between a 
signatory and signature 

creation data.

Vietnam

Law on Electronic Transactions 
2005.

Decree No. 130/2018/ND-CP on 
Guidelines for of the Law on E-

Transactions of Digital 
Signatures and Digital Signature 

Authentication.

Asymmetric cryptography 
creates key pairs. Certification 
authorities provide electronic 
certificates, including public 
keys for identity verification 
and private keys for creating 

digital signatures.

Governing Legislation of ASEAN Countries-RO4.docx


Research Methodology – Phase 1 
(Open Ended Interview)

Participating CA Total Number of 
Respondents

3 
Managers

6 Technical 
Personnels

6 Senior 
Managers

Open-Ended Questions

Sections

Questions



RO1: To identify the capacity of the existing four Certification Authorities (CAs) to 

meet current and forecasted medium-term demand.

• Theme 1: Infrastructure • Theme 2:Security Mechanism and Measures



RO1: To identify the capacity of the existing four Certification Authorities (CAs) to 

meet current and forecasted medium-term demand.

• Theme 3: Human Resources • Theme 4:User Adoption Cost



RO1: To identify the capacity of the existing four Certification Authorities (CAs) to 

meet current and forecasted medium-term demand.

• Theme 5: Regulatory Support and Policy 



RO1: To identify the capacity of the existing four 

Certification Authorities (CAs) to meet current and 

forecasted medium-term demand.



RO2: To establish the relationship between increased Digital Signature 

(DS) efficiency and interoperability against potentially higher market 

demand and adoption of DS.

• Relationship between Digital Signature Efficiency and Interoperability against Market Demand



RO3: To explore through literature review on best practices on how 

interoperability has been promoted for Digital Signatures in other 

countries for potential adoption for Malaysian CAs in promoting DS

Comparison of CA Interoperability Models

Root CA/Hierarchy 
Model

• Trusted root CA 
issues certificates to 
subordinate CAs, 
creating a 
hierarchical 
structure.

• Pros: Well-suited for 
organized and 
centralized groups 
like governments or 
large companies.

• Cons: Single point of 
failure, potential 
target for attacks.

• Requires uniform 
policies, limiting 
flexibility.

• Challenges in 
gaining universal 
user acceptance.

Cross Certification 
(Mesh) Model

• Allows CAs to issue 
certificates to each 
other, establishing 
trust between 
different PKIs.

• Pros: Facilitates 
trust between 
diverse PKIs.

• Cons: Rapid growth 
of cross-
certifications with 
increasing CAs.

• Wider and riskier 
network of trust 
with longer 
certificate chains.

Cross Recognition 
Model

• Utilizes a third-party 
entity to evaluate 
and accredit CAs 
based on specific 
criteria.

• Pros: Mutual 
recognition 
agreement between 
CAs.

• Cons: Requires high 
cooperation among 
CAs and 
accreditation 
authorities.

• Potential creation of 
a monopoly of 
accreditation 
authorities.

Bridge Model

• Centralizes 
interoperability by 
joining PKIs with 
different models.

• Pros: Joins PKIs 
using various 
models into an 
interoperable 
network.

• Cons: Introduces a 
single point of 
failure.

• Requires extensive 
cooperation among 
all participating CAs.

Certificate Trust List 
(CTL) Model

• Establishes trust 
between PKIs using 
a list of trusted CA 
certificates from a 
trusted authority.

• Pros: Simplifies 
cross-certification 
by relying on a 
trusted list.

• Cons: Relies on the 
trustworthiness and 
security of the CTL 
issuer.

• May not be 
sufficient for 
scenarios requiring 
dynamic 
trust decisions.

Comparison of CA Interoperability Models.docx


RO3: To explore through literature review on best practices on how 

interoperability has been promoted for Digital Signatures in other 

countries for potential adoption for Malaysian CAs in promoting DS

Implement a hierarchical structure with a root certification body controlled by the state institution.

Ensure the root CA's security as it serves as a trust anchor.

Leverage the hierarchy model's advantages, such as infrequent use of the root CA and simplified path validation.

Root CA/Hierarchy Model 
(e.g., Bosnia and 

Herzegovina, Sudan, 
United Arab Emirates):

Start with a single certificate authority within the government as a shared service provider.

Mitigate the risk of a single point of failure by creating multiple root CAs for major governmental agencies.

Facilitate interoperability between different PKI domains, including international domains.

Address legal, technical, and administrative challenges to ensure smooth cooperation among CAs.

Bridge CA Model (e.g., 
Canada, China, Germany, 
Japan, Romania, Serbia, 
Taiwan, United States):

Foster high levels of cooperation and coordination among CAs and accreditation authorities.

Ensure a diverse group of accreditation authorities to prevent monopolies and encourage competition.

Use the model for large and diverse groups of CAs aiming to harmonize PKI standards and practices.

Address legal, political, and economic challenges through comprehensive agreements.

Cross Recognition Model 
(e.g., Singapore):

Simplify the procedure of issuing certificates between CAs to establish trust points.

Manage and coordinate policies and technical systems to handle the growth of cross-certifications.

Foster direct linking among CAs to minimize the risk associated with longer certificate chains.

Implement effective chain-of-certificate management to avoid complexity in the verification process.

Cross-Certification 
(Mesh) Model (e.g., 

South Korea):

Best Practices in CA Interoperability Models



RO3: To explore through literature review on best practices on how 

interoperability has been promoted for Digital Signatures in other 

countries for potential adoption for Malaysian CAs in promoting DS

The Malaysian government should consider adopting 
the Bridge CA model to improve its CA interoperability. 
This model offers benefits like stable third-party 
coordination, support for interoperability, and easy 
testing and upgrades. Embracing the Bridge CA model 
aligns with current trends in CA interoperability 
discussions and helps Malaysia create a standardized 
and secure digital environment, keeping up with global 
best practices in the evolving landscape of digital 
transactions.



RO4: To gather input and feedback from CAs on the interoperability 

among the CAs

Lack of Standardization in 
Software

Security Issues

Business Considerations

Business Operation



RO5: To provide recommendations on the best practices, standards 

adoption, and/or policy or legislative approaches for increasing DS 

efficiency, interoperability, and market demand. 

• Recommendation by Certification Authorities (CA)



RO5: To provide recommendations on the best practices, standards 

adoption, and/or policy or legislative approaches for increasing DS 

efficiency, interoperability, and market demand. 



Recommendation: A proposed  Certification 

Authority Interoperability Framework



Conclusions
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