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INTRODUCTION: The Timeline

The MCMC was appointed as
the regulatory authority for The (PKI) forum was
digital signatures. established

A
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1997 2004
The Digital Signature Act Expansion of PKI and Digital
(DSA) was enacted Signatures

2021

Integration with National
Digital Identity Systems

2024

Further Amendments to the
DSA Expected
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~ Systematic Literature Review)

» Preferred Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA)

Articles are  identified
through databases using

“Digital signature” OR “CA interoperability”

Keywords Searching
Strategy.
Criteria Inclusion Exclusion
Type of Article Journal, conference Other sources (e.g., PowerPoint slides,
proceeding, act, and thesis, and patent).
Articles screened using law.
Article Selection Criteria. . . 3
Language English Non-English (e.g., Thai, Bahasa
Indonesia, and Lao languages).
Domain Public Key Other than PKI (e.g., Blockchain and
Full-text  articles  are Infrastructure (PKI) Machine Learning).

assessed for eligibility.

Articles are included in the
analysis.
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INTRODUCTION: Digital Signature = PSRG

G

Certificate Authority verifies the
identity of Bob and encrypts with it's
Private Key

Certificate Authority 2P
[ Private Key J Certificate of Bob
Identity information and S R
Public Key of Bob ‘ .
NIey.
!
Name: Bob
Company: Tesla Name: Bob
Address: via.... Company: Tesla
Country: India Address: via....
Country: India
// Digital signature of
Bob's Bob's the Certificate
public key public key AUthorﬂ(Yr

Digitally signed by Certificate Authority
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usim Introduction: Certification Authority

e Certification Authorities (CAs) in Malaysia:

Problem Statement:

* Incompatibility of digital
certificates across different
CAs' platforms.

* Each CA has its own
unique digital certificate
based on its own digital
signature and public key.

Interoperabilit

ed Business
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Research Objectives vs

Research Questions

To identify the capacity of the
existing four Certification
Authorities (CAs) to meet

current and forecasted
medium-term demand

Authorities (CAs) in terms of
infrastructure, manpower,
and technological
resources?

How well are the current
CAs positioned to meet the
forecasted medium-term
demand for digital

To establish the relationship
between increased DS
efficiency and interoperability
against potentially higher
market demand and adoption
of DS

How does increased
interoperability of DS

systems influence market
demand and adoption?

To explore through literature
review on best practices on how
interoperability has been
promoted for Electronic
Signatures in other countries for
potential adoption for
Malaysian CAs in promoting DS

What are the best practices

adopted by other countries

to promote interoperability
for Digital Signatures?

To gather input and feedback
from CAs on the interoperability
among the CAs

What challenges and issues
do CAs identify in achieving
interoperability?

To provide recommendations
on the best practices, standards
adoption, and/or policy or
legislative approaches for
increasing DS efficiency,
interoperability, and market
demand.

Based on best practices and
feedback from literature
review and interview with
CAs, what
recommendations can be
suggested to enhance DS
efficiency and
interoperability?
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&
1Q 2023 COMMUNICATIONS AND MULTIMEDIA
FACTS & FIGURES Updated a0 ot 31 March 2023
‘The number of digital The major contributor to the
D | G |TAL Sl G NATU R E certificates issued in usage of digital certificates
Malaysia has grown from in Malaysia is the pubilic

a) Accumulate number of certificates issued b) Number of certificates issued by type 13.8M in 2019 to 19M in 2023 sector which took up 73% of

by type (000) by quarter ('000) a significant increase in total certificates issued.

Cinzuis (izm20 P R A

60.4 05 08
60.4 3 :

339
2Q 2022 3Q 2022 4Q 2022 10 2023 2Q 2022 3Q 2022 4Q 2022 10 2023
| - Local - Government . Local - Corporate Others' . Total |

The remaining 21.6% is
issued to corporate sectors
such as banking, healthcare

L ﬂim rates are Based on populatien projection as at the end of period Census 2020 by Dep. of Malaysia (DOSM), except 43 2021 and 1 2022, the population figure is estimated and other industries, whilst

2 is based on fixed with than 1Mbit/s, and Mobile-broadband with than 650kbit/s. (o) i ivi .

2 bro - s on s ordcalol R e S g Jne R 5 0.8% to individuals. (ref:
otc

Lc cing 10 2021, methodology to total number of pe s revised by g total nember of and from National Property Centre (NAPIC) and public facilities MCMC)

from DOSM.
5. Data in parentheses refer to 40 2022 data. © 2023 ALl

- B Q -
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Public Key Infrastructure of ASEAN Countries

Brunei Cambodia Indonesia Laos Malaysia Myanmar Philippines

Electronic Transactions Act

8.

Asymmetric cryptosystem is
capable of generating a secure
key pair, consisting of a private

key for creatinga |

al
signature and a public key for
verifying the digital signature.

Law on Electronic Commerce

Sub Decree No. 246 on Digital
Signature 2017.

Public Key Infrastructure refers
to an infrastructure equipped
with mechanisms, staff, policies,
and procedures for safeguarding
the security and safety of digital
signatures.

Itincludes entities like legal
entities certifying digital
signatures, records identifying
owners of digital signature
certificates, and codes for
authentication and creation of
digital signatures.

Electronic Information and
Transactions Law 2008.

Government Regulation No. 71
of 2019 on the Implementation
of Electronic System and
Transaction.

A Certificate Authority is a
trustworthy party issuing and
auditing Electronic Certificates,
which are electronic documents
containing Electronic Signatures
and identifying legal subjects in
electronic transactions.

Law on Electronic Signature

Certification Service Provider is
a legal entity authorized to
issue secure digital signature
certificates. These certificates
identify the owner and are used
for secure digital signatures.

Digital Signature Act 1997.

Digital Signature Regulations
1998

Electronic Commerce Act 2006.

Asymmetric cryptosystem
provides a secure key pair.
Certificate Authority issues
certificates with the public key,
digitally signed, and used for
verifying digital signatures.

Electronic Transaction Law

Organizations with a license
issue certificates to subscribers
for electronicsignatures,
identifying the relation
between the signer and
electronic data messages

Electronic Commerce Act 2000.

Rules on Electronic Evidence

Asymmetric cryptosystem
generates a secure key pair. The
authority issues digital
certificates, electronic
documents supporting digital
signatures, and keys for
verifying and creating digital
BEGETEN

Singapore

Electronic Transactions Act

Asymmetric cryptosystem
generates a secure key pair.

Certificates are issued with

public keys, digitally signed, and
used for supporting digital
signatures, with keys for
verifying and creating digital
signatures.

Thailand

Electronic Transactions Act

Certification Service Providers
issue digital certificates
confirming the link between a
signatory and signature
creation data.

Vietham

Law on Electronic Transactions

Decree No. 130/2018/ND-CP on

Guidelines for of the Law on E-
Transactions of Digi

Signatures and Digital Signature
Authentication.

Asymmetric cryptography
creates key pairs. Certification
authorities provide electronic

certificates, including public

keys for identity verification

and private keys for creating
digital signatures.
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RO1: To identify the capacity of the existing four Certification Authorities (CAs) to

meet current and forecasted medium-term demand.

e Theme 1: Infrastructure

[ 1:4 1 35, backup on offline in CA1 ]

[ 3:11 35, primary data center in

I

3:3 1 38, multiple servers at the

[ 1:3 1 35, backup for our root... ]

2:11 1 47, hardware security
modules in CA2

technical infrastructure

[ 2:1 17 33, portal in CA2 ]

1:2 1 35, hardware security module
in CA1

[ 2:9 1 47, web trust in CA2 ]

3:4 1 38, load balancer in CA3 ]

1:1 1 35, high-efficiency setup in

2:10 T 47, CA engine in CAZ ]

2:3 T 34, integration solutions in

[ 3:5 1 28, clustering in CA3 }

3:2 1 35, disaster recovery center

[ in CA3

* Theme 2:Security Mechanism and Measures

(1213 1 41, standard x.509 in ca1 ]

use digital certificate to perform
signing in CA1

‘ 1:14 T 42, there needs software to

1:9 T 36, Certificate Practice 1:15 1 43, Certificate Practice
Statement (CPS) in CA1 Statement (CPS in CA1
2:15 11 52, monitoring backend for 2:14 1 51, strong password policy
user activity in CA2 in CAZ2

2:16 1 52, endpoint security on the
platform in CA2

[ 3:7 1 44, antivirus in CA3 ]

[ 3:9 1 44, logical access in CA3 ] Security measure [ 3:8 1 44, physical access in CA3 ]
°
: T
5
S
@
3:10 T 46, Intruder Detection s c hani 3:11 T 46, Intruder protection
System in CA3 ecurity mechanism system (IPS) in CA3
2:12 1 47, identity and access _ -
[ management in CAZ ] [ 2:18 1 53, yearly audit in CA2 ]
27T 44,i i f the d
. integrity of the document [ 2:8 T 44, non-repudiation in CA2 ]
in CA2
1:22 1 51. firewall, physical security, 2:6 1 37, registration authority in
network security in CA1 CAZ

1:21 1 50, encryption technology in
PKI in CA1

1:19 1 48, OTP(One Time Password)
in CA1
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RO1: To identify the capacity of the existing four Certification Authorities (CAs) to
meet current and forecasted medium-term demand.

* Theme 3: Human Resources * Theme 4:User Adoption Cost

1:25 1 54, train up a lot of people
in CA1 2:23 160, support and 2:22 159, implementation fee in 2:21 159, Integration will cost you
maintenance fee or SLA in CA2 CA?2 a bit much more in CA2
[ 2:20 1 58, according to the volume]
2:19 1 55, difficult to h . L ions i
.. fricuit to lave I Human resource [ 1:27 1 54, job training in CA1 ] of transactions in CA2
sufficient manpower in CA2

[ 2:24 1 60, certification fee in CA2 ]

[ 2:25 1 60, customizable in CA2 ] [

[ 1:29 1 57, cheaper in CA1 ]

[ 1:26 1 54, proper training in CA1 ] 1:28 1 57, cost for protect this 1

system in CA1
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RO1: To identify the capacity of the existing four Certification Authorities (CAs) to
meet current and forecasted medium-term demand.

usimM

* Theme 5: Regulatory Support and Policy

[ 2:37 178, national CA in CA2 J

3:14 1 75, use the same standard in
CA3

3:15 176, roaming certificate in
CA3

|| Facilitating: interoperability |

3:16 1 77, Collapse Signing
Consortium in CA3

2:38 1 78, specific committee or
workshop in CA2

2:39 1 80, regulatory bodies
should be more aggressive in CA2

‘ ‘ Facilitating: Regulatory | [ 3:13 171, enforcement. in CA3 J

have digital sign-in in their

1:36 1 63, All of the licenses must
agreement in CA1




RO1: To identify the capacity of the existing four s DSRG
usiM Certification Authorities (CAs) to meet current and MEME

forecasted medium-term demand.

(3
Human o

Resource

Security
o Mechanism

User Cost
and Measure Adoption
(s
/)\
| |
L ] Regulatory
Infrastructure Support and

»][

Policy

I 1
@ 2] o [ ] [ ]
Theme 1: Infrastructure Theme 2: Securnfy Measure & Theme 3: Human Resources Theme 4: User adoption cost Theme 5: Regulatory Support
e Mechanism -, -~ and Policy
« High-Efficiency Setups Gertificate Practice Stat : * Training ¢ User Subscription
R * Certificate Practice Statemen . ; g i ati
il . & o ¢ SRl + Goverments ol
Y « password policies v9 . National Root CA
* user activity monitoring * National CA Forum
 endpoint security * Legislative support
¢ physical and logical access
controls
* Public Key Infrastructure (PKI)
* firewalls

¢ intrusion detection and
protection systems
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XXX RO2: To establish the relationship between increased Digital Signature s&=f& o s sesenoionn
Lol (DS) efficiency and interoperability against potentially higher market
demand and adoption of DS.

» Relationship between Digital Signature Efficiency and Interoperability against Market Demand

> THE RELATIONSHIP BETWEEN DIGITAL SIGNATURE
(DS) EFFICIENCY AND INTEROPERABILITY AGAINST
DEMAND AND ADOPTION.

Market Demand

N DS EFFICIENCY

DS ADOPTION &
MARKET DEMAND

Adoption

INTEROPERABILITY v

Efficiency Interoperability
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usIM Iinteroperability has been promoted for Digital Signatures in other
countries for potential adoption for Malaysian CAs in promoting DS

Comparison of CA Interoperability Models

rordanaling authornty

Publishing Autharity |
e Trusted root CA
issues certificat
subordinate CA | ' Agreement

creating a
hierarchical

structure.
e Pros: Well-suite CA -  BodgeCA -& CA CA
organized and CentificateTrust List

centralized grot

like governmen

large companie 7\ » 4 Y

¢ ;:qlns: Sinngce pt(')i / \ Jsex Usex Usex User
ailure, potentic ) \ A | /
target for attacl CA _r wiay 11Ut we

* Requires unifor \ sufficient for
policies, limiting A ) . scenarios requiring
flexibility. / \ : dynamic

e Challenges in » 4 o’ < 4 trust decisions.

gaining universal (U
user acceptance.


Comparison of CA Interoperability Models.docx
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axrs RO3: To explore through literature review on best practices on how M‘CMXC
USIM jnteroperability has been promoted for Digital Signatures in other
countries for potential adoption for Malaysian CAs in promoting DS

Best Practices in CA Interoperability Models

Implement a hierarchical structure with a root certification body controlled by the state institution.
Ensure the root CA's security as it serves as a trust anchor.

Leverage the hierarchy model's advantages, such as infrequent use of the root CA and simplified path validation.

Start with a single certificate authority within the government as a shared service provider.
Mitigate the risk of a single point of failure by creating multiple root CAs for major governmental agencies.
Facilitate interoperability between different PKI domains, including international domains.

Address legal, technical, and administrative challenges to ensure smooth cooperation among CAs.

Foster high levels of cooperation and coordination among CAs and accreditation authorities.
Ensure a diverse group of accreditation authorities to prevent monopolies and encourage competition.
Use the model for large and diverse groups of CAs aiming to harmonize PKI standards and practices.

Address legal, political, and economic challenges through comprehensive agreements.

Simplify the procedure of issuing certificates between CAs to establish trust points.

Manage and coordinate policies and technical systems to handle the growth of cross-certifications.
Foster direct linking among CAs to minimize the risk associated with longer certificate chains.
Implement effective chain-of-certificate management to avoid complexity in the verification process.

DSRG
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USIM jnteroperability has been promoted for Digital Signatures in other
countries for potential adoption for Malaysian CAs in promoting DS
Risk Criteria Root CA/ Cross Certification Cross Bridge Certificate
/ Model Hierarchy (Mesh) Recognition CA Trust List
Medium - it can High — Maintaining Medium - risks edium to high - If |[JMedium to high -
disrupt the entire connectivity and related to technical issues or lies in the potential
hierarchy, causing synchronization coordinating ap resource constraints |jlag between a
Technical widespread across all pairs may enforcing r affect the bridge CA, |Jsecurity breach and
echnica operational pose operational across it can result in the update of the
Operability challenges. difficulties, especially RIS operational trust list.
in large-scale bottlenecks and
implementations. impact the overall
interoperability.

High — Each pair 4
CAs must go tkg
expensive pg

Medium - Bridge CA
has significant
workload

dinating body
st enforce rules

Cost
The Malaysian government should consider adopting §
the Bridge CA model to improve its CA interoperability.
This model offers benefits like stable third-party |No Medium to High — Il [JEgSTlTe] R
. coordination, support for interoperability, and easy [3Tiers, Limiting factor is direct trust
Scalability testing and upgrades. Embracing the Bridge CA model t?\:gg 2lildtefe ieidlet
aligns with current trends in CA interoperability |
discussions and helps Malaysia create a standardized Medium — Breach of IMedium —
and secure digital environment, keeping up with global bridge brings down Depending on
Security best practices in the evolving landscape of digital network, but implementation,
risks transactions. participants can still may be lag between
— operate on their own Isecurity breach and
must be re-certified list update
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kadld RO4: To gather input and feedback from CAs on

usi™M among the CAs

3:3 1157, trust in this ecosystem.
in CA3

Interoperability Issues: Security
Issues [

2:6 1158, securities in CA2 ]

[ 1:19 1 111, operation issues in CA1 ]

Interoperability Issues: Business
Operation N N
[ 1:25 1 128, Business in CA1 }
| | Interoperability Issues
Interoperability Issues: Business 3:4 1167, insecure about their
Consideration business in CA3

[ 3:6 1173, increase the cost in CA3 ]

1:16 1 110, effect on the business
side in CA1

1:13 1102, software or hardware
with different vendor in CA1

Interoperability Issues: Lack of 1:21 1 120, no National Roots CA. in
Standardization in Software and CA1
Hardware

3:2 1154, recognize the certificate
issued by other CA in CA3

1:12 1 101, different digital
signature systems in CA1l

DSRG
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Lack of Standardization in
Software

Security Issues

Business Considerations

Business Operation
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USIM adoption, and/or policy or legislative approaches for increasing DS

efficiency, interoperability, and market demand.

« Recommendation by Certification Authorities (CA)

Working Groups

Interviewees emphasized the
importance of creating working
groups and forums to address
interoperability issues
collaboratively. This would
involve CAs, regulators, and
other stakeholders working
together to develop standards,
guidelines, and technical
solutions.

CA Trusted
Models/ Platform

Establishing trust between
different CAs and their
certificates is essential.
Cross-certification and

cross-recognition between
CAs are mentioned as
mechanisms to achieve

trust.

Regulation and
Governance

A clear regulatory
framework can help
incentivize CAs to work
towards interoperability
goals. However, regulatory
flexibility is also mentioned
as a potential challenge.

Compliance with
Standards

CAs are required to comply
with international standards,
such as X.509 and web trust
for CA, to ensure the proper
functioning and security of
digital certificates.
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ROS5: To provide recommendations on the best practices, standards s B

USIM adoption, and/or policy or legislative approaches for increasing DS
efficiency, interoperability, and market demand.

Review and Update
Periodically review and update the
legislation to keep it in line with
technological advancements and
changing business practices.

Harmonization with
International Standards
Align the legislation with international
best practices and standards to facilitate
cross-border transactions and enhance
interoperability.

Enhanced Cybersecurity
Measures

Strengthen provisions related to the
security of digital signatures and
electronic transactions to address
evolving cybersecurity threats.

Clarity and Simplicity
Ensure that legal language is clear and
easily understandable, facilitating

broader comprehension and compliance.

sesnroea,,

e ®

- e
- *e

Recommendation
From Literature

Review

.
**essnnssnr*”

Incorporate Privacy
Protections

Integrate provisions for protecting
personal data and privacy in line with
contemporary data protection standards.

Promote Innovation

Create an environment that encourages
innovation in electronic transactions,
ensuring that the legal framework does
not inadvertently stifle technological
advancements.

Accessibility and Inclusivity
Consider measures to enhance digital
accessibility and inclusivity to
accommodate a broader range of users,
including those with disabilities.

Dispute Resolution
Mechanisms

Strengthen mechanisms for dispute
resolution in electronic transactions to
provide efficient and effective remedies
for parties involved.



liEan
{0 201861080,

usimM

PKITRUST MODEL
E;E z (INFRASTRUCTURE

i

Recommendation: A proposed Certification
Authority Interoperability Framework

TR CERTIFICATION INTEROPERABILITY FRAMEWORK

& SECURITY)

i
.

\ 4

HUMAN
RESOURCE
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GOVERNMENT

REGULATION & LAW

STANDARD &

PROTOCOL

PKI
= E APPLICATION
&

'%g USERS
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PROMOTION
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Conclusions

DIGITAL SIGNATURES CRUCIAL CONSIDERATIONS FOR
VITAL ACROSS SECTORS CA INTEROPERABILITY

PROMISING MARKET POTENTIAL

CA INTEROPERABILITY FOSTERS IN MALAYSIA

TRUSTWORTHINESS

COLLABORATION FOR
STANDARDIZATION
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