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SECTION 1: INTRODUCTION  
 

Background 

 
The Malaysian Communications and Multimedia Commission (MCMC) issued 

a Public Consultation (PC) paper on the Proposed Way Forward for 100% 

Adoption of and Complete Migration to Internet Protocol Version Six (IPv6) 

in Malaysia.  

 

The PC paper seeks views and comments from the industry, stakeholders, 

and members of the public on the proposed way forward for the Network 

Service Providers (NSP) in Malaysia to fully adopt and completely migrate 

to IPv6 by 31 December 2028. The PC was officially conducted between 2 

October 2024 to 31 October 2024, but extended to 30 November 2024 for 

a few respondents based on specific requests and consideration.  

 

As of 30 November 2024, 20 submissions were received as per Table 1 

below:  

 

Table 1: Submissions Received 

No. Submission 
Stakeholder 

Category 

1. Allo Technology Sdn. Bhd. (“Allo”) NSP 

2. APAC IPv6 Council & IPv6 Forum Malaysia (“APAC IPv6 

Council”) 

Technical 

Community  

3. CelcomDigi Berhad (“CelcomDigi”) 

- Celcom Berhad 

- Digi Telecommunications Sdn. Bhd. 

NSP 

4. Digital Nasional Berhad (“DNB”)  NSP 

5. Equinix Malaysia Sdn. Bhd. (“Equinix”) NSP 

6. Fibrecomm Network (M) Sdn. Bhd. (“Fibrecomm”) NSP 

7. Jabatan Digital Negara (“JDN”) Government 

agency 

8. Malaysian Technical Standards Forum Bhd. (“MTSFB”) Industry Forum 

9. Maxis Broadband Sdn. Bhd. (“Maxis”) NSP 

10. Measat Broadcast Network Systems Sdn. Bhd. 

(“Astro”) 

NSP 

11. Measat Satellite Systems Sdn. Bhd. (“MEASAT”) NSP 

12. NLTVC Education Sdn. Bhd. (“NLTVC”) Training 

consultant 
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No. Submission 
Stakeholder 

Category 

13. REDtone Engineering & Network Services Sdn. Bhd. 

(“REDtone”) 

NSP 

14. Sarawak Digital Economy Corporation Berhad (“SDEC”) NSP 

15. Suruhanjaya Syarikat Malaysia (“SSM”) Business and 

enterprises 

16. TM Technology Services Sdn. Bhd. (“TM Tech”) NSP 

17. TT dotCom Sdn. Bhd. (“TIME”) NSP 

18. U Mobile Sdn. Bhd. (“U Mobile”) NSP 

19. XOX Berhad (“XOX”) NSP 

20. YTL Communications Sdn. Bhd. (“YTL”) NSP 

 

MCMC now presents this PC report as the conclusion for the PC exercise. 

 

Structure of the PC report 

 

This PC report is structured based on the three (3) components of question 

posed in the PC paper. The summary of the feedback submitted, 

discussions and MCMC’s final views are outlined in the sections below: 

  

SECTION 2: QUESTION 1 - PROPOSED TIMEFRAME 

 

SECTION 3: QUESTION 2 - PRACTICAL EFFORT AND APPROACH 

 

SECTION 4:  

 

SECTION 5: 

 

SECTION 6: 

QUESTION 3 - OTHER FEEDBACK  

 

OBSERVATION AND DISCUSSION 

 

WAY FORWARD  
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SECTION 2: QUESTION 1 - PROPOSED TIMEFRAME  
 

 

Overview of the question  

 

MCMC sought feedback on the proposed timeline for achieving full adoption 

and complete migration to IPv6 by 2028. The proposed implementation 

plan is as follows: 

 

1) By 31 December 2026, all Network Service Providers (NSPs) must 

ensure that: 

i. All its services are IPv6-capable. 

ii. All new customers shall be assigned with a unique public IPv6 

address only; and 

iii. Commencement of migration from IPv4 to IPv6 for existing 

customers. 

 

2) By 31 December 2028, NSPs shall: 

i. Ensure all services are provided and operated in a single-stack 

IPv6 network. 

ii. Ensure all customers shall be assigned with a unique IPv6 

addresses only – achieving 100% migration to IPv6. 

iii. Adopt IPv6 in full, eliminating any reliance on IPv4 in existing 

equipment, infrastructure, and related dependencies such as 

email, web and Domain Name System (“DNS”) servers; and 

iv. Foster and support 100% adoption of and complete migration 

to IPv6 in Malaysia.  

 

For clarity, 100% adoption of and complete migration to IPv6 in this context 

is indicated through the following:   

 

1) 100% IPv6 operation in a single-stack network within Malaysia;  

 

2) 100% IPv6 deployment within the Network Service Providers’ 

Question 1:  

The proposed timeframe for the 100% adoption and complete migration 

to IPv6.  
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network infrastructure;   

 

3) 100% IPv6 within the Network Service Providers’ Internet ecosystem, 

including but not limited to email, web and DNS servers; and  

 

4) Full decommissioning of IPv4-based transition mechanisms within the 

Network Service Providers’ network.  

 

Summary of submissions received 

 

The feedback on the proposed timeline for achieving 100% IPv6 adoption 

by 31 December 2028 reflects a divide in readiness and priorities among 

stakeholders.  

 

The APAC IPv6 Council, NLTVC, XOX, and SSM viewed the goal as realistic 

and achievable, provided sustained collaboration, policy enforcement and 

technical support exist. In supporting the feasibility of the proposal, NLTVC 

and SSM further emphasised the importance of phased implementation to 

ensure all stakeholders are adequately prepared. Meanwhile, the APAC IPv6 

Council specifically highlighted the need for financial incentives, such as 

subsidies for smaller enterprises and resource sharing, to facilitate the 

transition. XOX stressed that at least three (3) years will be necessary for 

them to meet the adoption target, the period of which is within the 

proposed timeline.  

 

The rest of the stakeholders expressed reservations and concerns about 

the proposed timeline for the full adoption and migration to IPv6 by 31 

December 2028, citing practical, technical and financial challenges.  

 

TIME, CelcomDigi, Allo, Astro and JDN advocate for extended timelines 

beyond 31 December 2028 and maintaining a dual-stack approach to 

ensure a smoother and more feasible transition.  Additionally, it has also 

been suggested by TIME, Astro, UMobile, DNB and MTSFB that the 

proposed approach to reach 100% IPv6 adoption in Malaysia be deferred 

until the global IPv6 adoption rate reaches 80%.  

 

TIME highlighted that global IPv6 adoption is below 40%, with many major 

economies, such as the United Kingdom, Singapore and South Korea, 

recording an adoption below 50%. While Malaysia’s IPv6 capability is at 

70%, TIME suggested reassessing the transition when global IPv6 adoption 
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reaches 80%. TIME also emphasised the significant financial burden for 

organisations requiring hardware upgrades to support IPv6.  

 

CelcomDigi suggested that achieving 100% migration to IPv6 according to 

the proposed timeline is impractical and introduces significant challenges. 

It underscores the dependency on external stakeholders, such as global 

content providers, roaming partners and government portals, which are not 

fully IPv6-ready. CelcomDigi also highlighted the challenges posed by 

legacy systems, particularly in sectors like banking and utilities, where 

upgrading or replacing IPv4-dependent devices would involve high costs.  

 

Allo asserted that achieving full IPv6 migration by 2028 is not feasible 

without the readiness of all sectors and industries. Allo proposed 

maintaining dual-stack configurations until 2030, allowing for the 

development of a more concrete framework and roadmap within the 

sectors, industries and government.  

 

Similarly, Astro emphasised that the migration should be comprehensive, 

encompassing the entire ecosystem beyond Internet Service Providers 

(ISPs). It stressed the importance of maintaining dual-stack support until 

December 2030 or until IPv6 global adoption reaches 80%. Additionally, 

Astro suggests a thorough study on Network Address Translation (NAT) to 

facilitate full IPv6 adoption.  

 

JDN emphasised that while networks and Internet infrastructure may be 

dual-stack ready and capable, their management and control rest with the 

respective agencies to which they are assigned and fall outside of JDN’s 

jurisdiction. Given the current landscapes and future projections for the 

government sector, JDN recommended maintaining a dual-stack approach 

until 2028 while actively promoting IPv6 adoption across all sectors.  

 

In terms of readiness of all sectors, several stakeholders, such as YTL, 

MEASAT, CelcomDigi, U Mobile, DNB, Astro and Maxis emphasised that a 

full transition to IPv6 by the proposed target date could lead to significant 

challenges and service disruptions.  

 

YTL stressed that implementing 100% IPv6 by 2028 will cause disruption 

in communication, applications and content services, considering that 

external IPv6 adoption is moving at a different pace. Therefore, reviews are 

necessary, taking into account the efficiency of the current network 
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addressing, including NATs, the industry’s needs, a review of the ecosystem 

and the readiness of consumers, enterprises and the public sector.   

 

MEASAT identified several challenges in transitioning to IPv6. The 

company’s legacy systems require extensive upgrades to achieve IPv6 

compliance. Additionally, the migration involves more than technical 

adjustments; it requires educating customers, adjusting support systems, 

and ensuring no service disruptions, with potential resistance from 

customers who may not fully understand IPv6 adoption. Lastly, MEASAT 

emphasised that while capability rates suggest IPv6 potential, actual 

readiness depends on the necessary infrastructure, support systems, and 

user awareness. 

 

Similarly, U Mobile expressed concerns that transitioning to an IPv6-only 

setup could disrupt user experiences, particularly due to the potential 

inaccessibility of content hosted on IPv4 networks. To address this, it 

emphasised the need for a thorough assessment to establish a NAT64 

gateway to maintain service continuity. U Mobile also highlighted that its 

dual-stack approach is an effective strategy to meet industry requirements 

while ensuring a smooth transition to IPv6 as IPv4 is gradually phased out. 

 

DNB emphasised that transitioning to IPv6 will significantly impact 5G use 

cases for enterprise customers, which is essential for Malaysia’s 5G 

adoption and growth. It cautioned against proceeding without thoroughly 

assessing the industry readiness, including device compatibility and 

network support, which will result in service disruptions. While DNB’s 5G 

infrastructure supports dual-stack (IPv4 and IPv6), the migration depends 

on the Mobile Network Operator (MNO)’s core platforms, which have not 

completely migrated to IPv6.  

 

Maxis emphasised that the migration to IPv6 in Malaysia will heavily depend 

on the readiness of customer infrastructure, devices, systems, and 

applications. While Maxis promoted IPv6 adoption by providing a dual-stack 

network with IPv6 allocated by default to all customers, it highlighted 

critical factors influencing the transition, including global network 

infrastructure, device and software compatibility, vendor readiness, and 

customer preparedness. It also pointed out customer-specific 

dependencies, security stability, and global ecosystem alignment 

challenges. Maxis also projected the full IPv6 transition to be completed 

only by late 2045, highlighting the need for a gradual, well-planned 

approach. 
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The concerns around the costs of IPv6 migration are also significant for 

many stakeholders, such as TIME, MEASAT, SDEC, MTSFB and REDtone. 

SDEC suggested that the Government provides facilities and incentives 

such as tax relief, funding and subsidies, while MTSFB noted potential costs 

and logistical challenges in achieving the proposed timeline.   

 

TM Tech, Fibrecomm, MTSFB, and REDtone, emphasised the need to 

establish a task force to assess readiness and determine a more practical 

timeline for Malaysia’s full IPv6 migration. TM Tech is of the view that the 

timeframe to achieve 100% adoption should be thoroughly discussed and 

agreed upon within the task force involving various stakeholders such as 

the public sector, private sector and end-user. TM Tech also stressed that 

the migration must be carefully deliberated, ensuring all industry 

stakeholders, including network operators, content providers, government 

agencies and businesses, are aligned and prepared for a seamless 

transition.  

 

Similarly, Fibrecomm also suggested establishing a task force promptly to 

provide MCMC with recommendations for facilitating a seamless, full IPv6 

migration. MTSFB also recommended the formation of a dedicated task 

force to assess IPv6 readiness across the ecosystem, including network 

infrastructure and applications. This task force may also be entrusted to 

conduct a thorough study to create a realistic, data-driven timeline that 

considers the ecosystem’s readiness and allows for gradual adoption in 

IPv4-dependent areas. Sharing the same view on establishing the task 

force, REDtone viewed that a definitive timeline for full IPv6 migration 

cannot be established until necessary assessments are completed and 

global IPv6 usage increases substantially.  

 

In conclusion, while IPv6 adoption is necessary, stakeholders remain 

divided on the feasibility of full migration by 2028 due to readiness gaps, 

financial constraints, external dependencies, and global adoption trends. To 

ensure a smooth transition, many recommend a phased approach, dual-

stack support, government incentives, and an industry task force to 

oversee implementation. 
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SECTION 3: QUESTION 2 - PRACTICAL EFFORT AND 

APPROACH 
 

 

Overview of the question 

 

MCMC sought feedback on the practical efforts and approaches required to 

achieve full IPv6 adoption and complete migration by the end of 2028. The 

objective was to understand industry readiness, potential challenges, and 

key measures needed to facilitate the transition. 

 

Summary of submissions received 

 

The feedback received for this question is largely derived from the 

stakeholders’ responses provided in the first question. Based on their 

feedback provided in Question 1 above, XOX, NLTVC, SSM and JDN further 

elaborated on the practical efforts and approaches needed to achieve 100% 

IPv6 adoption.  

 

In achieving 100% adoption of and migration to IPv6, the XOX strategy 

involves six (6) key phases mainly to ensure a controlled and effective 

transition, as follows:  

i. Year 1: Assessment and planning. 

ii. Year 2: Pilot implementation and dual-stack migration. 

iii. Year 3: Review, optimisation, and final adoption. 

 

Endorsing the outlined roadmap, NLTVC commented that the milestone 

proposed for IPv6 migration is clear, and the annual self-declaration and 

audit process will ensure NSP accountability and steady progress, fostering 

a structured and transparent transition. However, NLTVC highlighted the 

skills gap as a potential obstacle. Thus, it proposed continuous professional 

development programs and integrating IPv6 certification into national 

education and TVET programs to ensure a sustainable skilled workforce. 

 

Question 2:  

The practical effort and approach to achieving the complete migration to 

IPv6 by the end of 2028.  
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As for SSM, the IPv6 transition timeline will be divided into phases as 

follows:  

i. End 2025: Coexistence Phase - ensures compatibility of all systems 

with IPv6;  

ii. End 2026: Security Testing Phase - identifies and mitigates IPv6-

specific threats while resolving operational issues;  

iii. 2027 and mid 2028: IPv4 Decommissioning Phase - begins with 

external IPv4 in 2027, followed by private IPv4 by mid-2028; and  

iv. End 2028: Self-Declaration and Audit Phase - certifies the transition’s 

completion. This phased approach ensures compatibility, security, 

and a smooth migration to IPv6. 

 

The APAC IPv6 Council highlighted its agreement with the proposed phased 

approach, which ensures a smooth IPv6 transition for NSPs. However, end-

user adoption remains a challenge due to low awareness among enterprises 

and individuals. To address this, the APAC IPv6 Council proposed a public 

awareness campaign led by MCMC and key stakeholders using mainstream 

and digital media. In this regard, experts from the APAC IPv6 Council may 

be engaged to conduct public seminars and discussions that can enhance 

understanding and drive greater consumer support. 

 

On the other hand, the remaining stakeholders reiterated their concerns 

and challenges in achieving 100% adoption of and migration to IPv6, such 

as infrastructure readiness, the dependency on external parties and global 

adoption trends, end-user awareness, skills gap and financial constraints. 

 

In conclusion, the submission proposed a structured, well-regulated, and 

collaborative approach, which is essential for Malaysia to achieve 100% 

IPv6 adoption by 2028. The transition must be phased, with milestones, 

compliance tracking, and government support to facilitate smooth 

migration. While industry-wide cooperation and public awareness efforts 

will drive adoption, challenges related to legacy infrastructure, financial 

constraints, and technical readiness must be proactively addressed. 

Overall, the submission underscores the importance of regulatory 

oversight, capacity-building programs, and industry collaboration to ensure 

a smooth and effective transition to IPv6. 
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SECTION 4: QUESTION 3 - OTHER MATTERS 
 

 
 

Overview of the question 

 

MCMC sought feedback on additional input beyond the structured queries 

regarding the proposed timeframe and practical implementation approach 

for IPv6 adoption. The objective was to gather concerns, challenges, or 

suggestions that may not have been explicitly addressed in the PC paper 

but are still crucial to the overall migration plan. 

 

Summary of submissions received 

 

Based on the submitted feedback, concerns raised in Questions 1 and 2 

were reiterated and centred on the infrastructure readiness, the 

dependency on external parties and global adoption trends, end-user 

awareness, skills gap and financial constraints. 

 

Stakeholders such as XOX, TIME, REDtone and MTSFB highlighted their 

concerns about the compatibility of legacy systems with IPv6. Given that 

existing systems are designed for IPv4, significant hardware upgrades, 

training, and infrastructure changes are required to ensure IPv6 support. 

However, the associated costs and downtime are considerable challenges 

that need to be addressed to facilitate the transition. 

 

In terms of maintaining the dual-stack approach, most stakeholders, 

including Maxis, CelcomDigi, U Mobile, REDtone and MTSFB advocate for 

supporting both IPv4 and IPv6 during the transition to address global 

adoption. This ensures service continuity and prevents disruptions. 

 

The shift to IPv6 introduces security risks due to its end-to-end connectivity 

features, which expose devices more directly to potential cyberattacks, 

such as DDoS. As highlighted by TIME, the move from IPv4’s security layers 

to IPv6 demands additional safeguards and vigilance to prevent 

vulnerabilities from being exploited during and after the transition. 

 

 

Question 3:  

Any other matters related to, feedback on, or concerns about the 

matter that are not specifically outlined in this paper. 
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Aside from concerns, there are also approaches and recommendations 

proposed by the stakeholders. Effective user education is critical for 

successful IPv6 adoption. TM Tech, JDN, Fibrecomm and YTL emphasise the 

need for awareness and user education to help businesses and consumers 

understand the benefits of IPv6. It is also important to ensure the 

availability of IPv6-compatible devices and applications before IPv4 is no 

longer available, which will make the transition smoother for users. 

 

Several stakeholders, including MTSFB and Fibrecomm recommend forming 

cross-sector task force to guide the migration. These groups would bring 

together representatives from telecommunications, healthcare, banking, 

and government sectors to share insights, develop a migration roadmap, 

and address challenges collectively. Such collaboration ensures a more 

coordinated and efficient transition process. 

 

Additionally, regulatory support from MCMC is seen as essential in 

facilitating the IPv6 migration. Stakeholders suggest that support should 

be provided to help ease the burden on organisations transitioning to IPv6. 

MCMC’s involvement in guiding stakeholders through the migration process 

and ensuring that necessary policies and regulations are in place is crucial 

for the long-term success of IPv6 adoption. 

 

In conclusion, the submissions underscore critical challenges in achieving 

full IPv6 adoption, particularly concerning infrastructure readiness, reliance 

on external factors, end-user awareness, skills shortages, and financial 

constraints. Compatibility issues with legacy systems, the necessity of a 

dual-stack approach for service continuity, and heightened security risks 

were among the primary concerns raised. To address these challenges, the 

submissions highlight the importance of user education, ensuring the 

availability of IPv6-compatible devices, and forming a cross-sector task 

force to facilitate a coordinated migration. Additionally, regulatory support 

from MCMC is seen as essential in easing the transition and ensuring a 

structured, well-supported shift to full IPv6 adoption. 
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SECTION 5: OBSERVATION AND DISCUSSION 
 

Based on the submissions received, MCMC noted all views and feedback 

provided by the stakeholders. The feedback regarding the proposed 

timeline for achieving 100% IPv6 adoption by 31 December 2028, as stated 

under the PC, reveals a significant divergence in stakeholder perspectives.  

 

While some stakeholders (APAC IPv6 Council, NLTVC, XOX, and SSM) 

believe the target is achievable through a phased migration and effective 

capacity-building and awareness programs, it can be observed that others, 

including major NSPs, have raised several key concerns over the proposed 

timeline, which may contribute to service disruption and inaccessibility, as 

follows:   

 

1) Lack of Infrastructure Readiness  

 

Legacy systems, particularly in critical sectors like banking and 

utilities, pose significant challenges during the transition to IPv6. 

These legacy systems, which were designed for IPv4, necessitate 

substantial upgrades or replacements to achieve IPv6 compliance. 

The complexity and scale of these requirements highlight the financial 

and operational burden of ensuring compatibility, making the shift to 

IPv6 a challenging undertaking for organisations reliant on legacy 

technology. 

 

Remarks: 

In addressing this concern, gradual transitioning efforts have been 

undertaken since 10 July 2020. In accordance with the requirements 

established by MTSFB and mandated by MCMC through the Technical 

Code MCMC MTSFB TC T013:2019 on Internet Protocol Version 6 

(IPv6) – Equipment Compliance, all equipment directly connected to 

service providers must be certified and adhere to the standards 

outlined in the Technical Code to obtain certification. This certification 

applies to the following categories of equipment: 

 

i. Terminals/Hosts: Devices such as 3G/4G/5G mobile phones; 

ii. Network Elements: Equipment including switches and 

gateways; and 

iii. Network Security Elements: Devices such as firewalls. 
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This certification, carried out by the SIRIM QAS International Sdn. 

Bhd. facilitates transitioning legacy systems by enforcing 

standardisation for IPv6-capable devices and ensuring their 

interoperability.  

 

Table 2: Number of equipment certified by category1. 

 2020 2021 2022 2023 2024  
(As of August) 

Total 

 

 

Terminals/Hosts 154 419 504 375 290 1,742 

Network Elements 5 25 53 173 86 342 

Network Security Elements 0 0 1 24 6 31 

Total 159 444 558 572 382 2,115 

 

The table shows the number of equipment certified across three 

categories totaling 2,115 from 2020 to 2024 with categories of 

equipment under Terminals/Hosts dominate with 1,742 such as 

mobile phone devices (1,015), computing devices (452) retail & 

payment terminals (83) and personal wearable (73) etc. Network 

Elements with 342 such as switching & routing equipment (252), 

gateways & modems (38), optical & wired network equipment (37), 

wireless network equipment (9) and data & multi-service network 

equipment (6). Network Security Elements are the smallest category, 

with only 31 such as network firewall (21), security devices (7), 

network access controller (2) and computer security equipment (1).  

 

Although the current IPv6 certification applies only to the above 

categories of equipment, it highlights the need to review and 

potentially expand the certification requirements to include all 

communications products as well as related software. Broader 

certification requirements would foster better IPv6 adoption across 

the entire ecosystem, reduce compatibility issues, and encourage 

manufacturers to produce and prioritise IPv6-compliant devices. This 

may include the possibility to cease the importation of non-IPv6-

compliant equipment and software. 

 

Additionally, the certification helps stakeholders prioritise upgrades 

and manage the transition more efficiently, ensuring a reliable and 

secure pathway to IPv6 readiness. 

 

 
1 Data from SIRIM QAS International Sdn. Bhd. as of August 2024. 

Equipment 
Categories 

Year 
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2) Maintaining Dual-Stack Support  

 

Several stakeholders argued that dual-stack support should continue 

until 2030 or until global IPv6 adoption reaches around 80%, as this 

would provide a more realistic framework for the transition. While 

Malaysia’s IPv6 capability is relatively advanced, the global adoption 

rate of IPv6 is currently at 44.75%2. According to Google statistics, 

many major economies are still below 50% adoption, such as the 

United States of America (47.02%), the United Kingdom (47.88%) 

and South Korea (17.02%). Maintaining dual-stack support is seen 

as vital for reducing disruptions and ensuring that industries and 

sectors are adequately prepared for the shift to IPv6.  

 

Stakeholders also raised concerns about dependencies on external 

ecosystem players, such as global content providers, device 

manufacturers, and software vendors, which may not yet fully 

support IPv6. These dependencies could result in service disruptions 

and compatibility issues, particularly for applications and content that 

are IPv4-reliant. Additionally, several stakeholders emphasised 

transition risks, including potential service disruptions and user 

resistance due to unfamiliarity with IPv6. The readiness of customer 

equipment and applications was also highlighted as a critical factor, 

with calls for phased implementation plans to minimise operational 

inefficiencies and build confidence among end-users. 

 

Remarks:  

While dual-stack support has been considered a practical approach to 

transitioning from IPv4 to IPv6, moving directly to a single-stack IPv6 

environment offers a more sustainable and forward-looking solution.  

 

As mentioned in the IPv6-Deployment Requirements to Complete 

Transition to IPv6 MCMC MTSFB TC G034:2022, maintaining dual-

stack is becoming increasingly complex to sustain and inevitably 

prolongs the life of IPv4. Dual-stack requires organisations to operate 

and manage two parallel network infrastructures, which increases 

operational overhead, consumes additional resources and prolongs 

reliance on the limited IPv4 address space. 

 

Adopting a single-stack IPv6 approach may eliminate these 

challenges and accelerate the full realisation of IPv6 benefits, 

 
2  Google Statistics as of 17 December 2024.  
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including simplified network management, enhanced security and 

improved scalability. 

 

To address external dependencies and mitigate potential service 

disruptions during the transition, there are two (2) key elements to 

be considered as follows: 

 

a. Transition Mechanisms: 

 

To further advance IPv6 adoption, the decommissioning of NAT44 

and the adoption of mechanisms such as NAT64, DNS64, and 

SRv6 should be considered. These will enable seamless 

interaction between IPv6 networks/clients and IPv4-only servers, 

ensuring service continuity while the external ecosystem 

transitions to IPv6. In this regard, MTSFB will play a critical role 

in developing and recommending relevant technical codes for the 

effective implementation of these solutions. By addressing 

challenges such as latency and performance optimisation, these 

technical codes will help minimise disruptions and ensure a 

smoother transition to IPv6. 

 

b. Phased Implementation Plans: 

 

As highlighted under the PC, MCMC encourages stakeholders to 

adopt phased migration approaches tailored to their operational 

contexts, while adhering to the targeted timeline. Pilot testing of 

IPv6-only networks will help identify and resolve issues early, 

reducing the likelihood of disruptions and easing end-user 

transitions. 

 

In this regard, Malaysia is seen as well-positioned to lead this 

transition with its relatively advanced IPv6 capability. By prioritising 

single-stack deployment, stakeholders can reduce costs associated 

with maintaining IPv4 systems and focus on building an IPv6 

infrastructure optimised for the future.  

 

3) Financial Constraints  

 

MCMC noted the financial barriers raised by stakeholders, particularly 

regarding the costs of infrastructure upgrades in transitioning the 

legacy systems. MCMC also noted the suggestion for facilities and 
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incentives such as tax relief, funding and subsidies to be provided in 

facilitating the IPv6 adoption.  

 

Remarks:  

In line with the existing Commission Direction No. 2 of 2015 on the 

Adoption of IPv6 in Malaysia, the NSPs are expected to bear their own 

costs in adopting and migrating to 100% IPv6.  

 

Transitioning to IPv6 is a more cost-effective choice in the long run 

due to reduced operational complexity, elimination of address 

acquisition costs, and better scalability. While the initial transition 

may involve investment in training and equipment upgrades, the 

savings and benefits in the long term outweigh these initial costs. 

 

Table 3: Cost Comparison between Staying with IPv4 or  

Transitioning to IPv6 

Cost Category IPv4 IPv6 

Address 

Acquisition 

High costs due to high 

demand for limited 

resources – scarce IPv4 

addresses and 

dependence on 

secondary markets 

Minimal costs to 

acquire the IPv6 due to 

large capacity, 

removing scarcity 

concerns 

Network 

Management 

High costs due to the 

need for NAT (NAT44) to 

extend IPv4 usability, 

increasing operational 

complexity 

Lower costs due to the 

elimination of NAT, 

simplifying network 

architecture and 

operation    

Security 

Infrastructure 

Additional security 

infrastructure is needed 

Built-in security 

features are available 

to be leveraged 

Long-term 

operational costs 

Increasing costs in 

maintaining and 

configuring NAT 

(NAT44) as new devices 

and technologies 

emerge 

Lower operational 

costs as IPv6 allows for 

direct end-to-end 

communication without 

intermediary steps 

 

4) The Need to Provide More Awareness and Capacity-Buildings  

 

MCMC acknowledged the necessity of raising awareness about the 

benefits of adopting a single-stack IPv6 approach for businesses, 

government agencies and other stakeholders, including the public at 
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large. Similarly, the importance of providing formal education, such 

as certification and industry upskilling programs specifically on IPv6, 

was also suggested.  

 

Remarks:  

Addressing the concerns around awareness and capacity-building in 

IPv6 adoption, MCMC noted that these efforts require a multifaceted 

approach. Awareness campaigns targeting businesses and 

consumers, including leveraging mainstream and alternative media, 

will bridge the existing knowledge gap. Hence, it will foster a deeper 

understanding and encourage greater adoption of IPv6 among the 

end-users.  

 

As for capacity-building, this initiative is observed to address the 

skills gap by incorporating IPv6 certification into the education 

system and offering professional development programs. These 

initiatives will help create a skilled workforce capable of supporting 

widespread IPv6 adoption and technical readiness. Complementing 

these measures with public awareness campaigns will amplify the 

message, inspiring end-users and stakeholders to actively participate 

in the adoption process. 

 

5) The Necessity to Establish a Task Force  

 

MCMC noted recommendations for establishing a task force to ensure 

a coordinated and effective transition to 100% IPv6 adoption in 

Malaysia. The task force is proposed to assess readiness, develop a 

practical timeline for migration and provide relevant 

recommendations to the MCMC. By involving stakeholders from the 

public and private sectors as well as end-users, the task force will 

ensure that diverse views are addressed. 

 

Certain sectors, such as banking, utilities, and emerging technologies 

like 5G, face unique challenges due to their reliance on legacy 

systems and the need for ecosystem-wide alignment. Addressing 

these challenges requires targeted readiness assessments and 

tailored approaches to minimise risks and disruptions while 

supporting their transition to IPv6. 

 

Remarks:  

MCMC recognised that while concerns about the migration process 
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persist, a collaborative and coordinated approach is essential to 

ensure a smooth and successful transition to IPv6. As highlighted in 

the PC, MCMC also noted that collaboration and coordination across 

all sectors is key in ensuring a smooth transition to 100% IPv6, 

requiring efforts from all to address practical challenges effectively 

while minimising disruptions by identifying sector-specific needs.  

 

Noting this, establishing a platform for various sectors to engage in 

discussions on the matter may be considered to ensure all 

stakeholders across sectors can contribute to recommending to 

MCMC a practical roadmap for 100% adoption of and migration to 

IPv6 supporting a seamless and effective transition for all sectors. 
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SECTION 6: WAY FORWARD 
 

MCMC would like to express its appreciation for all feedback submissions 

received during this PC. These inputs have been invaluable in shaping a 

practical and informed roadmap for Malaysia’s transition to 100% IPv6. 

Therefore, based on the above, there are two (2) key actions to be 

undertaken as follows:  

 

1) Revising the Timeline  

 

As illustrated in Chart 1 below, based on the forecast, Malaysia’s 

IPv6 adoption rate is projected to reach 100% by early 2029 (in 2028, 

the IPv6 adoption rate in Malaysia is expected to achieve 99%), while 

the global adoption rate, as per Asia Pacific Network Information 

Centre (APNIC) data, follows a more gradual trajectory, reaching 

100% closer to 2042. This discrepancy suggests that eventhough 

global factors may impact Malaysia’s transition pace, the proposed 

2028 target remains achievable. 

 

While some may see IPv6 adoption as non-urgent, fully migrating to 

IPv6 is essential for Malaysia to maximise 5G’s potential. IPv6 offers 

unlimited addresses, enabling large-scale Internet of Things (IoT), 

smart cities, and autonomous systems while overcoming IPv4’s 

limitations. IPv6 can improve network slicing, reduce delays and 

remove bottlenecks, ensuring smooth 5G services. Its built-in 

security features also enhance encryption and identity management, 

as well as simplify network operations and lower costs. By adopting 

100% IPv6, Malaysia can boost competitiveness, drive innovation 

and secure long-term Internet growth. 

 

However, MCMC acknowledges the concerns raised by respondents, 

particularly regarding the readiness of other sectors, which remains 

the most significant challenge. A lack of readiness could result in 

severe connectivity disruptions. Therefore, it is crucial to ensure all 

sectors are fully prepared and to conduct comprehensive testing 

before proceeding with the full adoption and complete migration to 

IPv6. Additionally, recognising that Internet dependency extends 

beyond national borders and operates on a global scale, given that 

global IPv6 adoption remains below 50%, the transition strategy 

must also consider this broader context. 
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In this regard, the revised timeframe to achieve 100% adoption of 

and complete migration to IPv6 is as follows:  

 

i. By 31 December 2028, each Network Service Provider 

shall: 

 

a. ensure that all its services are IPv6 capable;  

b. ensure all new customers shall be assigned with a unique 

public IPv6 address only; and  

c. ensure commencement of migration from IPv4 to IPv6 for 

existing customers.  

 

ii. By 31 December 2030, each Network Service Provider 

shall:  

 

a. ensure that all services are provided and operated in a single 

stack IPv6 network;  

b. ensure all customers shall be assigned with a unique public 

IPv6 address only – achieving 100% migration to IPv6;  

c. adopt IPv6 in full, eliminating any reliance on IPv4 in existing 

equipment, infrastructure, and related dependencies such as 

email, web and DNS servers; and  

d. foster and support 100% adoption of and complete 

migration to IPv6 in Malaysia.  

 

Apart from the global adoption, the other reasons to consider 2030 

as the new target for 100% IPv6 adoption instead of 2028 are as 

follows: 

 

i. Global IPv6 Adoption Lag 

The global adoption rate is progressing slowly, with many 

advocates for IPv6 adoption to happen naturally. Many 

international connections, service providers, and systems may 

still depend on IPv4 beyond 2028, making it harder for Malaysia 

to switch to IPv6 entirely without causing disruptions. 

 

ii. Readiness and Transition Complexity 

While Malaysia’s domestic network may be ready and prepared, 

external networks, enterprises, and users still require time to 
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transition fully. Gradual phasing-out of IPv4 in critical sectors 

ensures stability. 

 

iii. End-User Adoption 

Some of the feedback received raised concerns about low 

enterprise and end-user awareness. Extending the deadline to 

2030 allows for stronger capacity-building efforts, public 

awareness campaigns and technical training programs. 

 

iv. Mitigating Risks of Service Disruptions 

A slightly extended timeline will reduce the risk of service 

interruptions, ensuring a seamless migration without forcing 

premature IPv4 decommissioning and maintaining network 

reliability. 

 

Chart 1: Projected Achievement of 100% IPv6 Adoption 

 
             Source (data as of 2024): APNIC Labs 

 

2) Establishment of a Task Force  

 

A Task Force comprising relevant stakeholders from the public and 

private sectors, as well as end-users, will be established to assist 

MCMC in assessing readiness levels, identifying sector-specific 

concerns and challenges, and providing actionable recommendations 

to address those concerns and challenges in refining the 100% IPv6 

transition plan, taking into account the suggestions raised by the 

respondents of the PC. This collaborative approach aims to align 

technical standards, promote interoperability and mitigate potential 

disruptions. 

 

This Task Force will be participated in but not limited to the following:  
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i. Regulatory bodies and Government Agencies 

a. Bahagian Teknologi Komunikasi, Kementerian Komunikasi 

b. Relevant departments and/or divisions within MCMC  

c. Relevant Ministries or Government agencies 

 

ii. NSPs and Telecommunications Companies 

a. NSPs and Mobile Network Operators  

b. Key implementers of IPv6 infrastructure 

c. Regional service providers  

 

iii. Industry Associations and Professional Bodies 

a. Malaysian Technical Standards Forum Berhad (MTSFB) 

b. Malaysia Internet Exchange (MyIX)  

c. Malaysia Network Operators Group (MyNOG)  

 

iv. Enterprises and Business Leaders 

a. Large Enterprises (e.g. banking, finance, healthcare, 

manufacturing)  

b. Small and Medium Enterprises (SMEs) 

 

v. Academic and Research Institutions 

a. Local universities and research centres (e.g. Universiti Sains 

Malaysia, Universiti Malaya)  

b. Research and Development entities  

 

vi. Technology Vendors and Equipment Manufacturers 

a. Networking equipment providers  

b. Software and system integrators  

 

vii. Cybersecurity Experts 

a. National Cyber Security Agency (NACSA)  

b. Cybersecurity Malaysia (CSM)  

c. Independent security researchers/consultants  

 

This Task Force is expected to deliver a feasible recommendation to 

MCMC by the end of 2025 in devising a holistic, feasible and practical 

implementation plan to achieve 100% IPv6 adoption covering the 

following:  

 

i. assessing infrastructure readiness levels;  

ii. identifying sector-specific concerns and challenges;  
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iii. providing actionable recommendations in addressing concerns 

and challenges;  

iv. recommending approaches and efforts to achieve IPv6-only 

networks within the stipulated timeline;  

v. recommending awareness and capacity-building programs to 

ensure readiness across industries; and  

vi. addressing other relevant matters that support the 

achievement of 100% IPv6 adoption within the targeted 

timeline.  

 

As a member, MTSFB will also play a role as a key technical partner 

of this Task Force, supporting the development of Technical Codes to 

address key technical challenges. This is to ensure that the technical 

components of 100% IPv6 adoption will be addressed accordingly and 

standardised through robust and globally aligned IPv6 adoption 

frameworks.   

 

 

 

   April 2025 


