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The Company 

 Infineon provides semiconductor and system solutions, focusing 
on three central needs of our modern society: 
Energy Efficiency, Mobility and Security  

 Revenue in FY 2013: € 3.843 billion 

 26,725 employees worldwide (as of September 2013) 

 Strong technology portfolio with more than 18,650 patents and 
patent applications (as of September 2013) 

 More than 20 R&D locations 

 Germany's largest and Europe's second largest 
semiconductor company 

Infineon at a Glance 
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Infineon Holds Top Positions in All 
Target Markets 
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Proportional Revenue Infineon Group 
by Regions: FY 2013 and FY 2012  
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26,725 Employees Worldwide 
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Infineon Malacca 

Infineon Technologies in Malaysia 
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What is an Internal Compliance Program ? 

Page 10 2014-01-07 Copyright © Infineon Technologies AG 2014. All rights reserved. 



Affiliates 

Responsibility : 
Sponsor: member of board 
Guidelines authority:  
Nominated by board 

Board Decision 
Internal Control Program 

Self developed or 

Infineon Corporate ICP  

 Regulation, surveillance, controls of legal compliance 

 Organizational and supervisory responsibilities 

 Definition of competence and tasks 

Infineon Technologies AG 

Responsibility: 
Sponsor : CFO 
Guidelines authority:  
Export Control Officer 

Internal Control Program 

of IFAG 

The three 
legal entities 
of Infineon in 
Malaysia are 
adopting the 

Corporate 
ICP  

    The Internal Control Program for Export Control and Customs defines internal 
measures to ensure compliance with national and international regulations and 
sanctions programs. 
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Component of Corporate ICP 

   Defined ECC  
   Organization 

 A designated officer to oversee the implementation of the ICP with      
 clear responsibilities 

 Establish good working relationship between enterprise and export  
 licensing authorities; 

 Remain up-dated on the Government’s export control laws, Regulations   
 and Orders 

   Policy &  
   Procedure 

 Clear compliance policy and procedures  

 Incorporation of statutory provisions in the ICP, including US foreign  
 trade law 

 Enduse & End user screening and Product Classification 

 Early warning and screening of all enquiries and orders 

   Export Control  
   Awareness &    
   Training 

 Engagement of all employees  

 Continuous training provided within the organization 

    Audit &  
    Record 

 Frequent audit of procedures for compliance 

 Transparent reporting and decision-making responsibilities for exports 

 Proper documentations of all transactions of strategic items 
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 Infineon in Malaysia have adopted guidelines and Internal 
Control Program ICP set forth by Infineon Technologies AG 
(IFAG). 

 The management has undertaken to comply with the Malaysia 
and International export control regulations (including EU, 
German and US) and the Malaysia Customs regulations. 

 As the sanction of these regulations can result in substantial 
financial damage and impact our company’s reputation and 
standing in the international market, any personnel violating the 
regulation will be subjected to disciplinary actions. 

 In order to control implementation of these regulations, each 
company needs to check the performance regularly and 
accurately by means of spot checks, self assessment and Audits. 

 When necessary a circular letter with all relevant information 
regarding Export Control will be sent out via e-mail to all our 
employees as well as it will be published on our intranet page 

Management Commitment 
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Why do we follow Strict Compliance ?  
 

Excerpt from Infineon Business Conduct Guidelines :- 

 

A 1. Behavior which Abides by the Law 

 Every Infineon-Employee shall obey the laws and regulations of the legal 

systems within which they are acting 

 Violating the law must be avoided under all circumstances 

 Regardless of the sanctions foreseen by the law, any Infineon-Employee 

guilty of a violation will be liable to disciplinary consequences because of 

the violation of his/her employment duties 

A 4. Management, Responsibility, and Supervision 

 It will be the responsibility of every manager that there is no violation of 

laws within his/her area of responsibility which proper supervision could 

have prevented or rendered more difficult 

 The manager still remains responsible, if he/she delegates particular tasks 
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Export Control & Custom Organization 
Structure 

Export Agent 

Vice President & CFO  

(Infineon Kulim Board member) 

Export Control Officer (ECO) 

Maintenance  

Dept 

Information 
Technologies 

Human Resource 
Dept 

Shipping & 
Warehouse 

Custom Officer (CO) 

Purchasing  

Dept 

Security  

Dept 

  

Facility 
Management Dept 

Technologies  

Dept 
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Ensure that export control and customs is covered in all relevant 
business processes and IT systems.  

 Work instructions for export control and customs.  

 Train and inform staff in ECC issues.  

 Perform spot checks and audits   

 Act as contact partner for authorities and external audits.  

 Coordinate export control issues in the company. 

 Assist in the classification of products and technologies  

 Assist in end-use controls and warning list checks.  

 Process & apply export licenses  

Responsibilities Of ECC Team  
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Classification, End Use and & End User Control 
Know your products 

~7,600 

Page 21 2014-01-07 Copyright © Infineon Technologies AG 2014. All rights reserved. 



How Do I know, whether a Product or Item is 
controlled or not? 

Infineon Product - Standard Shipment  

 Every product will be categorized during the development process  

 Information is available in Corporate ERP system. 

 

 

 

 

 

 

 

 For external material and equipment: Contact the supplier via PUR 
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How Do I know, whether a Product or Item  
is controlled or not? 

Non Infineon Product – Non Standard Shipment 

 

1st step : 

 Contact OEM via Purchaser/requestor (preferable purchaser) to obtain 
correct ALNR/ECCN/MYCLASS/SICLASS classification.  

If not available 

2nd Step :  

 Get confirmation from service/repair vendor who had technical 
competence and EC team to counter check. 

If also not available 

3rd Step (not preferred)   

 EC together with requestor to perform specification check 

 Requestor attach evidence of above check in nostas.  

 Submit ALNR/ECCN/MYCLASS/SICLASS listing to EC for update if available.  

 

EC will apply the permit accordingly before shipment out. 
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IFX Sanctioned Parties Screening  

 Where is Sanctioned Parties Screening necessary ? 

 everywhere, where contacts with (external) partners occur! 

 

 

 

 

 

 When is Sanctioned Parties Screening necessary? 

Finance 
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Sanctioned Parties List - Results  

Sanctioned Parties Screening 
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Classification, end use and End User Interface 

End-User and End-Usage: 
Red flag indicator result 

Export control 
classification for 
relevant regions 

Proof for classification: 
e.g. supplier documents 
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System Setting & Control 

 

Export Control Classifications = N will lead 
to shipment block in TrAco system  
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System Setting & Control 

 

After permit assignment, 
delivery note can be 
created 

Permit information 
will be available in 
SAP… 
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…permit number and 
ECCN  will be 
printed on delivery 
note 

 
Deliver note will be 

marked as 
“Strategic Goods” 
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Training and Awareness Program 

 Periodical Export control & custom training plan 

 Create awareness among employees 

Page 32 2014-01-07 Copyright © Infineon Technologies AG 2014. All rights reserved. 



Table of contents 

 Infineon Overview   

 Infineon Corporate ICP 

 Management Commitment 

 Classification, End Use and End User Control 

 Export Control Awareness & Training Programs 

 System Set up & Control 

 Role & Responsibility of Export Control Officer (ECO) 

 Internal Audit, Spot Check & Record Keeping 

 Key Take Away 



In
te

rn
a

l A
u

d
it
 &

 S
p

o
t 
C

h
e

c
k
 

- Periodically by  
Regional EC 

 

- Audits / System-checks: 
program, planning, 
performance, audit 
reviews, reporting. 

 

- On going Spot Check 
on Department and 
business processes (eg. 
Export control clause in 
contracts with external 
parties) 
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- Corporate rules 
required minimum of 
10 years 

 

- Includes digital and 
hard copy information 

 

- Maintained on 
servers or kept off-site 

Internal Audit & Record Keeping 
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Key Take Away 

Management Commitment is key to a 
successful  ICP .  

Compliance is whole organization 
responsibilities 

Process owner need to integrate Export 
Control Requirements in corporate rules 
and procedure. 
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