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A.  INTENT 

1. The intent of these guidelines are to: 

i. provide guidance to spectrum and apparatus assignment holders 
in respect of the submission of spectrum interference complaint(s) 

and scanning request(s) to the Malaysian Communications and 

Multimedia Commission (“Commission”);  

ii. provide reference of typical signal patterns to help differentiate 

interfering signal(s) during scanning; 

iii. to ensure efficient use of spectrum monitoring resources while 

protecting assignment holders; 

iv. ensure optimum access to the Commission’s spectrum monitoring 

resources; and   

v. safeguard the radio-navigation and safety services.

 

B.  INTRODUCTION 

2. There are three (3) types of assignments under the Communications and 

Multimedia Act 1998 (“CMA 1998”) are as follows: 

i. spectrum assignment; 

ii. apparatus assignment; and 

iii. class assignment. 

3. Regulation 34 of the Communications and Multimedia (Spectrum) 

Regulations 2000 (“Spectrum Regulations”) provides that the 
Commission shall not be responsible for any minor, major or harmful 

interference caused by any part of the spectrum assigned by it. 
Nevertheless, in the event of spectrum interference, the spectrum or 

apparatus assignment holder (“Assignment Holder”) may submit radio 
frequency interference (“RFI”) complaint(s) to the Commission pursuant 

to section 69 of the CMA 1998.  

4. Devices under class assignment shall not be afforded protection from any 

interference. Therefore, class assignment users shall take all necessary 

actions to eliminate any interference including, but not limited to, 

engagement with the relevant device manufacturers or service providers. 

5. There are two (2) categories of RFI submissions to the Commission as 

follow: 

i. RFI Complaint (as defined in Table 1 below); and 

ii. RFI Scanning Request (as defined in Table 1 below). 
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6. These guidelines provide the required information on how to lodge a RFI 

Complaint or RFI Scanning Request.  

7. For the purpose of these guidelines, the following terms in Table 1 shall 

be defined as follow: 

No Terms Definition 

1.  RFI Complaint A complaint against a suspected 
interfering premise or tower for causing 

spectrum interference to the frequency 

assigned to an Assignment Holder 

2.  RFI Scanning Request A request for the Commission’s technical 
assistance to conduct scanning activity in 

order to locate suspected interfering 
premise or tower for causing spectrum 

interference to the frequency assigned to 

an Assignment Holder 

3.  Concurrent RFI 

Scanning Requests 

Two (2) or more RFI Scanning Requests 

being processed by the Commission at 

any one time 

4.  Federal Government  The Government at the Federal level 

5.  Government Entities a) the Federal Government or any State 

Government; and  

b) any ministry, department, office, 
agency, committee, board, council or 

other body, corporate or incorporate, 
of the Federal Government, or of any 

State Government or any local 

authority or statutory body. 

6.  Area of Interference Geographical area that is impacted by  

RFI 

7.  Receive Frequency Assigned received frequency that is 

experiencing RFI 

8.  Modulation Type of modulation used by the interfered 

communication system 

9.  RFI Impacts Effects of the RFI occurrence to the 
affected communication system and its 

application 

10.  RFI Occurrence Trend Pattern of the RFI occurrence whether it 
is constant or periodic or intermittent. 
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No Terms Definition 

Statistical graph for all interfered sites 

starting from first interference occurrence 

is needed 

11.  Site Name & Location Unique site identification used by the 

Assignment Holder to distinguish with 
other sites and its geographical 

coordinates expressed in latitude and 

longitude 

12.  Apparatus Assignment 

Number 

Number provided in apparatus 

assignment certificate 

13.  Adjacent Interfered 

Sites 

Any adjacent sites that are experiencing 

similar RFI with the main interfered site 

based on its occurrence trend 

14.  Structure Type Type of communication site structure that 

is experiencing RFI 

15.  AZ (⁰) 360⁰ rotation angle of the antenna with 

0⁰  reference pointing towards north 

16.  EL (⁰) Elevation of the antenna above sea level 

17.  E-Tilting Result Up-down electrical tilting angle of the 

antenna towards or against horizontal 

plane 

18.  Antenna check/ Voltage 
Standing Wave Ratio 

(VSWR) Test 

Physical checking on the interfered 

antenna and its surrounding(s) 

19.  Jumper Cable and 

Connectors Test 

Functionality test on jumper cable and 

connectors of the interfered site 

20.  Passive Intermodulation 

(PIM)  Test 

PIM Test at the interfered site 

21.  Remote Radio Unit 

(RRU) Test 

RRU hardware functionality test on the 

interfered site 

22.  Operator-to-operator 

Coordination 

A process of communicating, exchanging 

information and conducting tests between 
two (2) or more Assignment Holders in 

order to facilitate interference mitigation 

Table 1: Terms and its definition used in these guidelines 
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8. RFI is categorized into three (3) types of interference and priority of 

investigation will be given based on the following order: 

i. Harmful interference; 

ii. Major interference; and 

iii. Minor interference. 

9. Generally, RFI Complaint(s) will be investigated by the Commission on 

first-come-first-served basis. In the event there is a new interference that 
is causing harmful interference, the Commission shall have absolute 

discretion to suspend any investigation or any on-going RFI Complaints 

or response to any RFI Scanning Requests accordingly. 

 

C.  PROCEDURES FOR SUBMISSION OF RFI COMPLAINT  

10. Spectrum interference affects quality of service (“QoS”) directly. All 
assignment holders shall be responsible for any interference experienced 

by their own network especially when dealing with customers’ QoS 

complaints. 

11. All Assignment Holders shall ensure that the technical parameters of their 

interfered system are operating according to its spectrum or apparatus 
assignment and applicable Standard Radio System Plan (“SRSP”), before 

deciding to submit a RFI Complaint. This includes the center frequency 

and bandwidth, transmit power and other technical requirements. 

12. All Assignment Holders are required to undertake the following three (3) 
steps as shown in Figure 1 below, in order to complete the RFI Complaint 

submission to the Commission: 

 

Figure 1: Process Flow for RFI Complaint Submission 

Conduct RFI scanning to identify suspected interfering tower or premise

Submit RFI Complaint via MCMC Aduan Portal under Spectrum 
Interference Subcategory

Email Aduan Identification Number (Aduan ID) together with completed 
RFI Complaint Form to spectrum.monitoring@mcmc.gov.my

https://aduan.skmm.gov.my/
mailto:spectrum.monitoring@mcmc.gov.my
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Step 1: Conduct RFI Scanning 

 

Step 1(a): Preliminary Assessment 

 

13. Prior to conducting RFI scanning, the Assignment Holders shall be 
required to conduct preliminary assessment on any possible blocking 

interference. 

14. All radio communication systems are subjected to blocking interference 

when installation of receive and transmit antennas are too close with each 
other and not coordinated. Therefore, Assignment Holders shall first 

conduct physical assessment near interfered antennas to identify any new 
antenna installation to eliminate the possibility of having any blocking 

interference. 

15. Then, proceed to carry out Operator-to-operator Coordination by 

conducting a switch-off test to confirm the blocking interference if a new 

antenna is found. The parties shall witness the switch-off test using a 

spectrum analyzer to ensure a proper switch-off is conducted.  

16. For blocking interference coordination involving 850 MHz and 900 MHz 
frequency bands, Assignment Holders may refer to Appendix 1 of these 

guidelines. 

17. In order to facilitate a successful Operator-to-operator Coordination, all 

Assignment Holders are encouraged to ensure the following: 

i. all antennas are labelled properly with the details of the 

Assignment Holder and its operating frequency; 

ii. photo(s) of the surrounding antennas should be recorded and 

documented in the site commissioning report; 

iii. date of station registration (list of sites) for spectrum assignment 

and commencement date of the first apparatus assignment issued 
should also be recorded and documented in the site 

commissioning report; and 

iv. received power level from the new antenna prior to the switch-off 

test is recorded as reference, prior to the switch-off test. 

18. Based on first-come-first-served basis, the Assignment Holder of the new 
antenna should take all necessary blocking interference mitigation 

measures such as increase its separation distance, avoid direct facing, or 
in the worst case scenario, relocate the site, to resolve or mitigate the 

interference to an acceptable level. 
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19. In the event of blocking interference during site commissioning, the 
Assignment Holder shall only commission the site after completing the 

interference mitigation by increasing the separation distance, avoiding 
antennas facing directly, receive filter installation or a combination of 

multiple mitigation techniques. 

20. If the blocking interference remains unresolved through the Operator-to-

operator Coordination, the Assignment Holder may proceed to Step 2 
below, to submit a complaint against the Assignment Holder of the new 

antenna. 

 

Step 1(b): RFI Ground Scanning 

 

21. Upon the completion of the preliminary assessment on possible blocking 
interference, the Assignment Holder shall proceed to conduct RFI 

scanning within the interfered coverage area by comparing with typical 

uplink and downlink signal patterns as stated in Appendix 2 of these 
guidelines until the Assignment Holder has successfully identified the 

suspected interfering premises or tower. 

 

 

Step 2: Submit RFI Complaint 

 

22. Upon conducting RFI scanning and having identified the suspected 

interfering premises or tower, the Assignment Holder is required to 
submit a RFI Complaint to the Commission via MCMC Aduan System 

under the Spectrum Interference subcategory.  

23. In order to lodge a new RFI Complaint and generate Aduan ID, the 

Assignment Holder is required to access the MCMC Aduan System at 
https://aduan.skmm.gov.my/. Please refer to Appendix 3 of these 

guidelines for more details to lodge a new RFI Complaint using the MCMC 

Aduan System. 

 

 

 

 

 

 

https://aduan.skmm.gov.my/
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Step 3: Email Aduan ID along with Completed RFI Complaint Form 

 

24. Once the Aduan ID is received, the Assignment Holder shall email the 
completed RFI Complaint form together with the Aduan ID to the 

Commission via spectrum.monitoring@mcmc.gov.my. An example of the 
RFI Complaint Form is shown in Appendix 4 of these guidelines and can 

be downloaded from the following link: 

https://www.mcmc.gov.my/skmmgovmy/media/General/eForm/RFI-

F01-RFI-complaint-form-V2.docx 

25. The Commission will contact the Assignment Holder for further 

information before conducting the investigation. Any updates in relation 

to the investigation will be notified to the Assignment Holder accordingly. 

 
 

D.  PROCEDURE FOR SUBMISSION OF RFI SCANNING REQUEST  

 

26. Not all Assignment Holders are entitled to submit RFI Scanning Request. 

Only Government Entities are allowed to seek for technical support from 
the Commission to conduct RFI scanning by submitting a completed RFI 

Scanning Request Form to spectrum.monitoring@mcmc.gov.my. An 
example of a RFI Scanning Request Form is shown in Appendix 5 of 

these guidelines and can be downloaded from the following link: 

https://www.mcmc.gov.my/skmmgovmy/media/General/eForm/RFI-

F02-RFI-scanning-request-form-V3.docx 

27. However, higher priority will be given to investigate RFI Complaints over 

conducting RFI scanning. A high volume of Concurrent RFI Scanning 
Requests may also cause delay to QoS improvement as the nature of RFI 

scanning work takes time to be completed. For a more expeditious 
resolution, Government Entities are encouraged to engage a third party 

rather than waiting in queue. 

 

E.  REVISION 

28. These guidelines may be modified, varied or amended from time to time 

as the Commission deems fit.  

mailto:spectrum.monitoring@mcmc.gov.my
https://www.mcmc.gov.my/skmmgovmy/media/General/eForm/RFI-F01-RFI-complaint-form-V2.docx
https://www.mcmc.gov.my/skmmgovmy/media/General/eForm/RFI-F01-RFI-complaint-form-V2.docx
mailto:spectrum.monitoring@mcmc.gov.my
https://www.mcmc.gov.my/skmmgovmy/media/General/eForm/RFI-F02-RFI-scanning-request-form-V3.docx
https://www.mcmc.gov.my/skmmgovmy/media/General/eForm/RFI-F02-RFI-scanning-request-form-V3.docx
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APPENDIX 1 – BLOCKING INTERFERENCE COORDINATION 

INVOLVING 850 MHZ AND 900 MHZ FREQUENCY BANDS 

 
1. Blocking interference cases between systems in 850 MHz and 900 MHz 

frequency bands have increased significantly, from one (1) case in 
2018 to twenty six (26) cases in 2019. This is mainly due to the non-

coordination between the systems used in the 850 MHz and 900 MHz 
frequency bands. Therefore, spectrum Assignment Holders in the 900 

MHz frequency band should undertake Operator-to-operator 
Coordination before submitting any RFI Scanning Request to the 

Commission. 

2. The 3rd Generation Partnership Project (“3GPP”) has established 

standards for Global System for Mobile Communications (“GSM”), 
Wideband Code Division Multiple Access (“WCDMA”) and Long-Term 

Evolution (“LTE”) which sets the level of blocking limit to facilitate 

antenna installation that is in close proximity when sharing the same 

rooftop area or tower.  

3. Most of the systems operating in the 900 MHz frequency band are 
capable to conduct frequency scanning using its RRU. A typical RRU 

scanning result for the WCDMA in 900 MHz frequency band  is due to 
the blocking interference from the system operating in the 850 MHz 

frequency band, which will show signal level above -40 dBm at 874 
MHz frequency band. The -40 dBm is the blocking limit level set by 

3GPP as shown in Table 2 below. (Source extracted from Table 7.4 of 

3GPP TS 25.104 V16.0.0 document) 

 

Operating 
Band 

Center Frequency of 
Interfering Signal 

Interfering Signal 
mean power 

VIII 880 - 915 MHz -40 dBm 

860 - 880 MHz 

915 - 925 MHz 

-40 dBm 

1 MHz -860 MHz 
925 MHz - 12750 MHz 

-15 dBm 

Table 2: Level of blocking limit set by 3GPP to facilitate antenna 

installation in close proximity 

4. An example of RRU scanning result on blocking interference received 

by the WCDMA 900 MHz system is shown in Figure 2 below. 
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Figure 2: Example of RRU scanning result by 900 MHz system 

5. An Assignment Holder (“Complainant”) may lodge a RFI Complaint 
against the Assignment Holder of the new antenna (“Respondent”) 

for causing the blocking interference after coordination between the 

parties is unsuccessful. 

6. Prior to lodging the complaint, the Complainant should ensure that it 

has higher priority than the Respondent, in order to obtain a favorable 
resolution. Interference resolution priority is determined based on the 

Interference Resolution Process set out in the SRSP. 

7. The Complainant may refer to the Commission (through the Radio 

Spectrum Assignment –Mobile Services Department) to determine the 
priority level for the interference case including information on the date 

of station registration (list of sites) for spectrum assignment and the 

commencement date of the first apparatus assignment issued. 
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APPENDIX 2 – TYPICAL SIGNAL PATTERNS 

 

1. The spectrum plot below shows the pattern of GSM downlink signal: 
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2. The spectrum plot below shows the pattern of GSM uplink signal: 

 

 
 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 



15 

 

3. The spectrum plot below shows the pattern of WCDMA downlink signal: 
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4. The spectrum plot below shows the pattern of the WCDMA uplink 

signal: 
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5. The spectrum plot below shows pattern of the LTE downlink signal: 
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6. The spectrum plot below shows the pattern of the LTE uplink signal: 
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7. The spectrum plot below shows the pattern of the FM broadcast radio 

signal: 

 

 

 

8. The spectrum plot below shows the pattern of the DVB-T2 signal: 
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9. The spectrum plot below shows the pattern of the AM radio signal: 

 

 

 

 

10. The spectrum plot below shows the pattern of the analogue FM walkie-

talkie signal: 
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11. The spectrum plot below shows the pattern of the digital walkie-talkie 

signal: 
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APPENDIX 3 – STEP-BY-STEP GUIDE TO LODGE A NEW RFI 

COMPLAINT USING MCMC ADUAN SYSTEM 

 
 

Step 1: To lodge a new RFI Complaint, please access MCMC Aduan System 
at https://aduan.skmm.gov.my/ and click on ‘New Complaint’ 

(refer to Figure 3 below) 

 
Figure 3: MCMC Aduan System Homepage 

 

Step 2: Please complete all the mandatory fields as shown in Figure 4 

below: 

 

Figure 4: Lodge New Complaint Section 

https://aduan.skmm.gov.my/
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Step 3: Please fill in all the required complainant information (refer to 

Figure 5 below). 

 

Figure 5: Complainant Information Section 
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Step 3: Please provide all the required information including problem 

description and its location (refer to Figure 6 below). 

 

Figure 6: Complaint Information Section 
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Step 4: Please upload a completed RFI Complaint form in the attachment 
section (refer to Figure 7 below). The example of RFI Complaint 

Form is shown in Appendix 4 of these guidelines and can be 

downloaded from the following link: 

 https://www.mcmc.gov.my/skmmgovmy/media/General/eForm/

RFI-F01-RFI-complaint-form-V2.docx 

 

Figure 7: Attachment Section 

 

Step 5: Please fill in the input symbols according to generated captcha 

image, tick to acknowledge all the information provided are 
correct and click on the ‘Submit’ button. Aduan ID will be 

automatically generated upon receipt by the MCMC Aduan System 

(refer Figure 8 below) 

 

Figure 8: Submission Section 

https://www.mcmc.gov.my/skmmgovmy/media/General/eForm/RFI-F01-RFI-complaint-form-V2.docx
https://www.mcmc.gov.my/skmmgovmy/media/General/eForm/RFI-F01-RFI-complaint-form-V2.docx
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APPENDIX 4 – EXAMPLE OF RFI COMPLAINT FORM 

 



27 

 

 

 



28 

 

 

 



29 

 

 

 



30 

 

APPENDIX 5 – EXAMPLE OF RFI SCANNING REQUEST FORM 
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