TENDER FOR THE SUPPLY, DELIVERY, TESTING, COMMISSIONING, TRAINING AND
SUPPORT SERVICES FOR MCMC’'S VULNERABILITY ASSESSMENT AND PENETRATION

TESTING TOOLS (VAPT)
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Regarding the training section, do they want to learn all
software mentioned in the first row in 10 days? What topics
they need to cover in the training session?

Hands-on training of all software, basic knowledge on
how to use them. 10 days meaning it can be divided into

2 weeks.

What do they mean by installing 2 units of Burp Suite on
Ubuntu? 2 units on the same o0s?

i. Two (2) copies of burp suites to be installed on two (2)
virtual machines running Ubuntu.Those virtual machines
running in 2 windows laptop, one each.

ii. Another two copies to be installed in 2 Apple laptops,

one each.

Do they want to implement a separate network for their
penetration testing? Or will it be located in the existing
network? In that case do they want to protect their network
with a firewall?

Out of scope. All software are to be installed in respective
laptops (2 apple & 2 windows). No network configuration

needed.

If they want to get the certification in any of the mentioned
training they have to follow the standard content. Is it
possible for them to inform us that for which of the training
sessions they want to get the original certifications?

Certification training is ONLY for IBM Security AppScan
Standard for 2 pax. This is normally conducted in their
training facility (licensed training provider). Therefore it is
bound to its proprietary training syllabus.

What do they generally mean by quantity? Is it the number
of license which they want? Or is it the number of installation
of the software? For example for Nessus they need license for
1 user but the quantity is 4. What does it mean?

i. For Para 7 (and
of licenses. For

its subsidiaries), it means quantity
illustration: Nessus - 4 licenses

(therefore 4 copies of software)

ii. For Para 8 (and its subsidiaries), it means number

of installations.
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Para 7.2.2

The tender document stated that requirement is only for 1
unit of Immunity Canvass.

F.2.2 Immunity CANVAS

1, Software | Immunity CANVAS and shall be compatible | 1 Unit
with Mac 0S¥ 10.11 (54 bit) or latest, |

2. Version Immunity CANVAS 7.07 or latest.

3. ; License ' i. One (1) Single install Perpetual License

| | Bundled with 12 Manths Initial Software
| 5 Update and Upgrade Subscription
i | [SUS), tegether with DSquare’'s D2
| | ! Exploitation Pack;

ji. Additional 12 Months Renewal for
Software Update and Upgrade |
Subscription (SUS) for One (1) User |
License; 1

ii. Unrestricted (no target [P address
limitations); and

. Full source code.

However, we noticed that MCMC requested the installation for
2 units as screenshot below:-

7. Immunity Install Immunity CANVAS onto Apple 2 units
CANVAS Laptops (7.2.2).

For ybur informatidn, Imr.ﬁ.L.Jnity CANVAS is Iicen'éedmt;y single
install basis, two install is two license. The consequences of
license breach, is void the license.

For 1 unit of Immunity Canvas, you can install CANVAS
on multiple device/user with 1 license.




