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MCMC Advisory — Staying Safe During Work From Home
(WFH) Arrangements

CYBERJAYA, 17 April 2026 — The Malaysian Communications and Multimedia
Commission (MCMC) wishes to inform the public on safe digital practices
when working from home.

WFH arrangements may expose users to cybersecurity risks due to the use of
personal devices, unsecured home networks and remote access to
organisational systems. Users are encouraged to remain vigilant and adopt
safe practices to protect their devices and information.

Devices that are not properly secured may be exposed to the following
security risks:

e Unauthorised access through unsecured networks

e Phishing and social engineering attacks

e Malware infections from unsafe downloads

e Exposure or loss of personal or sensitive information

What Users Should Do
MCMC strongly advises users to adhere to the following guidelines:

Guidelines for Safe Use of Personal Devices During WFH

Do’s
e Keep devices updated with the latest software and security patches
e Use strong passwords and enable multi-factor authentication where
possible
e Connect only to secure and trusted Wi-Fi networks
e Lock devices when not in use
e Install applications only from trusted and official sources
e Report any suspicious activity or security issues
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Don’ts

Do not use public or unsecured Wi-Fi for work access without
protection

Do not click on suspicious links or open unknown email attachments
Do not download or install unauthorised applications

Do not share your device with others for work purposes

Do not disable security features such as antivirus or system updates

MCMC encourages all users to practise safe digital habits, keep their devices
updated and to rely only on information from official sources.
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