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We hate you

You’'re such a
child

We do not

want to be

friends with
you

Impacts of bullying
to children??




Internet and world
wide web have

aggravated BULLYING
into the CYBERspace

PROBLEMS

1. Cyberbullying

on the rise*

*Source:
IPSOS (2018)
UNICEF (2019)

Potential for
further harm

e.g. low self-
esteem, suicide,
rape, theft

2. No legal
definition of
cyberbullying

No definite
legal sanctions

Mechanism for
managing
cyberbullying

Punishment to
perpetrators

Remedies for
the victims




INTERNATIONAL
CONTEXT

GOVERNING

ADEQUACY MODALITIES
OF
MALAYSIAN

WAV




INTERVIEW ONLINE SURVEY
(19 EXPERTS) (120 PERSONS)




Finding 1: Inadequacy of Malaysian laws in
addressing cyberbullying

1.No

specific
law Cyberbullying
is not specifically

provided under the
Malaysian laws

/Penal Code, CMA 1998,
CCA 1997, CA 1997, etc.
(Inadequate recourse)

——-/// o

Limitations in its

= Uncertainty in application, not
implementation adequate to address
cyberbullying




GENERAL LEGAL PRINCIPLE ON FREEDOM OF SPEECH AND EXPRESSION

Statute,
Palicyf

Guidelines

Saction/
Provision

Elements

Punishment

strength

Federal
Constitution

Artide 10 -
Fresdom of
speedh,
aszembly and
s ociation

‘General rule - 10(1)(a} every dtizen
has the right to fresdom of spesch
and expression;

Exception- 10(2} Farliament may by
W Imposs— (2} on the nghts
conferred by paragraph (2) of Clause
{1, such restrictions as it desms
necessary ar expedient in the interest
aof the security of the Federation or
any part thereof, friendly relations
with other countries, public order o
morality and restrictions designed to
protect the prvileges of Pariiament or
aof any Legisiative Assembly or to
provide agaimst contemgt of court,
defamation, or Incitement to any
affence;

Apgplicanle on
o Malaysian
citizers

1y

CRIMINAL LAW

Statutef
Palicyf
Guidelines

Sacthon/

Provision

Elements

Punishment

Strength

nat limited to electronic, mechanical,
digital, aptical or magnetic means, or
manually crafted, or the combination
of any means—

{i) of a child engaged in sexually
explick conduct;

{i} of a person appearing to be a child
engaged in sexually explict conduct;

{ui} of realistic or graphic images of a
child engaged in sexually explicit
conduct; or

participates,
ENQAQES Or 5
rvolved, in amy
way, in the making,
production or the
directing of the
making

ar production of,
any child
pornegraphy
commits an offence
and shall, an
conwiction, be
punished with
moAzormert for 3

503 Crimenal | Threatens ancther with any injury to | Maxomum of teo Could cover
nitimidation his person, reputation or property, or | years imgriscnment | cyberbullying if | specifically
o the person or reputation of any one | or 2 fine or both theere is threat | apply to real-
n whom that person is interested, o person’s world or
with imbent ko cause alarm to that body, Cybesrspace
persan, or to cause that person to do reputation or Bullying. Also
any ack which he is not legally bound property SOMELimes,
fo do, o to omit ko do any act which cyberbullying
that person is legaily entitled to do, as does not
the means of avolding the exeoution contain elem
af such threat. of threat.
2 Penal Code 509- Word or | ‘Whoever, intending to insult the mprisonmient for a
gestuns modesty of any person, utters any term which may
ntended to word, makes any sound or gesture, or | extend to fve years
nsult the exhibits any object, intending that ar with fine or with
modesty of 8 | such ward or sound shall be heard, or | DOth.
persan that such gesture or abject shall be
seen by such person, or intruges upon
fthe privacy of such person, shall be
punished with imprisonment for a
term which may extend to five years
ar with fine or with bath.
3 Sexual 4- Child {a) “child pornography® means any 5- Any person who
Offences parnography representation in whale or in part, makess, produces,
against whether visual, audic or written or the | directs the making
Chilidren Act combinaton of visual, audio or ar
207 writtzn, by any means induding but production of, ar
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CYBER LAW

Statute,
Palicy/
Guidelines

Saction/
Provision

Elsmants

Punishment Strength

CIVIL LAW

Statute/
Paolicy/
Guidelines

Saction,

Provision

Elements

Punishment

Strength

Weakness

Employment 818 - Inguiry {1) Upon receipt of a complaint of Procedural Only applicable
At 1955 rita sedual harazsment, an employsr or mikhiad of for sexual
complaints of | any dass of employers shall inguire sexual harassment,
sexual rito the: complaint in & mannes narassment nat other type
harassment prescribed by the Minister. of cyberbullying
{the procedure}
2 Industrial 20- ‘Where 2 workman, irmespective of Procedure for
Relation Act Representatio | whether he is 2 member of a trade constructive
1567 mis on union of workmen or otherwise, dismissal
dismissals consigers that he has been dsmissed
witheut just cause or exouse by his
emplayer, he may make
representatians in wrting to the
Director General to be reinstated in
his former employment; the
represantations may be filed at the
affice of the Director General nearest
to the place of employment from
which the workman was dismissed.
3 | Ocoupationa 15 - Genera {1) It shall be the duty of every 15 A person who
Safety and duties of emplayer and every sef-employed contrawenes the
Health Act employers and | person o ensure, so far as s proviskans of
1594 self-employed | practicable, the safeby, health and secton 15 shall ke
persons to welfare at work of all his employess. | quilty of an offence
and shall, an
e corviction, be liable
emplayees. to a fine net
exceeding fifty

thousand ringgit or
to Imgriscnment for
@ berm mot
exozeding two
years or i both,

Dispersed laws within their
respective ambits of criminal,
cyber and civil laws, and not

adequately address

cyberbullying

1 | Commurnicatio | 233- Improper | {1) A person who— {3) A person who Sul (1) applies | Mot cpecifical
ns and use of commiits an offence | to 5 type menticn abo
HuRimedia nebwork {a) by means of any network facilkies | under this section | offences only cyberbullying
Act 1998 fachities or ar network service ar 2pplications shail, on corviction, | {ohsoene, the provision

nEtEork service knowingly— (1) makes, creates | og |jable to & fine ndecent, false,
sarvice or solidts; and (] initiates the naot exceading fifty MEeracng ar

transmission of, any comment, thousand ringgit or | oifensies).

request, suggestion ar ather to Imgriscament for

communscation which |s chscene, 2 term ot Sub (2] could

rdecent, false, menadng or offensive | sxcesding one year | COWEr

n character with inbent to annoy, or to both and shall | cyberbullying

abuse, threaten or harass another also be ksble to a

PEFEIN; ar further fine of one

thousand ringgit for

{0} Initiates & commaunication using every day during

any applications service, whether which the affence is

continuously, repeatedly ar othersise, | o oyeoed after

during which commuriication may or | corgiction.

may not ensue, with or without

disclosing his identity and with intenit

o annay, abuse, threaten or harass

any person at any namber or

wactronic sddress

2 | Copyright Act 36 A- {1] If a technological protection Crcumvention

1587 Qrcumvention | measune |s applied toa copy of 2 TPM L&
af work by or with the authorization of password
technaological the owner of the copyright in the
protection work, no person shall droumvent, ar
mEasLre cause ar uthorize any other persan
{TFM) iy orcurmvent, the technological

protection measure —

{a) that is used by the owner of the
copyright in conmection with the
emerdse of his rights under this Act;
and

{o) that restricts acts in respect of his
works which are not authorized by th-
owmer concermeed ar permitted B

3 | Copyright Act 368 -Rights {1] Mo person shall —

1587 management | {a) remove or alter 7
rifermation rights managems’

riformation wik

4 | Computer 4- {1} & person shall be guitty of an {3) A person guilty |
Crimes Act Unauthorized | offence unger this section if he of an offence under | access to ai,
1597 access with commits an offence referred to in this section shall on | material in the

ntent to section 3 with intent— conviction be liable | computer
commit or to a fine not

facihitate {a) to commit an effence Involving exceading one

commitssion of | fraud or dishenesty or which cuses | hyndred and féty

further rijury as defined in the Penal Coce thousand ringgit or

offence | At 574]; or to imariscnment for

]

-y NE GLANCLS,
fachities, prehiiticn
from using bosEks
faciities, caning not
exwrmeding three
strokes, suspension
from school up to
14 days or expel
fram the erbaenl

Only appiicable
for woman




04 dont criminalized but
rehabilitation programs 04 depends. not all should be

Interview participants

brought before law
—— agree that cyberbullying
3 /@ should be criminalized

<04 Criminality of cyberbullyi A
04 _Criminality of cyberbullying — of] 04 specific section under penal

\',414 not only crime, but law to
specify remedies tode
I<C>n5 need to be improved
’
I ODS follow other countries law 05 law are scattered and wide

<04 not a crime if involved
children 04 need clearly defined before
treated as crime

I->I]5naedameciﬁclaw

I- 04 Yes-Long term effect I-:-US no specific law

\* - /
I-. 04 libel and slander not criminal <05 Malaysian laws

on cyberbullying

S,

Agree that there is no 05 inadequate laws

I 05 current system not friendly

specific laws, existing
laws are dispersed

</05 need to have proper
guidelines I<>05 difficult to prove




Finding 2: Comparative study of

International
and regional laws
are generally not
binding

laws and policies in international context

' Specific laws in
Philippines,
Singapore,
Australia, UK, New
Zealand

Even if binding, it
does not provide
adequate recourse
for cyberbullying

Worthy to learn
their experiences to

suit to our local

circumstances




{1y LEGALLY BINDING INTERNATIONAL INSTRUMENTS

(I} NON-BINDING INTERNATIONAL INSTRUMENTS

Statute/FPolicy/ Guidelin Relevant Content Punishment Strangt - — " "
[Eegionali Related Provision: Secton 1: Vickation + -May provige |« Mo explicit Ho. Statute/Policy/ Relevant Content Punishment Strength T —
of Property-Artice 111740} the basis for relation to the Guidelines
1. |united Nations Convention|Related Provision: Article 15.1 Is binding. African Union Conventicn increasing canduct of
on the Rights of the Child Maln and Relevant | on the Establishment of 2 |Maln and Relevant Synopsis: crirminal cyberbulbying. 1. |united Nations Human |Main and Relevant Synopsis: = The online + 15 not hinding
[UNERC) in an ank Symapin Gy Legal Framework sanctions for the Rights Council’s privacy may
cyberbully (Conducive to = The Draft of Legal Framework cbliges / ;
- . cyberbullying if |« Does not Resolution on the = The Resolution provides & human substantiate the |« Does not
Status: Birding upon This Agresment requires the State a form of (Cybersecurity in Africa the Member States to specfy a range it |5 connecked soeciically “Promotion, Protection right-orented  justification  for  the intoleranice ta Expicity
miemibers to undertaie all sukzhble ¢ i d
Sigriatories violence B {2012} of aggravated crimes including fraud to the offenoe apely to online privs
|egisiatiee, administrative, social and . | and Enjoyment of Wine privacy. cyberbullying. miention about
, X miust be and ewtortion of money which are such as fraud |-worid
Malaysia‘s ecucational measures for ensuring acdressed Starus: Binding upan committed by the utiksation of e Human Rights on the cybertudlying.
Ratification f Accession: th rection fi T f 9 - ¥ | and extortion of cyberspace Internet” [18 July = It endorses that the rights pecale have e The rights af
t & protecticn from all forms of, range of Sigriatories Information and telscommunication maney buliying. offline should further be secured
ficcession [n 1595 among cther things, physical and N technclogies. comimitted In 2016, U.N. Doc b pecale which . Dees not
mantal wislencs, J Mal ‘s - online. snowld be delineate the
- limited to “m::"':u Accession: N cyberspace. = Nok bincing
approach. ication/ =
[«  Bassd on the United Nations A/HRC/RES/32/13] secured offine mieaning and
Committee on the Rights of the Child Frovide a1 It irwites the Stabes to provide effectie and enline may characteristics of
{responsible for implementation of basis for H — Status: Non-Binding remedies for human mights vialabions comarise of the effective
UNCRC), 2011, bullying and s States’ :":'::'::;Trlﬁ:'}'lﬁii"" L: Wickztion * ;:1::;1::"";& N :‘nl:lalir:r:li:the | through Internet, includirg right to be: remedies.
mianifestations induding developmt o IIT'I: - conduct of Malaysia’s Intimidation and harassment protected from
cyberbullying appaar as forms of and Maln and Relevant Synopsls: H'theqrbul nd bt Ratification fAccessiom bullying.
phiysical and psychological vialence. \ralement :'c:nm:l' :':' 25| cyberbullying. Hao
of approac = The Draft of Legal Framewerk  urges reguiatary . Dioes not = The violation of
« [t also caliges the States to ensure address thie MEmber States bo make Consuos affence i it ks soecticaky rights including
the proparticnality of the their cyberbuily including fraud, extortion of money relevant o aprily £ cyberspace
respanses to drcumstances and ard black mall that involve computer related to the real-worid ar Intimidatian ar
data & crimenal or reguiatory offence. acts such as cyberspace harassment
nature of the acts. The states are frawd, ectortion bulkying potentially
furthier reminded to awald punitive of m:;ne'p'. and i despruns the
measure against the child biack mail . Not binding. govEmmERt's
perpetrators. nvolying efectve
comauter data. remedies.
2. |Eeglonali Related Provisiom: Artcles 4, 5 Cyberspac
bulying ks Z. |united Nations General |Main and Relevant Synopsis: «  Effectiee = [spotertalto |« [5 not binding
Budapest Convention on  |Maln and Relevant Synopsis: potentiay (8. [Esmional Maln and Relevant Synopsis: =+ Could cover = Mo explicit Assembly's Resolution canchons and suppart the need
(Cybercrime and Its categarise . cyberspace reference to the onthe “Right to Privacy|s The HAescluton confirms that the|  remedies. for the law +  Doss not
Additional Protocol « This Convention calls upon the cybercrime [Council of European « The Resoltion  highlights ] bulying ¥ it s cyberbullying. in the Digital Age” protection of the right to privacy entails against the explicitly
miemiaer States, amaong other things, (Unlons Resolution on a desirability for the Ewropean Union recognised N
falling und - il the l2w against the arbitrary and Begal cyberspace mention about
[Status: Binding upan o wrack ffactivg crimdnpl low sl Conwential Congurted Wark: Etrsbegy and the Mo e 10 Lndenaks legaily as a type = Does not [Third Committee, 1 Interference with the privacy. bullying as a part|  cyberbullying
Sigriataries procedures bo curd interticnal Cybercrim [amd Practical Measures a joint working strategy and case of cybercrimes. addrecs the November 2013, U.N o oty o L
" [Against Cybercrime studi riented MEasUres to - i
, damaging, deletion, deterioration, o resl=vrorid o Doc. ASC3/68/LA5]) |« [t permits the suresllance of digital Lli=gal =  Doesnot
Malaysia's alteration or suppression of Cyberbully addrars speckically the probien, of cyberspace communications (n compatibility with terfe th|  delineate th
RatificationfAccessiont Mo | romauter data without right ang may sult 8 [Conclusion of the Councll | cybercrimes which comprise of the buliying tabum: Hoo-finding i . 1 Interference wi irezate the
tentionial serious hinderin = do 2003/CE2/05 on 27 traditional crimes committed via the speciicaly. ) tha Giwies’ respoerdlition \moer the the privacy. types and detalls
::u:rl'.lcnal ;nnenn: o 'hl:nlaerl offence da Nowember 2008). fu— B . internaticnal human righis law and the of law, effective
mo;m_"wm wrﬂ; et interfersn ::1'::'“: Accessd national law which is  publicly = Could justify the |  sanctions and
= Sysems oritical sys Status: Binging . catkon i accesshle  oerepiouous.  aocur 5
telecommunications facliities by andjar sys + The measures wheh et fo be = pevslopment ot | remedles.
using or influencing comauter data Interferent Malaysia’s Implemented for a short term should L \ the b that |
[This mary include the unsobcited critical sy incluge gewsloping  frameworks of
e-mall sent for any purposes that that trigge
Ratification/Accession: No|  Cuberpaimeds.at the national level.
causes to Its reciplent physical a0
[{spamming -As per the Explanatory psychologi = =
Rapr of o Comartion. niernational 1Iaws and treaties
[Eeglonal; Main and Relevant Synopsis:
[+ [t also stresses on the nesd for
Member States’ establishment of Directiwe 2002/58/EC of |« The Direchws obliges the Msmber o [
T P [ ST enerally have no binding effect
procedures bo cur cybercrimes. and of the Council of 12 particularly building the national law
July 2002 concerning the and regulations that seek to ssoure
processing of personal human rights and legal interests in °
[« It further chliges the State to enforce data and the protection of | electronic communicatans.
the effective, proportionate and [privacy in the electronic [}
dissuasve punishments upon the ‘communications sector = [Itfurther demands Member States to
convicted persons. [Directive on privacy and harmonisz  the said laws  and
[electronic regulations =0 far as it does mot 4 o
3. |Esabonal Main amd Relevant Synopsis May provic “ catians). impede  atvancement  of mew a re I n I n a re n o a e u a e [ ]
electronic communications serdices ’
Bai fror Stakus: Birding upan
The Commonwealth of |« This Agreement caliges the Member criminaalsi it and metworcs betwsen  Member for the hikd
Independent States to establish national legal cybertuity ¥ Stab. harmonisation . etrators: af
Stabes’ Agresment on Instruments to implement the it Inwohes Malaysia's of Lpsex: rplting m:_p: = ncrpl =
(Cooperation in Combatin Agreement's provisions and to cyberbullying anelress the 2ct builtying and
P '] | s Infringeme Ratification f Accession: Mo Ina certain Malaysia's manent supports for at the naticnial cyberbultying.
(Offences related to harmonitze national cybercrime laws. network-si Ratification fAccessiom(  pon victims and child perpetratons of lewel
(Computer Information of v region. ™ buiying : g - ’ s relevant &
2001. + [t addresses wiclstions of ] i ='hr:£.:h'ln:l
neswork-security causing Eyberbullying




[1) ASIAN COUNTRIES

Statube,Policyf

Country Guidelines Elements Punishment Strength Weakness
Singapore Protection from 5.3, 4 and &[tor puslic sereant Birvy Individual or = Could cover Must irvolve
Harassment Act | and pulilic worker) - Causing entiy that cybertbullying, If | elements of
narassment, alarm or distress ; contravenes the action - threat, abuse,
An individuad or entiy must not subsaction (1) caused nsult
oy &MY Means — : .
{b) make ary threatening, PFrllinpnes | ArR-BOlying At | 5.2 - SEVETE or repeated use by | DECiAlnany = Frowides for -t
abusive ar insuiking af 2013 ane ar more students of 3 administrative presention and k
communication, which is heand, warittan, verbal or slectronic actions, Including Interueriticn ]
seen or otherwise perceived by i exXpression, ar a phy;calta:t ar rehatilitation Rrograms, m‘:l s
- ‘esture, or any combination programs mechanismes for ]
any persan [referned to for the thereaf, directed at another cantrol ]
purpases of this section as the student that has the effect of n
wictim likely to be caused actually causing or placng the b
narassment, alarm or distress. tter in reascnable fear of fi
physical or emational harm or b
damiage ta his property; crestny
5.11 - Actian for statutory tort- a ms::ll: e1u|run1|?:n‘t_:t school ! g
the Cowrt may award damages for the other student; infringing I
o the wictimi In consequence of an the rights of the other fi
thee wrong committed by the stugient at school; or materally b
accused and substantially Ssrupting the ]
aducatian process ar the oroerty
5.12 - Protection oroer-Victim aperation of a schoal
may make an application to the
court for protection order
Aevised Fenal T.4(Ci(4) Libel/slander to BOSAR CAFRECERAL | +  Could apoly to [= &
Ciode and mpute/discredit a person, both n Its manimam and cyberbullying t
Cybercime offine/onkne medum penods or R
5.5 Fear, provocation or Prevention Act of | The unkswful or profibited acts | & fine ranging fram 1
faciitation of viclence. - An 2012 of bbel 25 defined in Artide 355 | 200 to 6,000
rdividual or entity must not by af the Revised Penal Code, as pesas, or both, In - b
any means publish any identity amended, committed through a addition to the civi 4
riformation of another persan | computar system ar any other action which may a
simiar means which may be be brought by the k
lcalled In this subsection the deyised in the future. " oﬂen:eg:\abrl!f. t
wickim) or a related person of the v
whckimi [Doacing) Civil Code an Wictims of civil or criminal «  Could be « B
Damages actions are entitled to claim far daimed under c
damages oivill action by a2
victims of k
cybertullying, t
nead to show r
damage to
reputation,
Isailation, etc.
v Ladour Code 5. 257-Just Causes for + Couldbeajust [= R
Compuater Misuse | 5.4 covers unauthorized access | Terminatian, Inclades powds couse for .
and wiith imtent to commit further i rumsuribulty cffine/onine - termination of [
Cyberseounity Act | offence ! may be a just cause for cyberbulbes r
1593 fermination t
| ]
]
c
b
Thallard Computer Crime | 5.16. Any person, who mparts Imprisonement far | «  This sectian CBL
Act B.E 2550 iz a publicly accessible comguter | not lenger than caters c
{2007} system, third party's picture theee years ora specifically the 2
anpears ekher createdyedited by | fine of not mone alarming k
Japan Act for the A.19 School establisher and the ehactronic means or otherwise in | than sy misuse of
:‘:;ﬁt'\::t? :ﬁgﬁ?u ';-'_ﬂ_:ILT_E:E'::E;:::_ 3 manner that i el to impair | thousand bant, or EEIting SKiE of T
- that third party's reputation/ bath. pictures which r
Prevent Bulying, | awareness-raising activities cause that thind party to be often are being
20113 targeting children, etc. enrolled solated) disgusted/embarrassed. used for
ri the school and their guarcians shander.
so that they can prevent bullying The Penal Code 5.357 - annoy/bully ancther shall be: punished « Couldapalybe [= T
via the internez and make :l:él'_[l‘l;ﬂull:md In | persan, causing shame/trounled | with imprisorment cybertuilying d
' 1 nat exceeding ane ]
effective responzes. (2] The month or fined not 5
exoeding one b
national and local governments thousand Bahe, or
should offer support bo relevant nath.
amgankeatioies Or_D-DdIE: that South Korea | Act on Frometion | AP0 - {1] A person whe commits | {1)shall be = Article 70 = B
monitar whether there are any of Information defamation of another persan by | punished by =necified that c
children, etc. imealved in bullying and disclnsing a fact ta the pusiic mprisorment, with ary Informatan 3
wia the internet, and ako Communications | through an information and ar without prison whether it is k
engdeawar to develop systems to MNetwork communications network Iahagr, for not mare the truth or L
umilization and purpasely to dsparage histher thain thiree years, faisely made, r
-Hlﬁ": o ':t““rxn“:mm Irformation 'E:ﬁﬂ[l:\vl; peraa nisf ar by fine nﬁa =il c:unr_-. asa
tullying via the et Protection {2] A persan who commits exoeading 20 defamatian if it

A.1%{3] In & case whers bullying
wWas commiitted via the internet
and when the victimized
children, etc. or their quardians
ntend to cemand the deletion of
niformation related to the
oullying or request the disclasure
aof the identification information
aof the sender

[ R e
Telecommunication
5 Service Providers
and the Right to

Demand Disdosurs
ol Tl v b b e

punishment.

defamation of another person by
disclasing a false fadt fo the
public thraugh an informatian
and communications network
purpossly to dsparage hisfher
reputation

Imgrisonment
based on the
degree of

SEriousness on
.

millian wan. (2)
shail be: punished
oy Imprisanmerit
with prisen Eek
for not mene than
seven years, by
suspensan of
qualification for not

S P —

I= destroying
the reputation
of a persan. Ini
short, when
damage is cone
and suffered,

¢h

(2] NON-ASIAN COUNTRIES

StatutePolicyf

Country Guidelines Elements Punishment Strength Weakness
fustralia Enhancing Oribne | 5.18 - Children may complain The: act spedfied = The ALt Gaers The ALT was
Safety Act 2015 | about a cyber-bullying conduct | that the vidims not just the made for anky
o gSafety commissioner (a body | need to reguest for victims and children and
designed to combat remowal of perpetrators, the
oyberbullying ameng children in material via the but also service punishments
dusstralia) 5448 - Posting of service provider prowiders which given are too
ribmate image is not allowed If within 48 hours, [f the act will taks light. The act is
maide without consent the material has acticn had the e,
nok bean taking earvice Pratection from | 5.1 (Engiand and Wales) {118 Perpetrator-1F = Implicetes the | Mo clear indicatan
down, vicims may prowiders do Harazsment Act | person must not pursue a course | convicted: offender and f it applles to
file & comgiaint ko nok cooparate 1597 of conduct— Imprisonment for 2 alsa provides | eyberbullying
b o - coan {alwhich ameunts to harassment | term not exceeding remedy for the
the with the of ancther, and 3lx menths, or 3 victim
Commissiener and comlaints. {biwhich he knows or ought ta [ fine not exceeding
they will ask the know amounts to harassment of | kewsl 5 onthe
the other. standard scale
i pravider ta {18)4 person must not pursse 3 | Addionally,
takee dosen the course of conduct — restraining order
material. The act {a)which involves harassment of | may be issued,
also asks the fwo ar more persons, and wialstion of arder,
b {bjwhich he knows or ought ta | an conwiction on
:Erﬂctrﬂtur tn now Involves harassment of ndictment, to
ﬂ:u'l:q se to the those parsons, and mprisonmant for a
wictim for its {clby which he ntencs o term not exceeding
actions and punish persuade any person (whether or | five years, or 2
with 500 paints of nat one of thase mentianed fine, or both, or
avil oenalty abnve}— an summary
- inct to do something that he is | conviction, o
Criminal Code 5.474.17 - Criminality for the use | The masimum = This spedic entried or required to do, or mErsonmant for a
Act of a phone or the internet to penalty & 3 years' section Is for o do something that he is nat | term not excesding
threaten, harass or serioushy mprisonment. cyberbullying under any chlkgation ta da. s marths, or &
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mumiliation ar ssgust. thus everyone narassment of that persan; or for {amang other
Lotn bl ] {miocours In droumstances things) any anxlety
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2007 - Indecent/gross
- threat
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ace for
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stand-alone legislation to dea
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an an application, make 1 or
more of the following orders
against a defendant:

{a) an order to take down or
disaile material:

Tt e el S b b b sk

with the issue of bullying, cyber
bullying and harassment

mprisonmant for a
term not exceeding
13 manthe artna

mriust fulfil a8 3
felements:

- threak ar abuse

- bemaviour likely
o cause fear or
alarm

-imtention, reckless
o cause fear or
alarm

Mot necessariy the
case for

oyberoullving




Interview participants agree
bullying laws in other
jurisdictions are effective,

07 Philippines
07 Singapore

07 Indonesi

07 India

M\_\_‘

07 Asian countries

and we should learn from
local conditions

I educate people
07 Int-UN Comments on
Freedom of Expression

08 Yes-consider technical
challenges

S
07 Thailand -\-\-‘,
08_Effectiveness of
International Laws
07 South Korea 08 Yes-Meed to

07_International Laws 08 Yes-deterrent effect
on Cyberbullying

07 Mon-Asian Countries

o7 Australin |+
09 _Suitability to implement
07 United States international laws into Malaysia

07 Int-Convention on Rights of
Children

- i 09 Yes-selective
07 South Africa I 09 Ye_s Leamn from their
experiences

\ I 08 Yes-depend on resources
07 United Kingdom
07 International instruments
‘\I 2; ;:t,;f,nmnﬁm Against 09 Yes-Suitable 7mnd accessibility

07 New Zealand




Finding 3: Gaps in current laws that
need to be developed or enhanced




Interview data

Survey data

I 10 intemal confiict of perpetrator ‘

I 10 entertainment ‘

I 10 showing dissatisfaction ‘

I 10 self-confirmation

10 invincible/powerful

10 misunderstanding
I 10 low self esteem |
10 malice intention

10 lack of control
10 reinforcement

10 gratification

10 in control

10 status

10 accidental bullying

10 mgatiue
~3
10 invinsible/unseen

N\

——

10 pushing values

_——

10personal gain " " 10 seif interest

—
10 resentment

0 depression

<l
S o A
Yy

10 revenge

\

<10 bored

ation

10 Internal factors

10 popularity

/ 10 family background
< /10 power 10 new lifestyles

03_Factors of
cyberbullying

10 Extemal factors 4——e 10 social pressure

10 new culture

10 easy access

I 10 wrong circle of friends ‘ \

to internet j

10 socially acceptable

10 less monitoring
from parent

Factors motivating ADULT bullies

Media influence

Family background

Peer influence

Lack of self-confidence

Pressure at work

0 20 40 60 80 100 120
M 1st choice ® 2nd choice 3rd choice 4th choice  m 5th choice
Factors motivating CHILD bullies
peer influence | ]
Family background _- _
Media influence _— -
Pressure at school _ _
Lack of self-confidence -- _
0 20 40 60 80 100 120
H 1st choice M 2nd choice 3rd choice 4th choice W 5th choice




Factors motivating ADULT victims of cyberbullying

Survey data

Lack of understanding

) 11 Low awareness

I 11 accidental bullying | I " 11 lower peer acceptance Prolong access of social media

-
No emotion support system

= 11 easy target _
11 talent
= 2 anorance itoring | I
<11 insecurity E:' Lack of spousal monitoring
11 Internal factors 11 give up

JOmtmi [o— * '
Family conflict
11 easy to trust people |

-
11 fear 11 feel dlﬂ‘erent

o

10 20 30 40 50 60 70 80 90 100

11 sharing of

I 11 low self esteem |
information M 1st choice M 2nd choice 3rd choice B 4th choice B 5th choice

11 being passive

I- 11 to avoid mnfronhitm |

Factors motivating CHILD victims of cyberbullying

11 _Factors motivating victims of
cyberbullying

. Lack of parental monitoring -
Interview data
prolong access of social media [ | N 1
11 being teachers’ pet | \

11 family background

I llph‘ﬁltalappearance .
0

11 secial ranking

20 40 60 80 100 120

B 1st choice M 2nd choice 3rd choice W 4th choice M 5th choice

I .11 chosen randomly | 11 absence of proper guidance

from parent




Interview data

12 academic problems |

™~

Lzalml'mlini-\

12 suicidal 12 isolation |

12 soecial
withwdrawal

12 awvoidamce of internet use |

e

iz

.______{_._-—-—-"
[

12 children creating problem |

12 worthlessmness |

17 boisterous |

12 Impacts of coyberbullying

N

12 undermine the reputation

N

12 hopeslessness

12 feslimg alone

12 ignorance

12 amger

-

| . 12 trauma

12 insecurity |

12 demotivated |

. 212 low seif estesm |

12 frustration |

12 rewenge |

Y

\
[

12 self-harm |

N

12 depression |

12 scared |

. 12 sadness | . 12 stress |
12 mendtal .

12 behawvioural issues |

health issues

Physical + -

T~

12 marmage life brokemn |

s

12 engaging in drags |

12 health problerm |

12 withdrawal from farmily |

12 change of behawiocur

Impacts of
cyberbullying
could be
physical and/or
psychological




Different psychological and physical
impacts on both cyberbullies and
cyberbullying victims

Survey data

Psychological impact on cyberbullies Psychological impact on cyberbully victims
100 120
87 109
90 98
80 100 88 87
66
70 =8 o 30
60
48 62 61
50 a1 60
40
30 40
20 20
10
0 0
Feeling of High self- Angry Low self- Depression Upset Depression Lost of self- Upset Fear Suicidal Self-inflicted
accomplishment confidence confidence confidence harm
Physical impact on cyberbullies Physical impact on cyberbully victims
120 120
100 96 90 100
78
30 80
56 60
60 >3 48
40
40
20
20
0
0 Affecting learning Unwillingness to  Sleep disorder Withdrawal from Lost of appetite Easy to get angry
Behavioural Involve in more Withdrawal from Withdrawal from Criminal Disciplinary performance attend school/ society
problem serious crimes society family punishment action workplace




Interview

data

13 penal sanction

I 13 eriminal sanctions ‘

I- 13 send to juvenile rehabilitation |

I 13 compensation to victims

I { +13 criminally prosecuted |

|| 1

13 school sanctions

¢ *13 community service ‘

<>13 restraining order

I 13 suspension from school

I 13 expulsion from school ‘

.-"“—"‘f"
I <13 social media timeoff ‘

13_Punishment for cyberbullies

I <>13 counselling for perpetrators ‘

13 exchange of notes

T

Py o
13 Rehabilitation
< »13 rehabilitation g——

program

I ' 13 anger management ‘

. I 13 mental evaluation ‘

I ' 13 build up self-esteem ‘

13 moral support \
© 13 educate 13 probatien

13 Penalise 4 — 13 imprisonment

r\.l

13 parenting control ‘

13 whipping
13 restorative justice K

13 bond to good
behaviour
113 deleting the
perpetrator sodial
media account

Different
punishment

for adult and
child
cyberbullies

90

80

70

60

5

o

4

o

3

o

2

o

1

o

Survey data

Punishment for adult cyberbully

Compensation to Disciplinary action  Counselling Rehabilitation
victim programs

Blocked access to Compensation to
Internet Government

120

100

80

6

o

4

o

2

o

Punishment for child cyberbully

Counselling Disciplinary Rehabilitation Blocked access to Social Compensation to
action program Internet work/Community victim
service




I .14 public apology I -14 psychological support I 14 rehabilitation programs

Counselling tops the proposed remedies
\ '\ / for victims of cyberbullying, followed by
I ::gf:,:‘m""m"pmhm 14 socalseniees 14 diversion and mediation apology and rehabilitation

14 therapy \ /I 14 court victim support
I 14 relief/remedy to parent

14 Rehabilitation
I 14 mediation

I 14 family suppurt

Remedy for victims of cyberbullying

90

I 14 personal growth Interview data

80

Survey data

14 counselling

14 _Remedy/Relief for 70
victims of cyberbullying

60
50
14 restraining order 40

14 Real remedy
I 14 injunction order 30

.14 medical intervention 20
10
214 compensation scheme to 14 expediated order
victims
Counselling Apology from  Rehabilitation Right to Compensation Close monitoring
the cyberbully program restoration by family

14 removal of abusive content
.14 monetary compensation
(from offender)

o




Finding 4: Other governing modalities
to manage cyberbullying in Malaysia

Prevention strategies Handling mechanism

e Establishment of internal e Easy and quick channel
policies in schools/ of reporting
organisations/institutions e Protection for victims,
against cyberbullying e.g. rehabilitation,

e Strengthening of family counselling,
institutions compensation scheme,

etc.



16 adequate enforcement

VA

16 Handling cyberbullying cases

T~

I 16 channel of reporting ‘

I 16 fi nlng parenis

16 victims support

Interview data

16_Governing modalities for
handling cyberbullying

16 national policy

I 21 standard of reporting

Governing modalities
divided into (1)
preventive measures,
and (2) handling of
cyberbullying cases

.21 formal education/policies

21 service providers' surveillence

16 school's education/policies

16 media's education

16 Impact evaluation of
Measures

I 16 establish cyber dhlﬂ\

16 Preventive measures

/

16 Strengthen roles for child
protection

16 suggest Akta Kepenggunaan
Siber (holistic)

I 16 collaborative monitoring ‘

I 16 more campaign/awareness

I 16 community involvement |

21 Handling cyberbullying cases

21 counselling activities/
programs

21 limit internet/media social
‘H_,_,df"' e

21_Governing modalities for
21 Preventive measures

cyberbullying

[ NS

21 religion

21 early education/awareness

21 collaborative monitoring

I .21 more campaign/awareness

I 21 self control

|

21 database of cyberbullies




Recommendation Creation of a specific law to address
anti-bullying (Proposed name: "Anti-Bullying Act")

1. Learn from

other jurisdictions .




Proposed key features of the “"Anti-Bullying Act”

8

DEFINITION




Proposed
elements
(reference to
definition of
bullying in
other
countries)

IMPACTS ON
VICTIMS?

SPECIFIC ACTIONS?




Proposed
application of
the Act

Adult and
child victims
of bullying

Stakeholders
for bullying

Adult of child
perpetrators
of bullying

Protected
class




Recommendation Establishment of working committee as
focal point for coordination

Cvberbullying prevention

e Anti-bullying policies

e Family roles

N £\

: . Public and Advocates and
Kindergartens, || Organisations . ) .
Family private Enforcement Counsellors, solicitors
schools and and Y . . . :
: " institutions agencies officers psychiatrists, (Malaysian Bar)
universities (ME workplaces . . : .
and MOHE) (MHR) (department) (including (PDRM, MOH) | | social workers & Judicial
NGO) officers (Courts)
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Contact me:
animunirah@uum.edu.my



