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PART A: GENERAL - ABOUT DIGITAL SIGNATURES 

 

1. What is a digital signature? 

 

 

 

 

 

 

 

 

 

 

 

▪ Digital signature equivalent of ink signatures, it allows you to sign a 

document electronically while validating the signer and proving the 

authenticity of the document and its source. 

 

▪ Created through a mathematical technique called an “asymmetric 

cryptography1 algorithm”. 

▪ It involves two algorithms, one that uses the user's private key for 

signing and another that uses the user's public key for verifying 

signatures. 

▪ The output of the signature process is called the "digital signature”.  

 

2. What can a digital signature do?  

 

With a digital signature, you can: 

 

 

 

 

 

 

Verify that the document is 
authentic and came from 

the intended source. 

Ensure the document has 
not been modified since it 

was signed. 

Confirm the signer’s identity 
by attaching a digital 

certificate to the signature. 

 

 
1 “asymmetric cryptosystem” means an algorithm or series of algorithms which provide a secure key pair (DSA 1997) 

This part provides an overview of the concept of a digital signature in Malaysia. 

“digital signature” means a transformation of a message using an asymmetric 

cryptosystem such that a person having the initial message and the signer’s 

public key can accurately determine: 

a) whether the transformation was created using the private key that 

corresponds to the signer’s public key; and 

b) whether the message has been altered since the transformation was 

made. 

Source: Digital Signature Act 1997  
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3. What is required to use a digital signature? 

 

To digitally sign a document, you must have a valid certificate. 

 

 

4. What is a certificate or a digital certificate? 

 

 

 

 

 

 

 

 

 

 

 

 

▪ A digital certificate is like an electronic ID card with information about 

a person and their public key. 

 

▪ Can only be issued by a licensed Certification Authority (“CA”) and 

have an expiration date, meaning they are only valid for a certain 

period. 

 

 

 

 

“valid certificate” means a certificate which:  

a) licensed certification authority has issued; 

b) has been accepted by the subscriber listed in it; 

c) has not been revoked or suspended; and 

d) has not expired: 

Provided that a transactional certificate is a valid certificate only in relation to 

the digital signature incorporated in it by reference. 

Source: Digital Signature Act 1997  

“certificate” means a computer-based record which:  

a) identifies the certification authority issuing it; 

b) names or identifies its subscriber; 

c) contains the subscriber’s public key; and 

d) is digitally signed by the certification authority issuing it. 

Source: Digital Signature Act 1997  
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5. What is in a certificate or a digital certificate? 

 

The digital certificate contains information about your identity, the licensed CA's 

information, and a digital signature from the licensed CA to ensure its authenticity. 

 

Example of a certificate 

 

 

 

6. What are private keys and public keys? 

 

 

 

 

 

 

 

 
 

 

 

“private key” means the key of a key pair used to create a digital signature 

“public key” means the key of a key pair used to verify a digital signature 

Source: Digital Signature Act 1997  

PRIVATE KEY 
 

CANNOT be shared 
and shall only be used 

by the signer to 
digitally signed 

documents. 

PUBLIC KEY 
 

OPENLY AVAILABLE 
and used by those that 

need to validate the 
signer’s digital 

signature. 
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7. How to use a digital signature? 

 

1. Apply for a digital certificate: Submit your information to a licensed CA to obtain 

a digital certificate. This typically involves filling out a form and providing identity 

verification documents.  

 

Note. For more details, refer to PART B: APPLYING FOR THE USE OF DIGITAL SIGNATURES. 

 

2. Receive certificate: Once approved, you'll receive your digital certificate file by 

following the CA's instructions. 

 

3. Prepare the document: Create or open the document you want to digitally sign 

using software that supports digital signatures (i.e., Adobe Acrobat) or provided by 

your selected licensed CA. 

 

4. Add digital signature: Look for the option to add a digital signature in your 

software. Follow the instructions and place the signature where needed in the 

document. 

 

5. Sign the document: Confirm your intention to digitally sign the document. Your 

software will use your digital certificate's private key to create a unique digital 

signature. 

 

6. Save and share: Save the digitally signed document with your signature 

embedded. Share the document with your intended recipient, and they can verify 

the signature's authenticity using your digital certificate's public key. 

 

8. How secure is a digital signature? 

 

Virtually 
impossible to 

forge 

▪ Digital signatures are validated or verified by the digital 
certificate.  

▪ A person cannot digitally sign a document without the signer’s 
private key. 

No modification 

▪ All documents will be turned into a hash function upon signing, 
making it impossible for the document to be tampered with.  

▪ Modification of the documents would invalidate the digital 
signature.  

Trusted third party 
▪ The digital signature is only valid with a digital certificate 

provided by a trusted third party, which is the licensed CA. 
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Trustworthy 
system 

▪ A licensed CA must satisfy the requirements of using a 
trustworthy system for the generation and management of key 
pairs and certificates in accordance with the DSA 1997 and the 
DSR 1998. 

Compliance 
monitoring 

▪ A licensed CA is required to comply with a set of requirements 
imposed and assessed yearly through an annual compliance 
audit conducted by a qualified auditor registered with MCMC.  

▪ The audit requirement must align with the DSA 1997 and the 
DSR 1998, as well as with the internationally adopted best 
practice standards for CAs worldwide, outlined in the guidelines 
issued by MCMC. 

 

9. How do electronic signatures differ from digital signatures? 

 

DIGITAL SIGNATURE 

 

ELECTRONIC SIGNATURE 

 

▪ With a digital certificate. 

▪ The identity of a signer is verified by a 
licensed CA. 

▪ No digital certificate 

▪ The identity of the signer is assumed by 
the use of an agreed platform, such as 
email or phone 

Similar to a handwritten signature, it's an 
electronic document signature generated via 
public-key cryptography. The verification 
uses a public key from a valid certificate 
issued by a licensed CA. 

It can be in any form, e.g. any letter, 
character, number, sound, or any other 
symbol or combination of symbols. Adopted 
by a person as their electronic signature. 

They are used for secure electronic 
transactions where authentication, integrity 
and non-repudiation are critical. 

They are used for general electronic 
agreements and transactions where high 
levels of security are not required. 

 

10. What is the legal effect of a digital signature and an electronic signature? 

 

DIGITAL SIGNATURE 

 

ELECTRONIC SIGNATURE 

 

▪ A document with a digital signature is 
legally binding. 

Proposals and contracts signed electronically 
are legally binding if Section 9 of the ECA 
2006 is fulfilled. 



 

 
   

           Page 8 
Document No : LMD/NEAM/DSA/FAQ-Q01 
Revision : Third Version 
Date : 15 July 2026 

© MCMC 2026. All rights reserved 

 

DIGITAL SIGNATURE 

 

ELECTRONIC SIGNATURE 

 

▪ The legal effect is equivalent to a 
handwritten signature, an affixed 
thumbprint or other marks. 

Reference: Subsection 62(2) of the DSA 1997. 

Ensures enhanced security and tamper-
proofing. 

Digital signatures are required for affixing 
seals on electronic documents. 

Reference: Subsection 10(1) of the ECA 2006. 

 

11. What are the security contrasts between electronic and digital signatures? 

 

 
DIGITAL SIGNATURE ELECTRONIC SIGNATURE 

 
AUTHENTICITY 

With a digital certificate.  

Ensures the signer’s identity is 
verified using cryptographic 
techniques, making it highly 
reliable. 

No digital certificate. 

Flexibility in verifying the signer’s 
identity through various means, 
such as email, SMS, or PIN.  

 
INTEGRITY 

It uses hash functions to detect any 
alteration to the signed document 
and ensure it remains unmodified. 

It uses secure workflows and 
audit trails, allowing 
unauthorised changes to be 
detected manually.  

 
NON-

REPUDIATION 

It employs a unique private key for 
each signer, making it difficult for 
the signer to deny the authenticity 
of their signature. 

Utilises a combination of 
authentication methods and 
audit logs to provide evidence of 
the signing process, supporting 
non-repudiation. 

 
SECURITY 

It uses advanced encryption and 
public key infrastructure (PKI) to 
provide a high level of security.
  

The security level can vary 
depending on the method used, 
but generally includes secure 
servers, encrypted 
communication, and access 
controls. 

 

In summary, while both digital and electronic signatures serve the purpose of signing 

documents electronically, digital signatures provide a more robust and secure solution, which 

is especially critical in environments where the highest standards of authenticity, integrity, 

and non-repudiation are required. 
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12. What is a licensed CA? 

 

A licensed CA is an organisation entrusted with the responsibility of issuing certificates 

to subscribers. 

 

Note. The list of licensed CA can be found at: https://www.mcmc.gov.my/en/sectors/digital-

signature/list-of-licensees  

 

 

13. Would platforms such as DocuSign be acceptable for the execution of 

employment-related documents in Malaysia? 

 

Under the DSA 1997, a digital signature is only legally recognised in Malaysia if it is 

verified using a valid certificate issued by a licensed certification authority, regardless of 

the platform used. 

 

14. Are there any categories of documents that require additional controls or 

legal review before moving to digital signatures? 

 

A digital signature satisfies a legal requirement for a signature if it is verified using a 

valid certificate issued by a licensed certification authority, provided under the following 

link: https://mcmc.gov.my/en/sectors/digital-signature/list-of-licensees.  

 

A document signed with a digital signature is considered as legally binding as a 

document signed with a handwritten signature and valid and enforceable as an original 

document. The Digital Signature Act 1997 (DSA 1997), however, does not specify 

categories of documents or categorise documents by risk level. The matters should be 

assessed by the document owner. 

 

15. Are digital signatures created using digital certificates issued by foreign 

certification authorities recognised and accepted in Malaysia? 

 

To date, Malaysia has not established any cross-border frameworks or mutual 

recognition agreements regarding digital certificates issued by foreign certification 

authorities.

“licensed certification authority” means a certification authority to whom a 

licence has been issued by the Commission and whose licence is in effect. 

Source: Digital Signature Act 1997  

https://www.mcmc.gov.my/en/sectors/digital-signature/list-of-licensees
https://www.mcmc.gov.my/en/sectors/digital-signature/list-of-licensees
https://mcmc.gov.my/en/sectors/digital-signature/list-of-licensees
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PART B: APPLYING FOR THE USAGE OF DIGITAL SIGNATURES 

1. How can I apply for a digital certificate for digital signatures? 

 

You can apply for a digital signature certificate by directly contacting and subscribing to 

one of the MCMC’s licensed CAs.  

 

 

 
 

 

 

2. What is the general process for applying? 

  

The general process to apply for a digital certificate for a digital signature is simplified 

as per the diagram below: 

 

 
 Note. *The subscriber can discontinue the service if desired. 

 

Apply for a 
certificate from a 

licensed CA. 

Made payment of a 

prescribed fee. 

Licensed CA 

complete subscriber 

identity verification. 

Issuance of 

certificate by a 

licensed CA 

complete subscriber 

Use the certificate in 

connection with 

digital signature. 

*Renew the 

certificate. 

This part gives a general overview of how to apply for a digital certificate that can be used 

in digital signatures.  
 

Note. For more information, please contact any of the licensed CAs listed in the following link:  

List of Certification Authorities and Recognitions. 

“subscriber” means a person who: 

a) is the subject listed in a certificate; 

b) accepts the certificate; and 

c) holds a private key which 

Source: Digital Signature Act 1997  

"Applying for a digital certificate is like getting a phone number 
from a telecommunication service provider. Just as you need to 
subscribe to a service provider for a phone number, you need to 
subscribe to a LICENSED CA for a digital certificate to use your 

digital signature. securely!" 

https://www.mcmc.gov.my/en/sectors/digital-signature/list-of-licensees
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3. What is the obligation of a licensed CA towards subscribers? 

 

In general, the obligations of a licensed CA towards subscribers include: 

 

i. Certificate issuance: The licensed CA issues digital certificates to subscribers 

upon request with payment of prescribed fees, following a thorough verification 

process to ensure the subscriber's identity and authenticity.   

 

ii. Certificate management: The licensed CA is responsible for managing and 

maintaining the digital certificates it issues, including updating, renewing, and 

revoking certificates when necessary and notifying subscribers of any significant 

facts affecting the validity or reliability of the certificate. 

 

iii. Security measures: The licensed CA must implement robust security measures 

using a trustworthy system to issue, suspend, or revoke certificates and create 

private keys.  

 

iv. Transparency: The licensed CA must provide subscribers with clear and 

transparent information about the terms of service, certificate issuance policies, 

renewal procedures, and revocation processes. This information includes 

providing the Certification Practice Statement (“CPS”). 

 

v. Support services: The licensed CA should offer support services to subscribers, 

including assistance with certificate installation, troubleshooting issues, and 

responding to inquiries related to digital certificates. 

 

vi. Warranties and reliance limit: Depending on the licensed CA's policies, there 

will be warranties or recommended reliance limits associated with the type of 

certificates issued to limit liability for certain losses caused by reliance on the 

certificate.  

 

vii. Audit and compliance: The licensed CA must comply with legal and regulatory 

requirements related to digital certificates, including data protection laws, 

industry standards, and CA guidelines. The licensed CA must undergo an annual 

compliance audit conducted by registered qualified auditors to ensure 

compliance with regulatory requirements and industry standards and 

demonstrate the integrity and reliability of its services to subscribers. 

 

4. How do I know which digital certificate is suitable to be used? 

 

Selecting the correct digital certificate depends on several factors, such as the required 

security level, the legal requirements of the documents to be signed, and the intended 

use of the certificates.  
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Please consult a licensed CA for personalised guidance on the most suitable solution 

based on your needs. Details about the features and specifications of available digital 

certificates can be found in each licensed CA's Certification Practice Statement (“CPS”), 

which is available on their website.  

 

Note. The list of licensed CA can be found at: https://www.mcmc.gov.my/en/sectors/digital-

signature/list-of-licensees  

 

5. What is Certification Practice Statement (“CPS”)? 

 

 

 

 

 

 

 

i. CPS is a document that outlines how a licensed CA manages the issuance, 

revocation, and management of digital certificates.  

 

ii. The CPS includes details such as the licensed CA's policies, procedures, technical 

controls, and legal responsibilities related to issuing and maintaining digital 

certificates.  

 

iii. Essentially, the CPS serves as a guidebook or rulebook that defines how the 

licensed CA operates within the framework of digital certificate management. 

 

6. What is the content of the CPS? 

 

The CPS must contain all particulars specified in the Third Schedule of Regulation 35 of 

the DSR 1998, summarised as follows: 

 

Purpose of CPS ▪ Explain what the CPS is for and how it affects the subscribers. 

Information for 
Subscribers 

▪ Advise potential subscribers to understand digital signatures, 
the Digital Signature Act 1997, the licensed CA's responsibilities, 
subscriber rights, recipient rights, and any license restrictions. 

Services and Fees 
▪ Describe the services provided by the licensed CA and their 

associated fees. 

Operating 
Procedures 

▪ Explain how the licensed CA handles certificate applications, 
issuances, suspensions, and revocations. 

Certificate Classes 
▪ Describe the different certificate classes available and help 

subscribers choose the right one. 

“certification practice statement” means a declaration of the practices which a 

certification authority employs in issuing certificates generally, or employed in 

issuing a particular certificate. 

Source: Digital Signature Act 1997  

https://www.mcmc.gov.my/en/sectors/digital-signature/list-of-licensees
https://www.mcmc.gov.my/en/sectors/digital-signature/list-of-licensees
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Reliance Limit 
▪ Explain how subscribers can determine the recommended 

reliance limit for a certificate based on their needs. 

Claims Procedure ▪ Outline the process for making claims against the licensed CA. 

Data Protection 
▪ Detail how the licensed CA protects and uses data obtained from 

subscribers. 

Key Pair 
Generation 

▪ Advise the subscribers on generating secure key pairs and using 
compliant software and hardware. 

Certificate 
Acceptance 

▪ Inform the subscribers that they must accept a certificate before 
using or sharing it, implying certain responsibilities. 

Key Compromise 
▪ Advise to the subscribers to immediately inform the licensed CA 

if their private key is compromised. 

Certificate 
Verification 

▪ Explanation on how subscribers should verify the validity of 
certificates and digital signatures received. 

Re-signing Data 
▪ Notifying the subscribers that data with digital signatures may 

need to be re-signed over time. 

Time-Stamping 
▪ Advise to the subscribers on the use of time-stamps if required 

by law or for significant time-sensitive data. 
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7. What are certificate classes? 

 

i. Certificate classes refer to different levels of assurance and security provided by 

digital certificates issued by licensed CAs.  

 

ii. These classes are based on the level of identity verification conducted by the 

licensed CA before issuing the certificate, defined as follows: 

 

Class 1 

▪ A certificate that only confirms that a subscriber's name and electronic 
mail address form an unambiguous subject name within the Register 
of Certificates kept and maintained by a licensed CA and is not 
intended to authenticate the identity of the holder of the certificate or 
for commercial use if proof of identity is required. 

Class 2 

▪ A certificate that confirms that the information provided by the 
subscriber when applying for the certificate does not conflict with 
information accessible in widely recognised consumer databases and 
provides a reasonable level of assurance as to the subscriber's identity 
based on an automated online process. 

Class 3 

▪ A certificate that provides a higher level of confirmation and a higher 
level of assurance as to the subscriber's identity than the Class 1 and 
Class 2 certificates, which include in-person and supervised remote 
proofing.  

▪ The application for the Class 3 certificate must be certified by a notary 
public duly appointed under the Notaries Public Act 1959. 

 

Source: 

1. Definition for Class 1 and Class 2 as provided in the P.U.(A) 352/98 - Digital Signature 

(Certification by Notary Public) (Exemption) Order 1998. 

2. Definition of Class 3 is derived from the following statement, aligning with the requirements of 

the DSA 1997: 'A remote identity proofing process that incorporates physical, technical, and 

procedural measures to ensure sufficient confidence that the remote session is equivalent to 

an in-person identity proofing process.' (NIST SP 800-63-3). 

 

8. What is the cost of using the digital signature? 

 

As per the licence conditions, the cost of the digital certificate is determined by specific 

classes and is subject to approval by MCMC. In general, the maximum fees to be levied 

based on certificate classes are as shown below: 
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Services Fees Levied 

Class 1 Not more than RM50 

Class 2 Not more than RM120 

Class 3 Not more than RM3400 

 

The final cost of using the digital signature may vary depending on your requirements, 

the type of class used, the services offered, and the hardware and software involved.  

 

 

9. What does it mean when I accept the digital certificate? 

 

The explanation below is interpreted from Chapter 3, Representations and Duties upon 

Acceptance of the DSA 1997 certificate.  

 

Implied 
representations 

by the subscriber 

▪ By accepting a certificate from a licensed CA, the subscriber 
agrees to the following: 

− The subscriber has the right private key for the public key 
in the certificate. 

− All information provided by the subscriber to the licensed 
CA, which is important for the certificate's contents, is 
accurate. 

− Any important information the subscriber provided, 
whether or not it was verified by the licensed CA, is 
truthful. 

Source: Section 38 of the DSA 1997 

Representations 
by the agent of 
the subscriber 

▪ When someone requests a certificate on behalf of another 
person (the principal), they certify to everyone who relies on the 
certificate that: 

− They have the legal authority to apply for the certificate on 
behalf of the principal. 

− They are authorised to sign on behalf of the principal 
digitally, and if their authority is limited, there are 
safeguards to prevent misuse of the digital signature. 

Source: Section 39 of the DSA 1997 

Disclaimer or 
indemnity limited 

▪ No one can escape or reduce their responsibility under this 
Chapter, nor can they avoid being held accountable for their 
actions if they try to limit or avoid liability for giving false 
information to people who rely on their certification. 

Source: Section 40 of the DSA 1997 
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Indemnification of 
the licensed 
certification 

authority by the 
subscriber 

▪ When someone accepts a certificate, they promise to 
compensate the licensed CA if the certificate causes any loss or 
damage due to: 

− Providing false information on purpose or by neglecting to 
mention important facts if it was meant to deceive the 
licensed CA or someone relying on the certificate. 

− If the certificate was issued because the subscribers' 
agents requested it, those agents are personally 
responsible for compensating the authority just as if they 
were subscribers themselves. 

− This compensation promise cannot be avoided or reduced 
through disclaimers or contract terms. 

Source: Section 41 of the DSA 1997 

Certification of 
the accuracy of 
the information 

given 

▪ Licensed CA has the right to request to ask subscribers to 
confirm the accuracy of important information needed for 
issuing a certificate. 

▪ Subscribers may be required to certify the correctness of 
relevant information under oath or affirmation. 

Source: Section 42 of the DSA 1997 
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PART C: APPLYING AS A LICENSED CA, RECOGNISED REPOSITORY OR 

RECOGNISED DATE/TIME STAMP SERVICES 

 

1. What licences and recognitions are offered under DSA 1997 and DSR 1998? 

 

CATEGORIES TYPE DEFINITION AS PER THE DSA 1997 AND THE 

DSR 1998 

Licence Certification 

Authority 

i. CA means “a person who issues a certificate.” 

ii. Licensed CA means “a CA to whom MCMC has 
issued a licence and whose licence is in effect.”  

Certification 

of 

Recognition 

Repository i. A system for storing and retrieving certificates and 
other information relevant to digital signatures. 

ii. Recognised Repository means a repository 
recognised by the MCMC under section 68 of the 
DSA 1997.  

Date/Time 

Stamp 

services 

i. Time-Stamp means to append or attach to a 

message, digital signature or certificate a digitally 

signed notation indicating at least the date, time 

and identity of the person appending or attaching 

the notation. 

ii. Recognised Date/Time Stamp Services means a 

date/time stamp service recognised by MCMC 

under section 70 of the DSA 1997. 
 

Foreign 

Certification 

Authority 

A foreign CA will be recognised subject to the 

fulfilment of the requirements stipulated in the DSA 

1997 and the DSR 1998 and if an international treaty, 

agreement, or convention concerning the recognition 

of its certificates has been concluded to which 

Malaysia is a party.  

 

 

This part gives a general overview of Malaysia's licensing and recognition procedures for 

the provision of CA, Repository and Date Time/Stamping services are provided in this 

section. Please contact the Numbering and Electronic Addressing Management Department 

at neamd@mcmc.gov.my for more information or clarification if your specific question is 

not addressed in this section of the FAQ. 
 

Note. For more information, you may refer to the Licensing Guidebook - Digital Signature, which is 

available on MCMC’s Official Website. 

mailto:neamd@mcmc.gov.my
https://www.mcmc.gov.my/en/sectors/digital-signature/licensing-application
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2. Is there a restriction on the number of licensed CAs in Malaysia? 

 

The number of licensed CAs in Malaysia is not restricted, and any organisation can apply 

if it fulfils Regulation 6 of the DSR 1998, which outlines the qualification requirements. 

 

3. Can a government agency apply to become a licensed CA? 

 

No. A person who wants to carry on or operate as a licensed CA must satisfy the 

requirements set forth in Regulation 6 of the DSR 1998, which include, but are not 

limited to, the following: 

 

a) It is a body corporate incorporated in Malaysia or a partnership within the 

meaning of the Partnership Act 1961; and 

b) It maintains a registered office in Malaysia.  

 

4. Can a foreign company2 apply as a licensed CA in Malaysia? 

 

No. A company applying for a CA licence must be incorporated in Malaysia or a 

partnership within the meaning of the Partnership Act 1961, and must maintain a 

registered office in Malaysia. 

 

5. Can a foreign company offer recognised repository and date/time stamp 

services in Malaysia? 

 

No. In accordance with Regulations 48 and 61 of the DSR 1998, the eligibility of a 

recognised repository and/or recognised date/time stamp services is that the entity must 

be a body corporate incorporated in Malaysia or a partnership within the meaning of the 

Partnership Act 1961 and maintain a registered office in Malaysia. 

 

6. Can a foreign interest be a shareholder in the company applying as a licensed 

CA? 

 

Yes. A foreign interest3 be a shareholder in the company applying to be a licensed CA. 

However, pursuant to a licensed CA's licence condition, written approval from MCMC is 

required before a licensed CA is allowed to have a foreign shareholding.  

 

 

 
2 foreign company as defined under the Companies Act 2016 [Act 777]. 
3 Under the Guideline on the Acquisition of Properties issued by the Economic Planning Unit (“EPU”), foreign interest means 
any interest, associated group of interest or parties acting in concert which comprises: (a) individual who is not a Malaysian 
citizen including Permanent Resident; or (b) foreign company or institution; or (c) local company or local institution whereby 
the parties as stated in item (a) and/or (b) hold more than 50% of the voting rights in the company or institution.  
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7. How to apply to become a licensed CA, a recognised repository provider, or a 

recognised date/time stamp service provider? 

 

i. Details on the qualification requirements and procedures are available in the 

Licensing Guidebook - Digital Signature on the MCMC's official website.  

(Licensing Guidebook - Digital Signature) 

 

ii. The guidebook provides guidance on the criteria and all relevant processes and 

procedures regarding the application to become a licensed CA, recognised 

repository provider, or recognised date/time stamp service provider. 

 

8. If a person is applying for a CA licence, a recognised repository and/or a 

recognised date/time stamping service provider, are the application fees 

separate or combined? 

 

Even though multiple applications may be made simultaneously, each application will be 

identified and handled separately. Therefore, an RM2,500.00 application fee is required 

for each requested licence application and recognition.   

 

9. What are the prescribed fees involved? 

 

 
 

Stages 
Ref. DSR 

1998 
Fee Structure (non-refundable) Amount 

U
PO

N
 

AP
PL

IC
AT

IO
N
 Reg. 7 / 51 

/ 64 
Establishment Stage  
(for each category CA/ Repository/ DTS) 

RM 2,500.00 
Reg. 7 / 51 

/ 64 
Operation Stage  
(for each category CA/ Repository/ DTS) 

RM 2,500.00 

Reg. 12 / 54 
/ 67 

Renewal of licence  
(for each category CA/ Repository/ DTS) 

RM 2,500.00 

https://www.mcmc.gov.my/en/sectors/digital-signature/licensing-application
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Stages 
Ref. DSR 

1998 
Fee Structure (non-refundable) Amount 

Reg. 72 Foreign Certification Authority  RM 30,000.00 
U

P
O

N
 

AP
P

R
O

VA
L  Reg. 10 / 54 

/ 67 
Granting Fee for CA Licence only  
(for each category CA/ Repository/ DTS) 

RM 30,000.00 

Reg. 10 / 54 
/ 67 

Annual Operating Fee for each 
category  
(for each category CA/ Repository/ DTS) 

RM 2,500.00 

 

10. How long will it take to process the licence/recognition? 

 

A complete application will be processed within sixty (60) days after receiving all the 

required information and documents. MCMC has the authority to determine the 

completeness and adequacy of the provided information for its purposes. 

 

11. How long will the licence or certification of recognition be valid? 

 

The licence and recognition issued by MCMC shall be for a period not exceeding five (5) 

years, subject to MCMC's assessment based on the qualification requirements as per the 

DSA 1997 and the DSR 1998.  

 

12. What is the standard time used for the provision of date/time stamp services? 

 

i. The standard time used for date/time stamping is synchronised with Malaysian 

Standard Time (MST). It is 8 hours ahead of Coordinated Universal Time (UTC), 

which is managed by Malaysia's official timekeeper, the National Metrology 

Institute of Malaysia (NMIM) of SIRIM.  

 

ii. The Guidelines for Recognised Date/Time Stamp Services, available at the 

MCMC’s official website, provide further information.  
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PART D: FOREIGN CERTIFICATION AUTHORITY 

 

1. Does a digital signature issued or created by a foreign CA have the same 

effect and validity in Malaysia? 

 

i. A digital signature issued or created by a foreign CA not recognised in Malaysia 

or issued or created outside of Malaysia will not have the same effect and validity 

in Malaysia.  

 

ii. A digital signature issued or created by a foreign CA has the same effect and 

validity in Malaysia only if the foreign CA is a recognised foreign CA issued with 

recognition under Regulation 73 of the DSR 1998. 

 

2. What are the requirements for foreign CAs to be recognised in Malaysia? 

 

The simplified explanation below is interpreted from Chapter 10, Recognition of Foreign 

Certification Authorities of the DSR 1998. 

 

Recognition 
Criteria 

For a foreign CA to be recognised in Malaysia, it must meet these 
conditions:  

a) It must be authorised by its own government to operate as a 
CA. 

b) Its security standards must be as good as or better than those 
of Malaysia’s licensed CA.  

c) It must have a local representative in Malaysia to handle legal 
processes. 

d) It must follow the technical requirements and standards set by 
Malaysian laws.  

e) It must meet any other requirements set by MCMC as the 
Controller. 

This part gives an overview of Malaysia's licensing and recognition procedures for the 

provision of CA, Repository and Date Time/Stamping services are provided in this section. 

Please contact the Numbering and Electronic Addressing Management Department at 

neam@mcmc.gov.my for more information or clarification if your specific question is not 

addressed in this section of the FAQ. 

 

Note. For more information, you may refer to the Licensing Guidebook - Digital Signature, which is 

available on MCMC’s Official Website. 

mailto:neam@mcmc.gov.my
https://www.mcmc.gov.my/en/sectors/digital-signature/licensing-application
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International 
Agreement 

Requirement 

▪ A foreign CA can only be recognised if there's an international 
agreement that Malaysia is a part of, recognising its certificates. 

Exceptions 

▪ In some cases, MCMC, as the Controller, with the approval of 
the Minister, may grant recognition to a foreign CA even if it 
does not meet the licensing requirement as mentioned above 
because its country does not require such a license. However, 
it must still meet all other security, local agent, compliance, and 
international agreement requirements. 

Application 
Process 

▪ To be recognised, a foreign CA needs to apply to MCMC as the 
Controller with proof of meeting all requirements through a 
report from a qualified auditor, pay the required fee, and 
provide any other information requested. 

Recognition 
Decision 

▪ MCMC, as the Controller, decides whether to recognise a foreign 
CA based on its qualifications. If recognised, it may come with 
conditions. If not recognised, the decision is final. 

Revocation of 
Recognition 

▪ Recognition can be revoked if the foreign CA no longer meets 
the requirements or if it requests revocation.  

▪ Revocation is publicly announced. 

Register of 
Recognised 
Authorities 

▪ The Controller maintains a publicly available register of 
recognised foreign CA. 

 

 

 

3. How do you apply for recognition as a foreign CA in Malaysia? 

 

An application to be a recognised foreign CA must be made in writing to MCMC. For 

information on the application process, please refer to Regulation 72 of DSR 1998 and 

the Licensing Guidebook—Digital Signature, available on MCMC’s official website. 

 

 

 

 

https://mcmc.gov.my/en/sectors/digital-signature/licensing-application
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OTHER REFERENCES 

 

1. Digital Signature Act 1997 

2. Digital Signature Regulations 1998 

3. P.U.(A) 352/98 Digital Signature (Certification By Notary Public) (Exemption) Order 1998 

4. The Companies Act 2016  

5. The Partnership Act 1991 

6. Guidelines On The Acquisition Of Properties (effective on 1 March 2014) 

7. Guidelines for Audit of Certification Authorities 

8. Guidelines for Recognised Date/Time Stamp Services 

9. Licensing Guidebook - Digital Signature 

10. WebTrust Principles and Criteria for Certification Authorities 

11. List of Certification Authorities and Recognition 

12. https://www.mcmc.gov.my/en/media/video-gallery/digital-signature-act-1997  

 

 

 

https://www.mcmc.gov.my/en/media/video-gallery/digital-signature-act-1997

