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Notice: 
The information contained in the Guidelines for Radio Frequency Interference (RFI) Submission 
(“Guidelines”) is intended solely for guidance and serves an administrative purpose. For this 
reason, these Guidelines should not be relied on as legal advice or regarded as a substitute for 
legal advice in individual cases. Parties should still refer to the legislative provisions contained in 
the laws. The information contained in these Guidelines will be updated from time to time either via 
an addendum or revised guidelines. 
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1.0 ABBREVIATIONS 

 

3GPP : 3rd Generation Partnership Project 

5G NR : 5G New Radio 

AA : Apparatus Assignment 

AAS : Active Antenna Systems 

AM : Amplitude Modulation 

CA : Class Assignment 

CMA 1998 : Communications and Multimedia Act 1998 or the Act 

CRP : Consumer Redress Portal or MCMC Aduan Portal 

DVB-T2 : Digital Video Broadcasting – Second Generation Terrestrial 

FM : Frequency Modulation 

gNB-RU : gNodeB - Radio Unit 

GSM : Global System for Mobile Communications 

LTE : Long Term Evolution 

Commission : Malaysian Communications and Multimedia Commission 

MIMO : Multiple-Input Multiple-Output 

OTA : Over-the-Air 

RFI : Radio Frequency Interference 

RRU : Remote Radio Unit 

SA : Spectrum Assignment 

SCMS : Spectrum Case Management System 

SRSP : Standard Radio System Plan 

TA : Technical Analysis 

TDD : Time Division Duplex 
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2.0 INTENT 

 

2.1 These Guidelines are prepared to provide updated guidance for 

Assignment Holders (as defined in Table 1) and the non-assignment 

holders on the submission of RFI cases to the Commission. 

 

2.2 The document outlines the use of MCMC CRP, as the existing official 

Aduan platform and introduces the SCMS as an additional official platform 

for RFI case submission. 

 

2.3 The document is developed to ensure compliance with the CMA 1998 and 

the Spectrum Regulations (as defined in Table 1), while promoting 

efficient resolution of spectrum interference and safeguarding critical 

communication services. 

 

2.4 In the event of any inconsistency between these Guidelines and the Act 

or any subsidiary legislation made under the Act, the Act or the said 

subsidiary legislation shall prevail. 

 

3.0  INTRODUCTION 

 

3.1 There are three (3) types of assignments under the CMA 1998, 

categorized as follows: 

3.1.1 SA; 

3.1.2 AA; and 

3.1.3 CA. 

 

3.2 The devices under CA shall not be afforded protection from any 

interference. Therefore, CA users shall take all necessary actions to 

eliminate any interference including, but not limited to, engagement with 

the relevant device manufacturers or service providers. 

 

3.3 Regulation 34 of the Spectrum Regulations stipulates that the 

Commission shall not be responsible for any minor, major or harmful 

interference caused by any part of the spectrum assigned by it. 

 

3.4 Pursuant to section 69 of the CMA 1998, an Assignment Holder may 

submit RFI complaints to the Commission provided that the complaint 
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specifies the alleged source of interference, which may include, but is not 

limited to, a premise, tower, transmitter or any other apparatus 

reasonably suspected of causing such interference. 

 

3.5 The Commission provides two (2) official channels for RFI case 

submissions: 

3.5.1 CRP – for non-assignment holders; and 

3.5.2 SCMS – for Assignment Holders. 

 

3.6 For the purpose of these Guidelines, the following terms in Table 1 shall 

be defined as follows: 

 

No. Terms Definition 

1.  Assignment Holder Refers to any Government Entity or non-

government entity that holds SA or AA issued 

or re-issued by the Commission under the 

CMA 1998 and is afforded protection from any 

interference. 

2.  Government Entity (a) any ministry, department, office, 

agency, authority, commission, 

committee, board or council of the 

Federal Government, or of any of the 

State Governments, established under 

any written law or otherwise; 

(b) any local authorities; and 

(c) the Security Forces. 

3.  Harmful Interference Interference which endangers or seriously 

degrades, obstructs or repeatedly interrupts 

the functioning of a radionavigation service or 

one or more safety services operating in 

accordance with the Spectrum Regulations. 

4.  Major Interference Electromagnetic interference –  

(a) rendering any apparatus or services 

unsuitable for its purpose; or 

(b) which degrades or obstructs, or 

repeatedly interrupts, a 

radiocommunication service operating 
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in accordance with the Spectrum 

Regulations. 

5.  Minor Interference Electromagnetic interference which does not 

affect the overall operation of any 

radiocommunication transmission. 

6.  Operator-to-operator 

coordination 

A process of communicating, exchanging 

information and conducting tests between 

two (2) or more Assignment Holders in order 

to facilitate interference mitigation. 

7.  RFI Complaint A complaint lodged against a suspected 

interfering premise, tower or any apparatus 

alleged to be causing spectrum interference 

to an Assignment Holder. 

8.  RFI Scanning Request A request for the Commission’s technical 

assistance to conduct scanning activity in 

order to identify a suspected interference 

source. This request is strictly limited for 

Government entities only. 

9.  Spectrum Regulations The Communications and Multimedia 

(Spectrum) Regulations 2000. 

10.  TA Request A request for the Commission to perform 

spectrum technical evaluation and analysis 

based on the assignments database records. 

This request is entitled to all Assignment 

Holders. 

Table 1: Terms and Definitions Used in these Guidelines 

 

3.7 These Guidelines supersede the previous version issued by the 

Commission, which was effective from 1 January 2021. 

 

4.0  TYPES OF RFI CASES  

 

4.1 The following three (3) types of RFI cases may be submitted to the 

Commission: 

4.1.1 RFI Complaint; 

4.1.2 RFI Scanning Request; or 

4.1.3 TA Request. 
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4.2 RFI is categorized into three (3) severity levels of interference and priority 

of investigation will be given based on the following order: 

4.2.1 Harmful interference; 

4.2.2 Major interference; and 

4.2.3 Minor interference. 

 

4.3 Generally, RFI complaints will be investigated by the Commission on a 

first-come first-served basis. In the event there is a new interference that 

is causing harmful interference, the Commission shall have absolute 

discretion to suspend any investigation or any ongoing RFI complaints or 

response to any RFI Scanning Requests accordingly. 

 

5.0  SUBMISSION PLATFORMS AND ELIGIBILITY 

 

5.1 The MCMC CRP shall remain accessible exclusively for RFI submissions 

from non-assignment holders. The submission process has been 

enhanced and streamlined according to user categories, as summarized 

in Table 2 and Figure 1 below. 

 

5.2 The SCMS serves as the designated platform for Assignment Holders, to 

submit RFI-related cases. This platform has been introduced to improve 

efficiency and ensure structured case handling. 

 

Category of 

Users 

Submission Portal Eligible Case Type 

Non-Assignment 

Holders 

Consumer Redress Portal 

(CRP): 

https://aduan.mcmc.gov.my 

RFI Complaint under 

the ‘Spectrum 

Interference’ 

subcategory 

Government 

Entities 
Spectrum Case Management 

System (SCMS): 

https://scms.mcmc.gov.my 

RFI Scanning 

Request 

Non-government 

entities 

RFI Complaint and 

TA Request 

Table 2: Submission Portals and Eligible Case Types 

 

https://aduan.mcmc.gov.my/#/public/main
https://scms.mcmc.gov.my/
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Figure 1: Submission Process Flow Between CRP and SCMS Portal 

 

6.0 SUBMISSION PROCESS FLOW VIA CRP (FOR NON-ASSIGNMENT 

HOLDERS) 

 

6.1 Non-assignment holder users may submit RFI complaints through the 

CRP at https://aduan.mcmc.gov.my by registering an account and 

selecting the following options in the CRP interface, as indicated in Figure 

2 below: 

 
Figure 2: Category selection for RFI submission via CRP 

 

Type of Service: Telecommunication Matters

Category: MCMC Provision

Subcategory: Spectrum Interference

https://aduan.mcmc.gov.my/#/public/main
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6.2 Complainants must provide detailed information on the interference, 

including Complaint Description, Location Details, and Complaint 

Attachment as indicated in Appendix 1. All relevant documents must be 

uploaded before submission of the complaint. Upon successful 

submission, a reference number will be generated for tracking purposes. 

 

6.3 For ease of reference, complainants may refer to the following step-by-

step process in submitting complaints: 

6.3.1 Step 1: Access CRP portal and register an account; 

6.3.2 Step 2: Select the relevant category; 

6.3.3 Step 3: Provide comprehensive details of the interference and 

upload supporting documents; and 

6.3.4 Step 4: Submit the complaint to obtain a reference number 

(Complaint ID). 

 

6.4 The Commission will review the submission and may contact the 

complainant for additional information if necessary. Only complete and 

valid complaints will be investigated by the Commission. 

 

7.0 SUBMISSION PROCESS FLOW VIA SCMS (FOR ASSIGNMENT 

HOLDERS) 

 

7.1 The SCMS is the official platform for Assignment Holders to submit RFI-

related cases via https://scms.mcmc.gov.my. Users shall log in using 

registered credentials and select the relevant RFI case type, either RFI 

Complaint (as indicated in Appendix 2), RFI Scanning Request (as 

indicated in Appendix 3) or TA Request (as indicated in Appendix 4). 

Users are required to complete all mandatory information relevant to the 

selected case type. This includes details of the suspected premise or 

tower, coordinates, and other relevant technical parameters, as required 

by the SCMS portal. 

 

7.2 All supporting evidence shall be uploaded prior to submission. Upon 

successful submission, the system will generate a reference number for 

tracking purposes and automatically notify the relevant MCMC state 

offices to initiate the investigation process. 

 

https://scms.mcmc.gov.my/
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For ease of reference, the key steps in submitting RFI cases through the 

SCMS portal are summarized as follows: 

 

7.3.1 Step 1: Access SCMS portal and log in using registered 

credentials; 

7.3.2 Step 2: Select the relevant type of RFI cases; 

7.3.3 Step 3: Complete all mandatory information and upload relevant 

supporting documents; and 

7.3.4 Step 4: Submit the case to obtain a system-generated reference 

number (Case No.) for tracking. 

 

7.3 Assignment Holders are required to conduct their own RFI scanning prior 

to submitting a complaint through the SCMS portal. The RFI scanning 

activities shall be conducted within the interfered coverage area by 

comparing with typical uplink and downlink signal patterns, as provided 

in Appendix 5 of these Guidelines. 

 

7.4 In the event that blocking interference is suspected, the Assignment 

Holder shall undertake operator-to-operator coordination, in accordance 

with the Blocking Interference Coordination Procedures as set out in 

Appendix 6 of these Guidelines. 

 

8.0 RESPONSIBILITIES OF ASSIGNMENT HOLDERS PRIOR TO 

SUBMISSION 

 

8.1 All Assignment Holders shall undertake the following measures prior to 

lodging any RFI complaint to the Commission: 

 

8.1.1 Ensure compliance with the provisions of the SRSP for their 

assigned frequency, bandwidth and all relevant technical 

parameters; 

 

8.1.2 Conduct preliminary interference verification, including RFI 

scanning, for the purpose of identifying the suspected premise, 

tower or any other installation reasonably believed to be the 

source of interference; and 

 



GUIDELINES FOR RFI SUBMISSION 
 JULY 2026 

Page 13 of 32 

 

8.1.3 Engage in operator-to-operator coordination with the relevant 

parties to exhaust all reasonable measures to resolve the 

interference issue before escalating the matter to the 

Commission via an official complaint. 

 

9.0 TECHNICAL SUPPORT AND ASSISTANCE 

 

9.1 The Commission provides dedicated support channels for users of both 

submission platforms, as outlined below: 

 

9.1.1 for issues related to RFI submission via the CRP, please contact 

the Commission through the following channels: 

Email aduanskmm@mcmc.gov.my 

Hotline 1800-188-030 

 

9.1.2 for issues in relation to the SCMS access or functionality, please 

direct inquiries to: 

SCMS User 

Department 

Interference Resolution Department 

(IRED) 

Email ired@mcmc.gov.my 

 

9.2 All users shall ensure that any request for technical assistance is provided 

with relevant and adequate particulars, including the registered email 

address, case reference number (where applicable), and a concise 

description of the issue, in order to enable the Commission to provide 

timely and effective assistance. 

 

10.0 REVISION 

 

10.1 These Guidelines may be revised, varied or revoked, at any time as 

deemed necessary by the Commission. 

 

  

mailto:aduanskmm@mcmc.gov.my
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APPENDIX 1 – SAMPLE OF NEW COMPLAINT FORM (CRP) 
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APPENDIX 2 – SAMPLE OF RFI COMPLAINT FORM (SCMS) 
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APPENDIX 3 – SAMPLE OF RFI SCANNING REQUEST FORM (SCMS) 
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APPENDIX 4 – SAMPLE OF TA REQUEST FORM (SCMS) 
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APPENDIX 5 – TYPICAL SIGNAL PATTERNS 

 

1. The spectrum plot below shows the pattern of GSM downlink signal: 

 
 

2. The spectrum plot below shows the pattern of GSM uplink signal: 
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3. The spectrum plot below shows pattern of the LTE downlink signal: 

 

 
 

4. The spectrum plot below shows the pattern of the LTE uplink signal: 
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5. The spectrum plot below shows pattern of the 5G NR downlink signal: 

 

 
 

6. The spectrum plot below shows pattern of the 5G NR uplink signal: 

 

 
 

7. The spectrum plot below shows pattern of the 5G NR TDD signal: 
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8. The spectrum plot below shows the pattern of the FM broadcast radio 

signal: 

 

 
 

9. The spectrum plot below shows the pattern of the DVB-T2 signal: 
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10. The spectrum plot below shows the pattern of the AM radio signal: 

 

 
 

11. The spectrum plot below shows the pattern of the analogue FM walkie-

talkie signal: 
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12. The spectrum plot below shows the pattern of the digital walkie-talkie 

signal: 
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APPENDIX 6 – BLOCKING INTERFERENCE COORDINATION 

PROCEDURES 

 

1. Blocking interference cases may occur when radio systems operating 

in adjacent frequency bands are installed in close physical proximity, 

such as on the same rooftop or tower structure. Although previous 

instances were notably observed between systems in the 850 MHz and 

900 MHz frequency bands, improvements in coordination practices and 

network deployment strategies have significantly reduced such cases. 

 

2. Nevertheless, blocking interference remains a potential issue across 

any mobile frequency band, especially in high-density infrastructure or 

multi-operator sites. Therefore, the procedures in this Appendix 

provide general guidance for Assignment Holders to coordinate 

effectively and resolve blocking interference issues. 

 

3. To ensure proper coexistence between systems, the 3GPP has 

established blocking limits for GSM, LTE, 5G NR and other technologies. 

These limits specify the maximum allowable interfering signal levels 

that receivers may tolerate without performance degradation. 

 

4. Most modern GSM and LTE radio systems are capable of performing 

frequency scanning via RRU. In cases of blocking interference, the scan 

results typically show abnormally high signal levels outside or near the 

edge of the operating band, often exceeding the relevant 3GPP blocking 

limits. For 5G NR deployments that utilize AAS/Massive MIMO, blocking 

interference assessments shall be supported via OTA NR carrier 

scanning and/or relevant gNB-RU performance metrics. 

 

5. Table 3 below provides an example of level of blocking limits set by 

3GPP to facilitate antenna installation in close proximity. Figure 3 

below illustrates an example of scanning results on blocking 

interference affecting a 900 MHz system. 

 

Operating 

Band 

Center Frequency of 

Interfering Signal 

Interfering Signal 

mean power 

VIII 880 - 915 MHz -40 dBm 
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860 - 880 MHz 

915 - 925 MHz 

-40 dBm 

1 MHz -860 MHz 

925 MHz - 12750 MHz 

-15 dBm 

Table 3: Level of blocking limit set by 3GPP to facilitate antenna 

installation in close proximity 

 

(Source: Extracted from Table 7.4 of 3GPP TS 25.104, Version 18.0.1 Release 

18, “UMTS Base Station (BS) Radio Transmission and Reception (FDD)”, 

published September 2024). 

 

 
Figure 3: Example of scanning results by a 900 MHz system 

 

6. Assignment Holders should undertake operator-to-operator 

coordination whenever blocking interference is suspected, which 

includes conducting a switch-off test and applying other possible 

mitigation measures. If coordination fails and blocking interference 

persists, the interfered assignment holder (“Complainant”) may lodge 

an RFI complaint to the Commission against the assignment holder 

operating the interfering system (“Respondent”). 

 

7. Prior to lodging the complaint, the Complainant should ensure that it 

has higher priority than the Respondent, in order to obtain a favorable 

resolution. Interference resolution priority is determined based on the 

Interference Resolution Process set out in the SRSP. 
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8. The Complainant may consult the Commission (through the Radio 

Spectrum Assignment –Mobile Services Department) to determine the 

priority level for the interference case including information on the date 

of station registration (list of sites) for SA and the commencement date 

of the first AA issued. 

 

9. The procedures described herein remain applicable across all mobile 

frequency bands in the presence of close-proximity installations. The 

steps outlined continue to serve as essential guidance for Assignment 

Holders in ensuring effective coordination and mitigating blocking 

interference. 
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APPENDIX 7 – FREQUENTLY ASKED QUESTIONS 

 

Q1: What is the effective date for implementing the SCMS for RFI case 

submissions? 

A1: The SCMS portal has been effective and operational since 12 March 2025. 

Assignment Holders are hereby required to utilize the system for all spectrum 

interference-related case submissions. 

 

Q2: What is the maximum number of user accounts permitted for 

SCMS registration per assignment holder? 

A2: Each Assignment Holder is advised to employ a single common email 

address for all RFI case submissions to ensure continuity of access. However, 

a maximum of two (2) user accounts per Assignment Holder is permitted 

under the SCMS registration policy. 

 

Q3: Does the Aduan Portal (CRP) remain available for RFI complaint 

submissions? 

A3: Yes, the Aduan Portal (CRP) remains operational exclusively for 

submissions by the non-assignment holders. It is not intended for submission 

of RFI complaints from Assignment Holders. 

 

Q4: Will the SCMS eventually replace the Aduan Portal? 

A4: No. The SCMS is established specifically for Assignment Holders, while the 

Aduan Portal shall continue to receive other interference complaints from the 

non-assignment holders. Both platforms shall operate concurrently, each 

serving its respective user category. 

 

Q5: What action should be taken if an Assignment Holder, who is also 

the complainant, mistakenly submits an RFI complaint through the 

Aduan Portal? 

A5: The Assignment Holder (complainant) shall withdraw or cancel the 

submission on the Aduan Portal and resubmit the case through the SCMS to 

ensure proper handling and processing. 

 

Q6: Who should be contacted in the event of inquiries or technical 

issues related to the SCMS? 

A6: All SCMS-related inquiries or technical support requests shall be directed 



GUIDELINES FOR RFI SUBMISSION 
 JULY 2026 

Page 29 of 32 

 

to the Interference Resolution Department (IRED) via the contact details 

provided in Section 9.1.2 of these Guidelines. 

 

Q7: How may Assignment Holders submit an interference case 

involving a microwave link through the SCMS? 

A7: Such cases shall be submitted as a Technical Analysis (TA) Request via 

the SCMS. 

 

Q8: How does the Commission process Technical Analysis (TA) 

Requests for microwave interference cases? 

A8: The Interference Resolution Department (IRED) shall conduct a technical 

analysis based on the spectrum license database to identify suspected 

sources of interference. Findings shall be communicated to the complainant 

through SCMS-generated notifications. 

 

Q9: What should a complainant anticipate regarding the resolution 

timeline for RFI complaints? 

A9: While no specific timeline is provided, the Commission shall prioritize 

complete and substantiated RFI complaints and address them with urgency. 

Notwithstanding, the highest priority will be given to investigating harmful 

interference. 

 

Q10: What is the procedure if a complainant submits an RFI 

complaint identifying an incorrect suspected premise? 

A10: In such circumstances, the Commission shall close the case upon 

verification. The complainant shall thereafter identify the correct suspected 

premise and resubmit a new complaint through the SCMS. 

 

Q11: Can a complainant reopen a resolved RFI complaint in the 

SCMS if spectrum interference reoccurs for a particular site? 

A11: Yes. A previously resolved complaint may be reopened within 30 days 

from the date of resolution. After this period, the complainant shall lodge a 

new complaint. 

 

Q12: Do complainants still need to email the RFI case submission to 

the Commission after lodging it through the SCMS? 

A12: No such requirement is necessary as the SCMS system will automatically 

notify the relevant state offices or departments upon RFI case submission. 
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Q13: Who should be contacted to obtain the latest updates on the 

status of an RFI case? 

A13: Complainants may contact the respective state office or department 

assigned as the case owner. Additionally, the SCMS shall also provide 

updates and notifications regarding case progress. 

 

Q14: Are complainants allowed to submit RFI complaints for cross-

border spectrum interference via SCMS? 

A14: Yes. Cross-border interference issues can be submitted through the 

SCMS. However, such matters must first be primarily addressed through 

direct operator-to-operator coordination, between the two (2) neighbouring 

countries. In the event that the interference issue cannot be resolved, the 

matter can be escalated to the Commission through the Interference 

Resolution Department (IRED) for further action. It will then be referred to 

the Spectrum Coordination and Policy Department, which will subsequently 

raise the matter with the regulatory authorities of the relevant neighbouring 

countries in accordance with the agreed procedures as stipulated in the 

respective border coordination agreements. 

 

Q15: How is the high-level interference resolution process flow 

practiced by the Commission, for general reference to Assignment 

Holders? 

The high-level interference resolution process flow practiced by the 

Commission is provided in Appendix 8 of these Guidelines, for general 

reference to Assignment Holders. This process flow is also included in the 

Appendices section of the relevant SRSP documents, together with the Table 

of Interference Resolution Priority and the Table of Interference Resolution 

Timeline applicable to the respective parties. 
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APPENDIX 8 – INTERFERENCE RESOLUTION PROCESS FLOW 

 

 

START

Interference detected

Interfered party identify the possible 
source and interferer

Interfered party submit RFI 
through the Spectrum Case 

Management System (SCMS)  
with evidence gathered to 

substantiate the complaint

MCMC conduct RFI verification

Information 
complete?

Interferer complies 
with the Act, its 

subsidiary legislation 
and standards?

MCMC determines the 
interference priority category as 

per Table 1 and issue 
instruction to cease operation 

as per Table 2

Comply with 
instruction?

RFI resolved?

END

Enforcement action

Source 
confirmed?

Yes

No

Yes

No

No

Yes

Yes

Yes

No

No
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NOTE FOR APPENDIX 8: 

 

Table 1 within the Interference Resolution Process Flow explicitly refers to 

Interference Resolution Priority, while Table 2 of the same process flow 

explicitly refers to Interference Resolution Timeline applicable to the 

respective parties, as stipulated under the relevant SRSP documents. Please 

note that the actual table numbering may vary across SRSP documents. 

 

 


