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DEFINITION AND GLOSSARY

1. For the purposes of these Guidelines, unless the context otherwise

requires:

(a) any term used in these Guidelines shall have the same meaning
as in the ONSA, the CMA 1998 (as defined below) or the subsidiary
legislations made under it, as the case may be;

(b) words denoting the singular shall include the plural and vice-

versa; and

(c) the following terms used in these Guidelines shall have the stated

meaning:
Authorized any pollce.of_ﬂcer, or al.'ly pgbllc.o.fﬂcer or ofﬂ.ce.r of
Officer the Commission authorized in writing by the Minister

under section 52 of ONSA

Commission

Malaysian Communications and Multimedia
Commission as established under section 4 of the
Malaysian Communications and Multimedia
Commission Act 1998 [Act 589]

Communications

“CD”, which is any data relating to—

(a) a communication by means of a
Communications System, generated by the
Communications System that formed a part in
the chain of communications, indicating
amongst others, the origin, destination,
geolocation, route, time, date, size, duration or
type of underlying service, of the

Data communication;

(b) a subscriber of communications services and
use of the communications services and the
related products, services and applications by
the subscriber; and

(c) other data relating to communications

CMA 1998 Communications and Multimedia Act 1998 [Act 588]
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Communications
System

any device or a group of interconnected or related
devices, or one or more networks, used in the
provision of network service or applications service

Disclosure
Notice

a written notice issued by an Authorized Officer
pursuant to section 61 of the ONSA, to a person in
control of a Communications System, requiring the
said person to disclose identified stored CD in the
manner as specified in the written notice, where such
data is reasonably required for the purposes of an
investigation under the ONSA

Entity

a person who is in control of the Communications
System which includes a person that provides,
operates or supports a Communications System, or
service that generates or stores CD notwithstanding
whether the person is licensed or otherwise under
the CMA 1998

Extension
Notice

a written notice issued by an Authorized Officer
pursuant to section 60 of the ONSA to a person in
control of a Communications System, extending the
period for which the person is required to preserve
identified CD in accordance with an existing
Preservation Notice, where such extension is
reasonably required for the purposes of an
investigation and there remains a risk that the CD
may be destroyed or rendered inaccessible

Guidelines

Guidelines on Preservation of Communications Data
and Disclosure of Stored Communications Data
under the Online Safety Act 2025

ONSA

Online Safety Act 2025 [Act 866]

Preservation
Notice

a written notice issued by an Authorized Officer
pursuant to section 60 of the ONSA, to a person in
control of a Communications System, requiring the
person to preserve identified CD for the period and
in the manner as specified in the written notice,
where such data is reasonably required for the
purposes of an investigation and there is a risk that
the CD may be destroyed or rendered inaccessible.
This written notice includes an Extension Notice

©2026 MCMC. All rights reserved.
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INTRODUCTION

2. These Guidelines are issued by the Malaysian Communications and
Multimedia Commission ("Commission”) pursuant to subsection 80(1)
of the Online Safety Act 2025 [Act 866] ("ONSA"), which came into
force on 1 January 2026 for the purpose of facilitating the better
carrying out of the relevant provisions under the ONSA and ensuring
compliance therewith. These Guidelines are intended to provide
guidance to any person in control of a Communications System on the
preservation of CD and disclosure of stored CD pursuant to sections 60
and 61 of the ONSA.

3. The ONSA establishes the statutory framework governing online safety
investigations and enforcement actions therein, including the
Commission’s authority to require the preservation of CD or disclosure
of stored CD where reasonably required, for the purpose of
investigation of matters under the ONSA, including online harms.

4. Sections 60 and 61 of the ONSA impose obligations on persons in
control of a Communications System to comply with written notices
issued by an Authorized Officer, forming the operational mechanism
for implementing investigatory measures under the ONSA.

5. These Guidelines provide guidance on the implementation of the
statutory obligations under the ONSA relating to the preservation of
CD and the disclosure of stored CD by outlining the procedures,
expectations, and safeguards applicable to an Entity and Authorized
Officers.

6. In addition to guiding the Entity, these Guidelines also serve to inform
the public on circumstances and safeguards governing the
preservation of CD and disclosure of stored CD, which are exercised in
accordance with the ONSA, to ensure that such powers are carried out
lawfully, proportionately and solely for authorised investigative
purposes only.

PURPOSE AND SCOPE OF THE GUIDELINES
7. These Guidelines provide general guidance on the handling of CD in

respect of preservation of CD or disclosure of stored CD, for the
purposes of investigations under the ONSA.
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8. These Guidelines apply to all Entity that controls any Communications
System that generates, processes or stores CD.

9. These Guidelines outline general processes and safeguards that may

assist

an Entity and Authorized Officers when issuing, receiving and

complying with, the Preservation Notice or Disclosure Notice under the

ONSA

10. These Guidelines do not override any legal obligations set out in the

ONSA

or its subsidiary legislations. In the event of any inconsistency,

the provisions of written law shall prevail.

11. Communications Data

(a)

(b)

GENERAL

12. These
(a)
(b)

©2026 MCMC.

CD adopts the meaning set out in section 4 of the ONSA and
refers to metadata generated, processed or stored by
Communications System, excluding the actual content of
communications. It generally includes information relating to the
parties involved, the time, location and technical attributes of a
communication.

The term “communications data” may include categories such
as:

(i) subscriber and end-user information;
(i) service registration information;

(i) technical identifiers;

(iv) location information;

(v) communications metadata; and

(vi) temporal markers.

PRINCIPLES

Guidelines are guided by the following principles:
transparency, to ensure clarity of obligations and procedures;
proportionality, to ensure that the preservation of CD and

disclosure of stored CD is limited to what is reasonably required
for investigation;
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(o) integrity and privacy protection, to ensure that CD is
handled securely and with appropriate safeguards; and

(d) coordination, to support effective communication between
Authorized Officers and an Entity.

13. These principles may assist the Authorized Officers and Entity in
applying good practices when handling CD for the purposes of
preservation of CD or disclosure of stored CD.

PART A - PRESERVATION OF COMMUNICATIONS DATA

Preservation of Communications Data

14. This part describes the procedural requirement and obligations
applicable for preserving CD pursuant to section 60 of the ONSA.

15. An Entity receiving a Preservation Notice shall preserve the CD
specified therein for the purpose of an investigation under the ONSA.
The preservation of CD must be carried out strictly in accordance with
the requirements as stipulated in the Preservation Notice and these
Guidelines.

Issuance of a Preservation Notice

16. A Preservation Notice may be issued where the Authorized Officer is
satisfied that—

(a) the CD is reasonably required for the purposes of an
investigation; and

(b) there is a risk that the CD may be destroyed or rendered
inaccessible.

17. An Authorized Officer may record the grounds for issuing the
Preservation Notice for accountability and audit purposes.

18. A Preservation Notice issued under section 60 of the ONSA may
include, among others, the following information:

(a) details of the Authorized Officer issuing the Preservation Notice;
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(b)

(©)
(d)
(e)

(f)

details of the Entity in control of the Communications System
to whom the Preservation Notice is issued;

investigation reference details;
a description of the specific CD required to be preserved;

the period and manner of preservation as directed by the
Authorized Officer; and

any additional instructions as deemed necessary for
compliance.

19. A template for the Preservation Notice is included at Annexure A.

20. The Entity who received the Preservation Notice must promptly
acknowledge receipt of the same in the format and manner as specified
in such notice.

Duration and Extension of the Preservation Notices

Initial Preservation Period

21. A Preservation Notice must require the Entity to preserve the specified
CD for an initial period of ninety (90) days from the date of the notice.

Extension of Preservation Period

22. Where the preserved CD continues to be required for the investigation,
the Authorized Officer may issue a further Preservation Notice i.e. the
Extension Notice requiring the Entity to preserve the CD for an
additional specified period.

23. An Extension Notice may include the following:

(a)

(b)
(©)

be issued in writing before the expiry of the preservation
period;

refer to the initial Preservation Notice;

specify the extended period; and

©2026 MCMC. All rights reserved. Page 8 of 25



(d) set out any additional instructions, if necessary.

24. An Extension Notice may be issued more than once where justified by
the needs of the investigation, as specified by the Authorized Officer
issuing such notice.

Obligations upon Receipt of the Preservation Notice

25. The Entity must acknowledge the receipt of the Preservation Notice
and ensure that only personnel with the appropriate authorisation
handle the Preservation Notice and any related information.

26. Upon receiving the Preservation Notice, the Entity should take timely
steps to locate, secure and preserve the CD specified therein, for the
period in accordance with the requirements of the notice, specified in
the Preservation Notice.

27. If any part of the Preservation Notice appears unclear or requires
further understanding, the Entity is advised to reach out to the
Authorized Officer issuing the notice for clarification. The Entity must
not delay compliance to ensure accurate and lawful preservation.

28. The obligations upon receipt also applies to an Extension Notice.

Confidentiality Requirements

29. The existence and contents of a Preservation Notice, the procedure,
method, manner or any matter related to the preservation of CD shall
not be disclosed except with lawful authority. Failure to comply with
the same constitutes an offence under subsection 60(3) of the ONSA.

30. The confidentiality obligation also applies to an Extension Notice.

Safeguards Applicable to Preserved Data

31. This part explains the requirements applicable to the preserved CD as
set out in Form A to the Preservation Notice.
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Security, Integrity and Controlled Access

32. The Entity should implement appropriate technical and organisational
safeguards to protect the security, confidentiality and integrity of the
CD that is being preserved pursuant to a Preservation Notice.

33. Access to preserved CD should be limited to authorised personnel only,
with access activities logged and monitored as part of good security
practice.

34. Preserved CD should be stored securely to prevent unauthorised
alteration, deletion or disclosure during the preservation period.

Risk Management and Incident Reporting

35. The Entity should periodically assess any risks that may affect the
integrity or availability of the preserved CD and take appropriate steps
to address those risks.

36. Any vulnerabilities, system failures, or incidents that may compromise
the preservation of CD should be reported promptly, in writing, to the
Authorized Officer and, where the Authorized Officer is not from the
Commission, to the Commission.

Record-Keeping and Oversight

37. The Entity is encouraged to maintain clear audit trails and access logs
to demonstrate compliance with a Preservation Notice.

38. These records should be kept for the duration of the preservation
period and must be produced to the Authorized Officer and the
Commission (if the Authorized Officer is not from the Commission)
when requested.

39. The Authorized Officer and the Commission (if the Authorized Officer
is not from the Commission) may carry out reviews or inspections from
time to time to confirm that preservation requirements as set out in
the Preservation Notice are being adhered to.

©2026 MCMC. All rights reserved. Page 10 of 25



Inability to Comply

40. Where the Entity is unable to comply with the Preservation Notice

41.

either in full or in part, the Entity must notify the Authorized Officer
and the Commission (if the Authorized Officer is not from the
Commission) immediately in writing, stating:

(a) the reasons for non-compliance;

(b) the extent to which compliance is possible; and

(o) any remedial steps undertaken or proposed.

The Entity must cooperate fully with the Authorized Officer to facilitate
alternative arrangements where necessary.

PART B - DISCLOSURE OF STORED COMMUNICATIONS DATA

Disclosure of Stored Communications Data

42.

43.

This part sets out the procedural requirements and obligations
applicable to the disclosure of stored CD pursuant to section 61 of the
ONSA.

An Entity receiving a Disclosure Notice must disclose the stored CD as
specified therein for the purpose of an investigation under the ONSA.
The disclosure of stored CD must be carried out strictly in accordance
with the requirements as stipulated in the Disclosure Notice and these
Guidelines.

Issuance of a Disclosure Notice

44,

45,

A Disclosure Notice may be issued where the Authorized Officer is
satisfied that any CD is reasonably required for the purposes of an
investigation into an offence under the ONSA.

An Authorized Officer may record the grounds for issuing the
Disclosure Notice for accountability and audit purposes.
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46. A Disclosure Notice issued under section 61 of the ONSA may include,

47.

48.

among others, the following information:
(a) details of the Authorized Officer;

(b) details of the Entity in control of the Communications System
to whom the Disclosure Notice is issued;

(o) investigation reference details;
(d) a description of the stored CD required to be disclosed;

(e) the deadline and method of disclosure as directed by the
Authorized Officer; and

(f) any additional instructions as deemed necessary for
compliance.

A template for the Disclosure Notice is included at Annexure B.
The Entity who received such Disclosure Notice must promptly

acknowledge receipt of the same in the manner as specified in such
notice.

Obligations upon Receipt of the Disclosure Notice

49,

50.

51.

The Entity must acknowledge receipt of the Disclosure Notice in
accordance with the requirements of the notice and ensure that only
authorised personnel have access to the Disclosure Notice and any
related data.

The Entity must disclose the stored CD in the manner as specified in
the Disclosure Notice. Only the stored CD expressly requested is to be
disclosed.

If any part of the Disclosure Notice appears unclear or requires further
understanding, the Entity is advised to reach out to the Authorized
Officer for clarification. The Entity must not delay compliance to ensure
accurate and lawful disclosure in accordance with the Disclosure
Notice.
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Method of Disclosure

52. The disclosure of stored CD must be made through a secure and
verifiable channel as specified in the Disclosure Notice, which may
include:

(a) Secure File Transfer Protocol ("SFTP”);
(b)  encrypted physical media with secure handover; or

(c) any other secured method as specified by the Authorized
Officer.

53. The Entity must ensure that all disclosed stored CD is transmitted in
accordance with applicable information security requirements,
including encryption during transmission and controlled access.

54. The Entity must ensure complete traceability of the disclosure,
including documenting the personnel involved, the date and time of
extraction, and confirmation of successful delivery to the requesting
Authorized Officer.

Confidentiality Requirements

55. The Entity shall not disclose the existence or content of the Disclosure
Notice, the procedure, method, manner or any matter related to the
disclosure of CD except with lawful authority. Failure to comply with
the same constitutes an offence under subsection 61(3) of the ONSA.

Safeguards Applicable to Disclosed Data

56. This part explains the requirements applicable to the disclosure of
stored CD as set out in Form A to the Disclosure Notice.

Security, Integrity and Deletion of Disclosed Data
57. The Entity must implement appropriate technical and organisational

measures to ensure the security and integrity of disclosed stored CD
during extraction, handling and transmission.
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58.

59.

Where applicable, the Entity must conduct a risk assessment relating
to the disclosure of stored CD and implement necessary mitigation
measures. In this regard, the Commission may require the submission
of such assessment.

Disclosed CD must be securely deleted upon completion of its lawful
use unless otherwise directed by the Authorized Officer and the
Commission (if the Authorized Officer is not from the Commission).
Deletion must be irreversible and consistent with approved data
destruction standards.

Record-Keeping and Oversight

60.

61.

62.

63.

The Entity must maintain audit trails and access logs documenting all
actions taken in response to the Disclosure Notice, including
extraction, handling, transmission and deletion of disclosed stored CD.

These records must be retained as required and made available to the
Authorized Officer and the Commission (if the Authorized Officer is not
from the Commission) upon request.

The Authorized Officer and the Commission (if the Authorized Officer
is not from the Commission) may conduct reviews or inspections to
verify compliance with the disclosure requirements.

Any vulnerabilities, system failures or incidents, in whole or in part,
with a Disclosure Notice that may compromise the disclosure of CD
should be reported promptly, in writing, to the Authorized Officer and
the Commission (if the Authorized Officer is not from the Commission).

Inability to Comply

64.

Where the Entity is unable to comply with the Disclosure Notice either
in full or in part, the Entity must notify the Authorized Officer and the
Commission (if the Authorized Officer is not from the Commission)
immediately in writing, stating:

(a) the reasons for non-compliance;

(b) the extent to which compliance is possible; and
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65.

(c) any remedial steps undertaken or proposed.

The Entity must cooperate fully with the Authorized Officer to facilitate
alternative arrangements where necessary.

PART C - GENERAL MATTERS

Compliance and Offences

66.

67.

According to subsections 60(2) and 61(2) of the ONSA, the Entity to
whom the Preservation Notice or Disclosure Notice is given, is required
to comply with all instructions stated in the notice, including:

(a) preserving the CD or disclosing the stored CD in accordance
with the manner as specified in the Preservation Notice and the
Disclosure Notice respectively; and

(b) maintaining the confidentiality of the Preservation Notice and
the Disclosure Notice, including the existence and contents of
the said notice as well as the procedure, method, manner, or
any matter relating to the preservation of CD or disclosure of
stored CD, unless disclosure is lawfully authorised.

Pursuant to subsections 60(3) and 61(3) of the ONSA, any Entity who
contravenes subsections 60(2) or 61(2) of the ONSA commits an
offence and shall, on conviction, be liable to:

(a) a fine not exceeding RM1,000,000; and

(b) a further fine not exceeding RM100,000 for every day or part
of a day during which the offence continues after conviction.

Communication Channels and Complaints

68.

The Entity should ensure that communication channels with the
Authorized Officer and the Commission remain functional, traceable
and staffed by personnel who can respond promptly to compliance-
related requests.
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69. The Entity should maintain a dedicated compliance contact point to
handle urgent queries, technical clarifications or escalations relating to
the required preservation or disclosure.

70. Any complaints or grievances relating to the issuance, scope,
execution or handling of a Preservation Notice or Disclosure Notice may
be submitted to the Authorized Officer and the Commission (if the
Authorized Officer is not from the Commission). Complaints must
contain sufficient details to enable meaningful assessment.

71. The submission of a complaint does not suspend or defer the Entity’s
statutory obligation to comply with a Preservation Notice or Disclosure
Notice unless expressly indicated otherwise by the Commission.

Review and Amendments
72. The Commission may revise these Guidelines from time to time as
deemed necessary. The Entity is encouraged to refer to the latest

published version and ensure that their internal processes are updated
accordingly when amendments take effect.
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ANNEXURE A: PRESERVATION NOTICE FOR COMMUNICATIONS
DATA

To s
ALtention 1
Date T

Pursuant to subsection 60(1) of the Online Safety Act 2025 [Act 866],
............................................................ ("the Entity”) is hereby directed to
preserve the communications data specified in paragraph 3 below for a
period specified in paragraph 4 below.

The preservation of the communications data herein is required to support
an investigation under the Online Safety Act 2025 [Act 866] or its subsidiary
legislation.

1. Contact details of authorized ofﬂcer
()  NAME
(b) Designation / Department ............................................................
(c) Contact Number e e r e e e pr e e e e e e nareas
(d) Email Address e e r e e e pr e e e e e e nareas
(e) Correspondence Address e

2. Investigation reference details
(a) Complaint number/Report Number/Investigation paper
number @ ...

(b) Alleged Offence e e e e

(c) Date and time of alleged offence e .

(d) Known identifiers (if any)
(i) National registration identity card/passport number:
(ii) Relevant tlmeframe(s) ......................................................
(iii) Data necessary to identify the relevant account(s):

(This may include account number(s), account name(s),
username(s), Mobile Station International Subscriber
Directory Number (MSISDN), telephone number(s),
Internet Protocol (IP) address(es), device identifier(s),
International Mobile Equipment Identity (IMEI), and
International Mobile Subscriber Identity (IMSI).)

(iv) Any other details: ..o
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Description of the communications data to be preserved

(state the category and type of the communications data required to
be preserved in accordance with the notice and if required, further
details in respect of the same for clarity).

Preservation period

(a) From @ ., (start date)

(b) To e —————— (end date i.e. 90 days from the start
date)

Notwithstanding the period stated above, the preservation may be
extended for a further specified period which shall be duly notified to
the Entity by way of issuance of a written notice.

The preservation of communications data herein shall be carried out
in accordance with this written notice and the safeguards, conditions
and obligations as specified in Form A to this written notice.

This written notice and its content are strictly confidential. The
existence of this written notice, including the procedure, method,
manner or any matter related to the preservation of the specified
communications data shall not be disclosed without lawful authority.

Failure to comply with this written notice, or with the confidentiality
requirement in paragraph 6, constitutes an offence under subsection
60(3) of the Online Safety Act 2025 [Act 866] and, upon conviction,
shall be liable to a fine not exceeding one million ringgit and to a
further fine not exceeding one hundred thousand ringgit for each day
or part thereof during which the offence continues after conviction.

Acknowledgement

Name:

Authorized Officer Recipient of the Written Notice

Name:

Designation: Designation:

Date:

Date:

By signing, the Entity acknowledges receipt of this written notice and
confirms its understanding regarding the contents of the same including
the safeguard, conditions, obligations, confidentiality requirements and the
need to adhere to the written notice.
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FORM A
Requirements Applicable to the Preserved Communications Data

Security, Integrity and Controlled Access

(a) The Entity must implement appropriate technical and
organisational safeguards to ensure the security, confidentiality
and integrity of the communications data preserved pursuant to
this written notice.

(b) Access to the preserved communications data must be restricted
to authorised personnel only, and all access activities must be
logged and monitored.

(c) The preserved communications data shall be stored in a manner
that prevents unauthorised alteration, deletion or disclosure
during the preservation period.

Risk Management and Safeguards

(a) The Entity shall assess any potential risks to the integrity or
availability of the preserved communications data and where
necessary, implement appropriate mitigation measures.

(b) Any identified vulnerabilities or incidents related to the preserved
communications data must be promptly reported to the
requesting authority and the Commission (if the Authorized
Officer is not from the Commission) in accordance with applicable
incident reporting protocols.

(c) In cases where the Entity is unable to comply with the
preservation obligations in full, the Entity shall notify the
requesting authority and the Commission (if the Authorized
Officer is not from the Commission) immediately in writing,
stating the reasons and any remedial steps taken.

Oversight and Record-Keeping

(a) The Entity shall maintain comprehensive audit trails and access
logs to demonstrate compliance with this written notice.

(b) These records must be retained for the duration of the
preservation period and made available to the requesting
authority and the Commission (if the Authorized Officer is not from
the Commission) upon request.
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(c) The requesting authority and the Commission (if the Authorized
Officer is not from the Commission) reserves the right to conduct
compliance reviews or inspections to verify adherence to the
requirements set out in this written notice.

4. Standard Operating Procedures

(a) The preservation processes shall be undertaken in accordance
with the standard operating procedures ("SOP”) issued by the
Commission.

(b) The SOP will provide further guidance on the handling,
coordination and preservation of the communications data.
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ANNEXURE B: DISCLOSURE NOTICE OF STORED
COMMUNICATIONS DATA

To e
Attention 1 o
Date e
Reference NO.: ..o

Pursuant to subsection 61(1) of the Online Safety Act 2025 [Act 866],
............................................................ (“the Entity”) is hereby directed to
disclose the stored communications data specified in paragraph 3 below.

The disclosure of the stored communications data herein is required to
support an investigation of an offence under the Online Safety Act 2025
[Act 866] or its subsidiary legislation.

1. Contact details of authorized officer
(a) Name L e e reaaaaaaaaaaaaeaaaaas

(b) Designation / Department e —————————————aaa
(c) Contact Number e e r e e e pr e e e e e e nareas
(d) Email Address e e r e e e pr e e e e e e nareas
(e) Correspondence Address ettt e e e et e e e e e e ea——— e e e e aaaaa———aas

2. Investigation reference details
(a) Complaint number, Report Number or Investigation paper

number : ...
(b) Alleged Offence e ———————
(c) Date and time of alleged offence e —————

(d) Known identifiers (if any)
() National registration identity card/Passport number:
(ii)  Relevant timeframe(S): ..o
(iiif) Data necessary to identify the relevant account(s):

(This may include account number(s), account name(s),
username(s), Mobile Station International Subscriber
Directory Number (MSISDN), telephone number(s),
Internet Protocol (IP) address(es), device identifier(s),
International Mobile Equipment Identity (IMEI), and
International Mobile Subscriber Identity (IMSI).)

(iv) Any other details: ......ccoceeiiiiii
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3. Description of the stored communications data to be disclosed

(state the category and type of the stored communications data
required to be disclosed in accordance with the notice and if required,
further details in respect of the same for clarity)

4, Method of disclosure of the stored communications data

(a) The disclosure of the stored communications data shall be
made through secured and verifiable channel, as follows—
(i) secure file transfer protocol (SFTP);
(i)  encrypted physical media; or
(iii) other secured method ........cccocevnieeennen. (to specify the
method)

(b) The disclosure of the stored communications data shall comply
with the Malaysian Communications and Multimedia
Commission (“"Commission”)’s requirements for secure data
handling and traceability.

5. The stored communications data specified in paragraph 3 above
shall be disclosed to the authorized officer on or before
................................. (to state the timeline).

6. The disclosure of the stored communications data herein shall be
carried out in accordance with this written notice and the
safeguards, conditions and obligations as specified in Form A to
this written notice.

7. This written notice and its content are strictly confidential. The
existence of this written notice, including the procedure, method,
manner or any matter related to the disclosure of the specified
communications data shall not be disclosed without lawful
authority.

8. Failure to comply with this written notice, or with the
confidentiality requirement in paragraph 6, constitutes an offence
under subsection 61(3) of the Online Safety Act 2025 [Act 866]
and, upon conviction, shall be liable to a fine not exceeding one
million ringgit and to a further fine not exceeding one hundred
thousand ringgit for each day or part thereof during which the
offence continues after conviction.
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Acknowledgement

Authorized Officer Recipient of the Written Notice
Name: Name:
Designation: Designation:
Date: Date:

By signing, the Entity acknowledges receipt of this written notice and
confirms its understanding regarding the contents of the same, including
the conditions, obligations and confidentiality requirements and the need
to adhere to the written notice.
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FORM A
Requirements Applicable to the Disclosure of Stored Communications Data

1. Security, Integrity and Deletion

(a) The Entity must implement appropriate technical and
organisational safeguards to ensure the security,
confidentiality and integrity of the stored communications data
that are required to be disclosed during the transmission and
storage.

(b) A risk assessment relating to the disclosure of the stored
communications data must be conducted (as the case may be)
and a mitigation plan is to be submitted to the requesting
authority and the Commission (if the Authorized Officer is not
from the Commission) upon request.

(c) Disclosed stored communications data must be securely
deleted upon completion of its lawful use, unless directed
otherwise by the requesting authority and the Commission (if
the Authorized Officer is not from the Commission).

2. Oversight and Compliance

(a) The Entity shall maintain comprehensive audit trails and logs
to demonstrate compliance with the requirements of this
written notice.

(b) The records must be retained for inspection and made
available to the requesting authority and the Commission (if
the Authorized Officer is not from the Commission) upon
request.

(c) The requesting authority and the Commission (if the
Authorized Officer is not from the Commission) may conduct
compliance audits or request further clarifications where
necessary.

(d) Any identified vulnerabilities or incidents related to the
disclosed communications data must be promptly reported to
the requesting authority and the Commission (if the
Authorized Officer is not from the Commission) in accordance
with applicable incident reporting protocols.
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3. Standard Operating Procedures

(a) The disclosure processes shall be undertaken in accordance
with the standard operating procedures (*SOP”) issued by the
Commission.

(b) The SOP will provide further guidance on the handling,

coordination and security of the disclosure of the stored
communications data.
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