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1. INTERPRETATION 
 

For the purpose of this Child Protection Code, unless the context otherwise 

requires, 

 

(a) any terms used in this Child Protection Code shall have the same meaning as 

provided for in the Online Safety Act 2025 [Act 866] (“ONSA 2025”); 

 

(b) words in the singular include plural and vice versa; and 

 

(c) the following terms used in this Child Protection Code shall have the stated 

meaning: 

 

“child user” means a user identified to be a child as defined under 

ONSA 2025; 

 

“Commission” means the Malaysian Communications and Multimedia 

Commission established under section 4 of the 

Malaysian Communications and Multimedia Commission 

Act 1998 [Act 589]; 

 

“Licensed Service 

Provider” 

means a licensed applications service provider or a 

licensed content applications service provider; 

 

“Online Safety Plan” means the Online Safety Plan prepared by a Licensed 

Service Provider pursuant to section 20 of the ONSA 

2025; 

 

“parent” means the parent or guardian of a child user;  

 

“service” means an applications service or content applications 

service provided by a Licensed Service Provider; and 

 

“this Code” means this Child Protection Code issued by the 

Commission under section 80 of the ONSA 2025, read 

together with section 18 of the ONSA 2025. 
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2. OBJECTIVE AND SCOPE OF THIS CODE 

 
2.1. The objective of the ONSA 2025 is to enhance and promote online 

safety in Malaysia by regulating harmful content and providing for 

duties and obligations of applications service providers, content 

applications service providers and network service providers. 

 

2.2. This Code is issued by the Commission under section 80 of the ONSA 

2025 to specify the measures that the Licensed Service Providers, in 

particular providers of: 

 

2.2.1. any applications service which utilizes internet access service 

that enables communications between users; and 

 

2.2.2. any content applications service which utilizes internet access 

service to provide content;  

 

shall implement to ensure the safe use of their services by a child 

user, in compliance with the Licensed Service Providers’ duty under 

section 18 of the ONSA 2025. 

 

2.3. Notwithstanding paragraph 2.2 of this Code, as stipulated under 

subsection 18(2) of  the ONSA 2025, the Licensed Service Providers 

may implement any alternative measures other than the measures 

specified in this Code if the Licensed Service Providers prove to the 

satisfaction of the Commission that the alternative measures will 

better ensure the safe use of the services by child users. 

 

2.4. The contents of this Code are to support and complement other duties 

of the Licensed Service Providers as provided under Part III of the 

ONSA 2025. 

 

2.5. For the purposes of this Code, the term “harmful content” refers to 

the contents specified in the First Schedule of the ONSA 2025, which 

are as follows: 

 

2.5.1. Content on child sexual abuse material as provided for under 

section 4 of the Sexual Offences against Children Act 2017 

[Act 792]; 

 

2.5.2. Content on financial fraud; 
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2.5.3. Obscene content including content that may give rise to a 

feeling of disgust due to lewd portrayal which may offend a 

person’s manner on decency and modesty; 

 

2.5.4. Indecent content including content which is profane in nature, 

improper and against generally accepted behaviour or 

culture; 

 

2.5.5. Content that may cause harassment, distress, fear or alarm 

by way of threatening, abusive or insulting words or 

communication or act; 

 

2.5.6. Content that may incite violence or terrorism; 

 

2.5.7. Content that may induce a child to cause harm to himself; 

 

2.5.8. Content that may promote feelings of ill-will or hostility 

amongst the public at large or may disturb public tranquillity; 

and 

 

2.5.9. Content that promotes the use or sale of dangerous drugs. 

 

2.6. In accordance with subsection 18(3) of the ONSA 2025, the measures 

implemented to ensure the safe use of the services by child users 

shall include measures to ensure safe design and operation of the 

service that is, in the opinion of the Licensed Service Providers, likely 

to be accessed by child users: 

 

2.6.1. to prevent access of a user identified to be a child to a content 

suspected to be a harmful content;  

 

2.6.2. to limit the ability of a user identified to be an adult from 

communicating with a user identified to be a child;  

 

2.6.3. to limit features that increase, sustain or extend the use of 

the services by a user identified to be a child;  

 

2.6.4. to prevent a user identified to be an adult from viewing the 

personal information of a user identified to be a child that is 

available on the services; and  

 

2.6.5. to control personalized recommendation systems suitable for 

child users.  
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3. AGE VERIFICATION 
  

3.1. The Licensed Service Providers offering a social media service that 

is likely to be accessed by child users shall implement effective age 

verification measures to ensure that only users whose ages have 

been identified as sixteen (16) years and above, are permitted to: 

 

3.1.1. register for the service; and 

 

3.1.2. access any feature of the service that is appropriate for 

their age. 

 

3.2. In implementing effective age verification measures, Licensed 

Service Providers are required to verify users’ age based on:  

 

3.2.1. records issued by the Government of Malaysia such as 

National Registration Identity Card (NRIC), passport, birth 

certificate and/or any other relevant documents recognised 

by the Government of Malaysia; or 

 

3.2.2. equivalent records issued or recognised by a competent 

authority in another jurisdiction.   

 

3.3. The Licensed Service Providers shall ensure that its age verification 

measures are designed with due regard to the privacy of child 

users, and that all personal data collected and processed for the 

purpose of age verification are collected and processed in 

accordance with the rights of child users in relation to their personal 

data, including as provided in the Personal Data Protection Act 2010 

[Act 709]. The personal data collected and processed, for the 

purpose of age verification measures, shall: 

 

3.3.1. be adequate, relevant and limited to what is necessary 

(data minimisation) for the age verification process; and 

 

3.3.2. not be kept longer than necessary for the age verification 

process. 

 

4. CONTENT MODERATION  
 

4.1. The Licensed Service Providers shall implement measures to mitigate 

the risk of child users from encountering harmful content. 
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4.2. For the purpose of paragraph 4.1 of this Code, the Licensed Service 

Providers shall: 

 

4.2.1. establish clear and robust systems for the detection and 

removal of harmful content from being accessed by child 

users; 

 

4.2.2. provide clear and accessible reporting mechanisms for child 

users and parents to make a report to the Licensed Service 

Providers regarding any content that they believe is a harmful 

content; 

 

4.2.3. ensure that the procedures for reporting of harmful content 

are accessible and comprehensible to child users;  

 

4.2.4. take proportionate steps to prevent repeated exposure of 

child user to harmful content that has been reported or 

removed; and 

 

4.2.5. respond promptly and effectively to any request made by the 

Commission or any other enforcement agency for the removal 

of harmful content affecting child users. 

 

5. PARENTAL CONTROLS 
 

5.1. The Licensed Service Providers shall make available parental control 

features that enable parents to monitor and manage the online 

activities of child users, including the ability to adjust settings and 

limits in line with the child’s age, development and evolving capacity.  

 

5.2. The Licensed Service Providers shall ensure all parental control tools 

and settings are clear, user-friendly, easily accessible and shall review 

and enhance such tools and settings where necessary to remain 

effective in safeguarding the use of their services by child users. 

 

6. PRIVACY AND SAFETY SETTINGS 
 

6.1. The Licensed Service Providers shall make available privacy and 

safety settings to ensure safe use of their services by child users. 

 

6.2. For the purpose of paragraph 6.1 of this Code, the Licensed Service 

Providers shall: 
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6.2.1. ensure privacy and safety settings for child users are age-

appropriate and/or set to the highest level by default; 

 

6.2.2. ensure the availability of tools and settings to enable child 

users, with the guidance of a parent, to control the public 

visibility of their personal information; 

 

6.2.3. limit direct communication features to restrict or prohibit an 

adult user who is not known or connected to a child user from 

communicating with said child user; 

 

6.2.4. ensure child users are not exposed to manipulative design 

features that encourage compulsive or prolonged use of the 

service, or manipulate the decisions of child users in using 

the service;  

 

6.2.5. review and update privacy and safety settings at risk-based 

intervals to ensure their continued effectiveness in 

safeguarding child users; and  

 

6.2.6. provide clear and easily accessible guidance and information 

on the use of privacy and safety settings. 

 

7. SEARCH AND RECOMMENDATION SYSTEMS 
 

7.1. The Licensed Service Providers shall ensure that search and 

recommendation systems on their services are suitable and 

appropriate for child users. 

 

7.2. For the purpose of paragraph 7.1 of this Code, the Licensed Service 

Providers shall take proportionate steps to: 

 

7.2.1. ensure that safe search functions are activated by default for 

child users and harmful content is filtered from search 

results; 

 

7.2.2. ensure that personalised recommendation systems are 

designed and operated in a manner that does not expose child 

users to harmful content; 

 

7.2.3. provide child users and parents with clear and accessible 

options to manage personalised recommendation systems; 

and 
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7.2.4. ensure that the design and operation of algorithms used in 

search and personalised recommendation systems do not 

display, promote, or recommend harmful content to child 

users. 

 

8. SERVICE PROVIDER ACCOUNTABILITY 
 

8.1. Pursuant to section 20 of the ONSA 2025, the Licensed Service 

Providers shall prepare an Online Safety Plan on their compliance with 

the duties under Part III of the ONSA 2025, including the duty to 

protect online safety of child users under section 18 of the ONSA 

2025. 

 

8.2. The Online Safety Plan is to be prepared within the period and in such 

form as prescribed by the regulations made pursuant to section 81 of 

the ONSA 2025. The information contained in the Online Safety Plan 

shall also be as prescribed in the said regulations. 

 

8.3. Insofar as compliance with the duty under section 18 of the ONSA 

2025 is concerned, the information that is to be addressed in the 

Online Safety Plan shall: 

 

8.3.1. demonstrate that the Licensed Service Providers have 

implemented the measures specified in this Code to ensure 

safe use of their services by child users; and  

 

8.3.2. where the Licensed Service Providers have implemented any 

alternative measures other than the measures specified in 

this Code, provide the justification to the satisfaction of the 

Commission that the alternative measures will be better to 

ensure the safe use of its services by child users. 

 

9. REVIEW OF THIS CODE 

 
9.1. The Commission may revoke, vary, revise or amend the whole or any 

part of this Code from time to time, whenever necessary. 


