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1. INTERPRETATION 
 

For the purpose of this Risk Mitigation Code, unless the context otherwise requires, 

 

(a) any terms used in this Risk Mitigation Code shall have the same meaning 

as provided for in the Online Safety Act 2025 [Act 866] (“ONSA 2025”); 

 

(b) words in the singular include plural and vice versa; and  

 

(c) the following terms used in this Risk Mitigation Code shall have the stated 

meaning: 

 

“child user” means a user identified to be a child as defined under 

ONSA 2025; 

 

“Commission” 

 

means the Malaysian Communications and Multimedia 

Commission established under section 4 of the Malaysian 

Communications and Multimedia Commission Act 1998 

[Act 589]; 

 

“Licensed Service 

Provider” 

means a licensed applications service provider or a 

licensed content applications service provider; 

 

“Online Safety 

Plan” 

means the Online Safety Plan prepared by a Licensed 

Service Provider pursuant to section 20 of the ONSA 2025; 

 

“service” means an applications service or a content applications 

service provided by a Licensed Service Provider; and 

 

“this Code”  means this Risk Mitigation Code issued by the Commission 

under section 80 of the ONSA 2025, read together with 

section 13 of the ONSA 2025. 
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2. OBJECTIVE AND SCOPE OF THIS CODE 
 

2.1. The objective of the ONSA 2025 is to enhance and promote online 

safety in Malaysia by regulating harmful content and providing for 

duties and obligations of the applications service providers, content 

applications service providers and network service providers. 

 
2.2. This Code is issued by the Commission under section 80 of the ONSA 

2025 to specify the measures that the Licensed Service Providers, in 

particular providers of: 
 

2.2.1. any applications service which utilizes internet access service 

that enables communications between users; and 

 

2.2.2. any content applications service which utilizes internet access 

service to provide content; 

 

shall implement to mitigate the risk of users being exposed to harmful 

content, in compliance with the Licensed Service Providers’ duty 

under section 13 of the ONSA 2025. 

 

2.3. Notwithstanding paragraph 2.2 of this Code, as stipulated under 

subsection 13(2) of the ONSA 2025, the Licensed Service Providers 

may implement any alternative measures other than the measures 

specified in this Code if the Licensed Service Providers prove to the 

satisfaction of the Commission that the alternative measures will 

better mitigate the risk of users being exposed to harmful content.  

 

2.4. In accordance with subsection 13(3) of the ONSA 2025, the measures 

implemented by the Licensed Service Providers under section 13 of 

the ONSA 2025 shall not unreasonably or disproportionately limit a 

user’s expression. 

 

2.5. The contents of this Code are to support and complement other duties 

of the Licensed Service Providers as provided under Part III of the 

ONSA 2025. 

 

2.6. For the purposes of this Code, the term “harmful content” refers to 

the contents specified in the First Schedule of the ONSA 2025, which 

are as follows: 

 

2.6.1. Content on child sexual abuse material as provided for under 

section 4 of the Sexual Offences against Children Act 2017 

[Act 792]; 
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2.6.2. Content on financial fraud; 

 

2.6.3. Obscene content including content that may give rise to a 

feeling of disgust due to lewd portrayal which may offend a 

person’s manner on decency and modesty; 

 

2.6.4. Indecent content including content which is profane in nature, 

improper and against generally accepted behaviour or 

culture; 

 

2.6.5. Content that may cause harassment, distress, fear or alarm 

by way of threatening, abusive or insulting words or 

communication or act; 

 

2.6.6. Content that may incite violence or terrorism; 

 

2.6.7. Content that may induce a child to cause harm to himself; 

 

2.6.8. Content that may promote feelings of ill-will or hostility 

amongst the public at large or may disturb public tranquillity; 

and 

 

2.6.9. Content that promotes the use or sale of dangerous drugs. 

 

2.7. The measures specified in this Code are divided into two (2) parts: 

 

2.7.1. Part 1: Risk Assessment; and 

 

2.7.2. Part 2: Risk Mitigation. 

 

3. PART 1: RISK ASSESSMENT 
 

3.1. For the purpose of implementing the measures to mitigate the risk of 

users being exposed to harmful content, this Code requires the 

Licensed Service Providers to conduct suitable and sufficient harmful 

content risk assessment of their services.  

 

3.2. In carrying out the harmful content risk assessment, the Licensed 

Service Providers shall have regard to the following characteristics of 

their services: 

 

3.2.1. demographics of users in Malaysia; 

 

3.2.2. service design, features and functionality that may contribute 

to the risk of users being exposed to harmful content;  
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3.2.3. trends, including emerging trends, in respect of online 

behaviour and associated threats that may contribute to the 

risk of users being exposed to harmful content; 

 

3.2.4. utilisation of the platform in situations of heightened risk, 

including but not limited to, national crises or disasters and 

state and federal electoral periods; and 

 

3.2.5. such other characteristics of the service as may be necessary 

from time to time, as decided by the Commission. 

 

3.3. In circumstances where the service or any part of the service is likely 

to be accessed by child users, the Licensed Service Providers shall 

have regard to the following characteristics of the service in 

conducting harmful content risk assessment: 

 

3.3.1. demographics of child users in Malaysia, taking into account 

the developmental stages and vulnerabilities of child users; 

 

3.3.2. service design, features and functionality that may contribute 

to the risk of child users being exposed to harmful content;  

 

3.3.3. trends, including emerging trends, in respect of online 

behaviour and associated threats that may contribute to the 

risk of child users being exposed to harmful content; and 

 

3.3.4. such other characteristics of the service targeted to child 

users as may be necessary from time to time, as decided by 

the Commission.  

 

3.4. For the purpose of carrying out the harmful content risk assessment 

of the service, the Licensed Service Providers shall: 

 

3.4.1. ensure that there is a skilled and qualified risk assessment 

team established that is conducting harmful content risk 

assessment of the service; 

 

3.4.2. ensure that where the service or any part of the service is 

likely to be accessed by child users, the risk assessment team 

includes expertise on child online safety; 

 

3.4.3. review and update the harmful content risk assessment 

annually, to ensure that it remains up to date, suitable and 

sufficient for the purpose of implementing measures to 

mitigate the risk of users being exposed to harmful content; 
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3.4.4. prepare and maintain a written record, in a clear and readily 

comprehensible form of all harmful content risk assessment 

conducted, including the methodologies applied and the 

findings and outcomes of each assessment; and 

 

3.4.5. ensure that all personal data collected and processed for the 

purpose of harmful content risk assessment are collected and 

processed with due regard to the privacy of users and the 

rights of users to their personal data, in accordance with the 

Personal Data Protection Act 2010 [Act 709]. 

 

3.5. A Licensed Service Provider may conduct harmful content risk 

assessment by reference to recognised or established risk 

assessment frameworks, subject to the fulfilment of the requirements 

set out under Part 1: Risk Assessment of this Code. 

 

4. PART 2: RISK MITIGATION 
 

4.1. Based on the findings of the harmful content risk assessment 

conducted by the Licensed Service Providers in accordance with Part 

1 of this Code, the Licensed Service Providers shall implement 

proportionate and effective measures to mitigate the risk of users 

being exposed to harmful content. 

 

4.2. Pursuant to paragraph 4.1 of this Code, the measures to be 

implemented by the Licensed Service Providers to mitigate the risk 

of users being exposed to harmful content shall include: 

 

4.2.1. Content Management and Moderation  

 

(a) Establish systems, mechanisms and procedures, 

including related timelines for the reporting of harmful 

content. For the avoidance of doubt, such systems, 

mechanisms and procedures must be established with 

due regard to section 16 and Part IV of the ONSA 2025. 

 

(b) Establish systems, mechanisms and procedures for the 

timely identification, assessment and removal of harmful 

content. For the avoidance of doubt, such systems, 

processes and mechanisms must be established with 

due regard to section 19 and Part IV of the ONSA 2025. 
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(c) Implement policies to address users who communicate 

harmful content. This may include, but is not limited to, 

warning, reprimanding, restricting, suspending and/or 

terminating user accounts that repeatedly communicate 

harmful content. 

 

(d) Ensure all tools, settings and guidelines provided to 

users in relation to paragraph 4.2.1 of this Code are 

easily accessible and user-friendly. 

 

(e) Review and update measures in paragraph 4.2.1 of this 

Code at risk-based intervals in order to ensure their 

continued effectiveness in mitigating the risk of users 

being exposed to harmful content. 

 

4.2.2. User Empowerment and Controls 

 

(a) Provide tools and settings that enable users to manage 

their online safety, including but not limited to tools and 

settings to filter search and recommendation outputs 

and to control their account engagements and 

interactions. 

 

(b) Implement education and awareness-raising measures 

to enable users to minimise exposure to harmful 

content. 

 

(c) Ensure anonymity and confidentiality for users who 

report harmful content, in order to facilitate safe and 

trusted use of reporting mechanisms, including ensuring 

user privacy is respected while providing necessary 

evidence of an offence to law enforcement agencies, 

including the Commission. 

 

(d) Ensure all tools, settings and guidelines provided to 

users in relation to paragraph 4.2.2 of this Code are 

easily accessible and user-friendly. 

 

(e) Review and update measures in paragraph 4.2.2 of this 

Code at risk-based intervals in order to ensure their 

continued effectiveness in mitigating the risk of users 

being exposed to harmful content. 
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(f) For the avoidance of doubt, implement the above 

measures with due regard to section 15 of the ONSA 

2025.  

 

4.2.3. Online Safety of Child User 

 

Measures to ensure safe use of the service by child users are 

as specified in the code issued by the Commission pursuant 

to section 80 of the ONSA 2025, in relation to the duty to 

protect online safety of child users under section 18 of the 

ONSA 2025. 

 

4.2.4. Safe Design of the Service 

 

(a) Implement measures that ensure content can only be 

communicated on the service by a registered user. 

 

(b) Ensure that paid-for advertisements for the sales of 

goods and/or services are only permitted on the service 

if they are from advertisers or users (as the case may 

be) who are verified against Government-issued 

records.  

 

(i) For the purposes of this paragraph 4.2.4.(b), 

“Government-issued records” means 

registration or identity records issued or 

maintained by a government authority in 

Malaysia for the purpose of verifying legal 

existence or personal identity. 

 

(ii) In relation to organisations, Government-issued 

records include certification of incorporation, 

certificate of registration, any other documents 

relating to the incorporation or registration of 

the organisation, and/or any other documents 

recognised by the Government of Malaysia. 

 

(iii) In relation to individuals, Government-issued 

records include identification documents, 

including National Registration Identity Card 

(NRIC), passport, work permit and/or any other 

documents recognised by the Government of 

Malaysia. 
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(iv) Where verification against Government-issued 

records is not feasible, verification may be 

carried out using equivalent records issued or 

recognised by a competent authority in another 

jurisdiction. 

 

(v) Advertiser verification measures may be 

implemented through the Licensed Service 

Provider’s own systems or suitably qualified 

third-party solutions subject to compliance with 

the relevant data protection and privacy laws. 

 

(c) Test and adapt the service’s algorithmic systems, 

including their recommendation systems, to mitigate 

against the risk of users being exposed to harmful 

content. 

 

(d) Ensure that generated or manipulated images, audio or 

video that closely resemble real persons, objects, 

places, entities or events and are likely to falsely appear 

authentic or truthful to a person, are clearly 

distinguishable through prominent labels or markings 

when presented on the service’s online interface. Where 

such content is to be identified through disclosures or 

reports by users or advertisers, the Licensed Service 

Provider shall provide accessible functionalities and 

guidance to support such disclosures or reports. 

 

(e) Evaluate all new service design, features and 

functionality that are likely to cause the risk of users 

being exposed to harmful content in order to ensure that 

such risk has been mitigated prior to deployment. 

 

4.2.5. Safety Policies of the Service 

 

(a) Develop user-safety policies, community standards, 

community guidelines and/or terms of service, and 

ensure that the same are fairly and consistently 

implemented and enforced to mitigate the risk of users 

being exposed to harmful content. 
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(b) Adapt existing user-safety policies, community 

standards, community guidelines and/or terms of 

service, together with their implementation and 

enforcement, as necessary, to mitigate the risk of users 

being exposed to harmful content. 

 

(c) Ensure that the guidelines issued by the Licensed 

Service Providers include a description of the measures 

implemented by the Licensed Service Providers under 

section 13 of the ONSA 2025, in accordance with section 

14 of the ONSA 2025. 

 

(d) Ensure that user-safety policies, community standards, 

community guidelines and/or terms of service are 

visible, easily accessible, regularly updated and written 

in clear, user-friendly language. Users should also be 

periodically reminded of these materials and proactively 

notified of changes or updates through targeted in-

service communications. 

 

(e) In line with section 29 of the ONSA 2025, the Licensed 

Service Providers shall establish and maintain clear 

internal procedures for the submission of a report to the 

relevant enforcement agency.  

 

(f) The Licensed Service Providers shall collaborate with 

enforcement agencies, regulatory bodies, civil society 

organisations and other relevant stakeholders, including 

experts on child online safety and representatives of 

users with disabilities, for the purpose of enhancing 

online user safety. 

 

4.3. Notwithstanding the measures specified in paragraph 4.2 of this 

Code, the Licensed Service Providers may also implement other 

additional measures to mitigate the risk of users being exposed to 

harmful content. 

 

4.4. The Licensed Service Providers shall establish an internal assurance 

function to continuously monitor and evaluate the effectiveness of 

risk mitigation measures implemented pursuant to section 13 of the 

ONSA 2025. This function shall include regular reporting to the audit 

committee or governing body of the Licensed Service Providers. 
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5. SERVICE PROVIDER ACCOUNTABILITY 
 

5.1. Pursuant to section 20 of the ONSA 2025, the Licensed Service 

Providers shall prepare an Online Safety Plan on their compliance with 

the duties under Part III of the ONSA 2025, including the duty to 

implement measures for mitigating the risk of exposure to harmful 

content under section 13 of the ONSA 2025. 

 

5.2. The Online Safety Plan is to be prepared within the period and in such 

form as prescribed by the regulations made pursuant to section 81 of 

the ONSA 2025. The information contained in the Online Safety Plan 

shall also be as prescribed in the said regulations.  

 

5.3. Insofar as compliance with the duty under section 13 of the ONSA 

2025 is concerned, the information that is to be addressed in the 

Online Safety Plan shall: 

 

5.3.1. demonstrate that the Licensed Service Providers have 

implemented the measures specified in this Code to mitigate 

the risk of users being exposed to harmful content; and 

 

5.3.2. where the Licensed Service Providers have implemented any 

alternative measures other than the measures specified in 

this Code, provide the justification to the satisfaction of the 

Commission that the alternative measures will be better to 

mitigate the risk of users being exposed to harmful content. 

 

6. REVIEW OF THIS CODE 
 

6.1. The Commission may revoke, vary, revise or amend the whole or any 

part of this Code from time to time, whenever necessary. 

 

 


