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GLOSSARY 

 

Term Definition 

BOSE Basic Online Safety Expectations 

CMA 1998 Communications and Multimedia Act 1998  

Commission Malaysian Communications and Multimedia 
Commission 

DSA European Union Digital Services Act 

EECC European Electronic Communications Code 

EU European Union 

Licensed Service 

Providers 

Licensed applications service providers and 

licensed content applications service providers 

Ofcom The Office of Communications of United Kingdom 

ONSA Online Safety Act 2025 

UK United Kingdom 

User 

 

 

 

means –  

a user of the applications service provided by a 
licensed applications service provider; or  

a user of the content applications service provided 
by a licensed content applications service provider 

RES Relevant Electronic Service 
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PREFACE 

 

The Malaysian Communications and Multimedia Commission 

(“Commission”) is undertaking this Public Consultation to seek feedback 

on the proposed regulatory framework for prescribing other characteristics 

of a private messaging feature (“Regulatory Framework”) under the 

Online Safety Act 2025 (“ONSA”). 

ONSA, passed by Parliament on 6 May 2025 and gazetted on 22 May 2025, 

establishes a statutory framework to enhance and promote online safety in 

Malaysia. The Act introduces duties and obligations for licensed service 

providers within its scope, including measures to mitigate the risk of users 

being exposed to harmful content and strengthen protections for children 

and other users. For licensing matters, ONSA is to be read together with 

the Communications and Multimedia Act 1998 (“CMA 1998”). ONSA came 

into force on 1 January 2026, alongside several subsidiary instruments.  

Subsection 2(2) of ONSA provides that the Act does not apply to a private 

messaging feature of any applications service and content applications 

service. This reflects the importance of preserving genuine private 

communications between users. 

At the same time, subsection 2(3) provides that a “private messaging 

feature” means a feature that allows a user to communicate content to a 

specific and limited number of recipients determined by the user and may 

contain any other characteristics as may be prescribed. Pursuant to 

paragraph 81(2)(a) of ONSA, the Minister is empowered to make 

regulations prescribing such matters. 
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In this regard, the proposed Regulatory Framework sets out characteristics 

being considered by the Commission to support the development of future 

regulations under ONSA. The proposed characteristics are intended to 

provide clarity on the scope of a private messaging feature and to support 

a clearer and consistent understanding of the exclusion under subsection 

2(2), while ensuring that genuine private communications remain 

protected.  

Through this Public Consultation, the Commission invites views from a 

broad range of stakeholders, including industry players, civil society 

organisations, consumer groups, technical experts and members of the 

public. Stakeholders are invited to provide feedback on the 

appropriateness, clarity, practicality and workability of the proposed 

Regulatory Framework, including whether the proposed characteristics 

should be retained, refined, removed, combined or supplemented with 

other characteristics. 

The feedback received will assist the Commission in refining the proposed 

Regulatory Framework and informing the development of regulations under 

ONSA. The Commission welcomes constructive written submissions from all 

interested stakeholders and respondents. 
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SECTION 1: BACKGROUND AND POLICY CONTEXT 

ONSA excludes private messaging features from its scope, while providing 

that such features may include additional characteristics as may be 

prescribed. However, in the absence of prescribed characteristics, 

uncertainty may arise in determining how this exclusion should be 

interpreted and applied in practice. 

At the same time, the scale and complexity of online harms have continued 

to evolve. Such harms are no longer confined to publicly accessible 

platforms and may also arise within messaging environments, particularly 

where certain features enable wider or rapid dissemination of content. 

As messaging services evolve, certain functionalities may extend beyond 

closed, user-directed communications. These may include large group 

interactions, broadcast-type functionalities, shareable access mechanisms 

or other design features that facilitate broader dissemination of content. In 

some cases, such features may operate in a manner that resembles public-

facing or audience-based communication, even though they are located 

within a messaging environment. 

This creates challenges in distinguishing between genuinely private 

communications and features that operate beyond private settings. In the 

absence of clearer prescribed characteristics, there may be uncertainty as 

to whether features that enable broader dissemination should continue to 

be treated as private messaging features for the purposes of exclusion 

under subsection 2(2) of ONSA. 

Accordingly, there is a need to develop a clearer regulatory framework to 

support the effective implementation of ONSA, while preserving the 

intended protection for genuine private communications. 
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1.1 Problem Statement 

The absence of clearly defined characteristics for private messaging 

features may create uncertainty in how the exclusion under ONSA should 

operate in practice. 

Private messaging features are generally designed to support personal, 

closed, and user-directed communications. However, as messaging services 

evolve, certain functionalities, such as large group messaging, broadcast-

type features, shareable access links and similar mechanisms, may allow 

communications to extend beyond a specific and limited group of recipients. 

In practice, such features may facilitate broader or more rapid 

dissemination of content, depending on their design and operation. This 

raises question on whether certain features, although located within 

messaging environments, should continue to be treated as private 

messaging features for the purposes of the exclusion under subsection 2(2) 

of ONSA. 

The absence of clear boundaries may also create uncertainty for licensed 

service providers in determining whether specific features are subject to 

ONSA duties, including risk mitigation and safety-by-design measures. This 

may affect the consistent interpretation and application of ONSA, 

particularly in relation to features that could expose users, including 

children and vulnerable groups to harmful content. 

1.2 Rationale 

Clearer characteristics for private messaging features may support a more 

consistent and proportionate application of ONSA. 

The proposed Regulatory Framework seeks to clarify the boundaries of the 

exclusion under subsection 2(2) of ONSA by distinguishing genuine private 

communications from features that may enable broader dissemination. This 

supports a functional approach, where features are considered based on 

their design and operation in practice, rather than how they are labelled by 

service providers. 
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To support this, the Regulatory Framework is intended to be technology-

neutral and adaptable to evolving functionalities. It seeks to provide a 

structured basis for considering whether a feature operates as a genuine 

private messaging feature or whether its design, functionality, access 

controls and dissemination capability may indicate broader or audience-

based dissemination. 

In doing so, the proposed Regulatory Framework seeks to balance two key 

considerations: preserving genuine private communications between users; 

and supporting the effective application of ONSA in relation to features that 

may present broader dissemination risks. 

1.3 Scope and Application 

This proposed Regulatory Framework applies to licensed application service 

providers and content application service providers (collectively referred to 

as “Licensed Service Providers”) offering private messaging features 

within Malaysia. It sets out the proposed characteristics being considered 

for the purpose of clarifying whether a feature qualifies as a private 

messaging feature under section 2 of ONSA. The proposed Regulatory 

Framework applies at the feature level, focusing on the design, 

functionality, and operation of messaging features, rather than the platform 

as a whole. 

It does not seek to regulate the content of private communications or 

impose obligations on genuinely private exchanges between selected 

individuals or limited groups. Instead, it seeks to clarify the boundary 

between features that may fall within the exclusion under subsection 2(2) 

of ONSA and features that, by their design or operation, may not exhibit 

the characteristics of private messaging. 
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SECTION 2: INTERNATIONAL BENCHMARKING 
This section outlines the selected international regulatory approaches that 

serve as reference points for the development of the proposed Regulatory 

Framework. 

The jurisdictions considered are: 

a) Australia’s Online Safety Act 2021; 

b) the United Kingdom’s Online Safety Act 2023; 

c) the European Union’s Digital Services Act; and 

d) Singapore’s Online Safety (Miscellaneous Amendments) Act 2022. 

While these frameworks differ in legal form and scope, and regulatory 

design, they provide useful reference points on how jurisdictions distinguish 

between private or interpersonal communications and public facing or 

broader dissemination features. These distinctions are relevant in 

considering how online safety obligations may apply to different types of 

communication features. 

Although these frameworks do not prescribe the same characteristics being 

considered under this proposed Regulatory Framework, they generally 

demonstrate a functional and contextual approach. In practice, this means 

that the communication features are considered based on how they 

operate, including their design, functionality, access controls, audience 

reach and dissemination capability, rather than solely on how the feature is 

labelled by the service provider. 

Relevant considerations may include whether communications are directed 

to selected recipients, whether access is controlled, whether the 

communication environment is discoverable or open to broader 

participation, and whether the feature enables content to be disseminated 

beyond the intended communication environment. 
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2.1 Function and Risk-Based Approach – Australia  

Australia adopts a function-based and risk-informed approach under the 

Online Safety Act 2021. Rather than relying on a single definition of “private 

messaging”, the Australian framework regulates online services according 

to service categories and functionalities, including social media services, 

relevant electronic services and designated internet services. 

Relevant electronic services (“RES”) include communication-based services 

such as email, instant messaging, SMS, MMS, chat services and online 

gaming services. This demonstrates that messaging and communication 

functions may be treated as distinct service functionalities within the 

broader online safety framework. 

Australia’s approach is further supported by the Basic Online Safety 

Expectations (“BOSE”), which set out expectations for providers to take 

reasonable steps to support safer use of their services and minimise 

harmful material and activity. The framework recognises that different 

services may present different risks depending on their design, function 

and user base. 

Industry codes and standards further operationalise this approach by 

applying obligations according to the relevant service category and risk 

profile. In this regard, Australia provides useful reference point for 

functional and risk-informed approach, where regulatory treatment may 

vary depending on how a service or feature operates in practice. 

2.2 Factor-Based Approach – United Kingdom  

The United Kingdom (“UK”) adopts a factor-based and contextual approach 

under the Online Safety Act 2023. Rather than defining “private messaging” 

as a standalone category, the UK framework considers how content is 

communicated within user-to-user services and whether, for specific 

regulatory purposes, such content is communicated publicly or privately. 
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The Act defines a user-to-user service broadly as an internet service 

through which content generated, uploaded or shared by a user may be 

encountered by another user or users. It further provides that it is sufficient 

for the service to have functionality that allows such sharing, regardless of 

whether content is actually shared in particular instance. 

For the purpose of distinguishing between publicly and privately 

communicated content, section 232 requires Ofcom to consider relevant 

factors, including the number of individuals able to access the content, the 

nature and extent of access restrictions, and the ease with which content 

may be shared beyond the original audience. This reflects an approach that 

focuses on how content is accessed, shared and disseminated in practice, 

rather than how a feature is labelled. 

The UK framework also requires providers to consider the role of service 

functionalities in risk assessments, including how easily, quickly and widely 

content may be disseminated and whether specific functionalities may 

facilitate the presence or dissemination of harmful or illegal content. 

In this regard, the UK provides a useful reference point for a factor-based 

and contextual approach, where classification depends on the design and 

operation of the service or feature, access controls, audience reach, and 

dissemination capability. 

2.3 Function-Based Approach – European Union 

The European Union (“EU”) adopts a functional approach in distinguishing 

between online platforms and interpersonal communication services, 

primarily through the Digital Services Act (“DSA”) and the European 

Electronic Communications Code (“EECC”).  

Under the DSA, online platforms are generally understood as hosting 

services that store and disseminate information to the public at the request 

of recipients of the service. The concept of “dissemination to the public” 

refers to making information available to a potentially unlimited number of 

persons. 
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By contrast, interpersonal communication services, such as emails or 

private messaging services, fall outside the definition of online platforms 

where they are used for interpersonal communication between a finite 

number of persons determined by the sender of the communication. 

The DSA also recognises that services may allow information to be made 

available to a potentially unlimited number of recipients, including through 

public groups or open channels. In this regard, the distinction depends not 

merely on whether a feature is labelled as messaging, but how a feature 

operates in practice, including whether recipients are determined by the 

sender, whether access is controlled, and whether the feature enables 

broader dissemination to the public. 

The EU therefore provides a useful reference point for a functional 

approach, where the regulatory treatment of a communication feature may 

depend on its audience structure, access control, and extent of 

dissemination. 

2.4 Factor-Based Approach - Singapore 

Singapore adopts a factor-based approach under the Broadcasting Act 

1994, as amended by the Online Safety (Miscellaneous Amendments) Act 

2022, in distinguishing private or domestic communication from online 

communication services that may be subject to regulation. 

The framework does not define “private messaging” as a standalone 

category. Instead, it determines scope by assessing whether a service 

qualifies as an online communication service and whether any specified 

exclusions apply. These exclusions include electronic services where the 

only user-generated content enabled by the service is communication 

between end users that is of private or domestic nature, as well as services 

involving closed business groups or one-to-one live aural communications. 

 



PC PAPER – REGULATORY FRAMEWORK ON OTHER CHARACTERISTICS OF A PRIVATE MESSAGING FEATURE 
 

Page 12 of 25 
 

The Act applies a factor-based assessment to determine whether 

communication is private or domestic. Relevant factors include the number 

of individuals in Singapore who are able to access the content, any 

restrictions on who may access the content, the relationship between the 

persons communicating the content and any other relevant factor. 

The Act further clarifies that certain conditions, such as login or registration 

requirements, payment or subscription requirements, or the need to use 

particular available technology or devices, do not by themselves constitute 

meaningful access restrictions. 

In this regard, Singapore provides a useful reference point for a factor-

based approach, where classification depends on audience reach, access 

control, the relationship between participants and how communication 

operates in practice. 

2.5 Key Observations 

Across the jurisdictions reviewed, regulatory approaches generally do not 

rely on a single definition of “private messaging”. Instead, they consider 

how communication features operate in practice, particularly in relation to 

audience reach, access controls, the relationship between participants and 

the ability for content to be disseminated beyond the original 

communication environment. 

This reflects the relevance of a proportionate and risk-based approach, 

where regulatory treatment is informed by the design, reach, and 

dissemination capability of specific features. In turn, this supports a flexible 

and technology-neutral framework that preserves genuine private 

communication while addressing features that enable broader or public-

facing dissemination. 
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SECTION 3: PROPOSED OTHER CHARACTERISTICS OF A PRIVATE 

MESSAGING FEATURE 

In this section, the Commission sets out the proposed other characteristics 

of private messaging features, as contemplated under subsection 2(3) of 

ONSA for stakeholder feedback. The proposed characteristics are intended 

to inform the development of a regulatory framework for clarifying the 

scope of a private messaging feature under ONSA. 

The Commission invites views on the scope, clarity, practicality and 

workability of the proposed characteristics. Stakeholders are also invited to 

comment on whether any proposed characteristics should be retained, 

refined, removed, combined or supplemented with other characteristics. 

The proposed characteristics provide a structured basis for considering how 

messaging features operate in practice. They are intended to support the 

distinction between genuine private communications and features that, 

based on their design, functionality, access controls and dissemination 

capability, may operate in a manner closer to broader or public-facing 

communication. 

Guided by ONSA, international approaches, Malaysia’s policy objectives and 

observed platform functionalities, the Commission is considering five (5) 

proposed other characteristics of private messaging features, as set out in 

Table 1 below: 

Item Key Component 

3.1 Controlled Discoverability 

3.2 Access and Audience Controls 

3.3 Communication and Dissemination Structure 

3.4 Redistribution Controls 

3.5 Structural Containment of Dissemination 

Table 1: Proposed Other Characteristics of a Private Messaging 

Feature 
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Taken together, these proposed characteristics reflect a functional and 

contextual approach to feature classification. They are intended to support 

a clear, proportionate, and consistent application of ONSA. 

For clarity, the proposed characteristics are not intended to regulate the 

content of genuine private communications or to impose new obligations 

on genuinely private exchanges between selected individuals or limited 

groups. Rather, they are intended to clarify the boundary of the exclusion 

under subsection 2(2) of ONSA and to inform the development of future 

regulations under ONSA. 

The proposed characteristics are discussed in the following subsections. For 

each proposed characteristic, the Commission sets out the proposed 

characteristics, its rationale, and consultation questions to seek views on 

its clarity, practicality, and workability. Stakeholders are invited to provide 

examples, operational considerations, and alternative suggestions where 

relevant. 

3.1 Controlled Discoverability 

A private messaging feature should operate within a controlled 

communication environment, where communications are accessible only to 

users who have been selected, invited, approved, or otherwise permitted 

to participate. 

Rationale 

Controlled discoverability is relevant in determining whether a 

communication feature remains private in nature. A feature may exhibit the 

characteristics of private messaging where the communication environment 

is not generally open or made available to users outside the intended 

participants. 
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In considering this characteristic, relevant factors may include whether the 

communication environment can be located through public search 

functions, directories, recommendations, public listings, open links, 

external promotion on public-facing platforms, or other similar pathways. 

The issue is not whether any search, discovery, or promotional mechanism 

exists, but whether users outside the intended communication environment 

are able to locate, access, or join the communication without meaningful 

selection, invitation, approval or control. 

Where a communication environment is publicly discoverable, openly 

joinable, or promoted to users beyond the intended participants, this may 

indicate that the feature enables broader or public-facing dissemination and 

may not exhibit the characteristics of private messaging. 

Question 1 

The Commission invites views on the following: 

a) whether controlled discoverability is an appropriate and 

workable characteristic for determining whether a feature 

qualifies as a private messaging feature; 

 

b) what types of discovery or promotional mechanisms, including 

search functions, recommendations, public listings, 

directories, open links, external promotion on public-facing 

platforms or similar mechanisms, should be considered 

relevant; 

 

c) whether there are circumstances where a communication 

environment may be discoverable or promoted to users beyond 

the intended participants but should still exhibit the 

characteristics of private messaging; and 

 



PC PAPER – REGULATORY FRAMEWORK ON OTHER CHARACTERISTICS OF A PRIVATE MESSAGING FEATURE 
 

Page 16 of 25 
 

d) whether this proposed characteristic may create any technical, 

operational, privacy or user-experience implications for service 

providers or users. 

 

3.2 Access and Audience Controls 

A private messaging feature should provide meaningful controls over who 

may access, join, remain in or be removed from the communication 

environment. 

Rationale 

Access and audience control is central to determining whether a 

communication feature remains private in nature. While controlled 

discoverability concerns whether a communication environment can be 

located by users outside the intended participants, access and audience 

control concerns whether there are meaningful controls over who may join, 

remain in, or be removed from that communication environment. 

A feature may exhibit the characteristics of private messaging where 

participation is limited to users who are selected, invited, approved or 

otherwise permitted to participate, and where there are controls over who 

may remain in or be removed from the communication environment. 

In considering this characteristic, relevant factors may include how access 

and participation are managed in practice, including the use of invitations, 

approvals, administrator controls, access links, membership settings, or 

other mechanisms. The issue is not whether a feature uses access links, 

invitations, or approval mechanisms, but whether such mechanisms 

provide meaningful control over the intended audience. 
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Where a communication environment allows open access, automatic 

admission, unrestricted public joining, or participation without meaningful 

control, this may indicate that the feature operates in a manner closer to 

public-facing communication and may not exhibit the characteristics of 

private messaging. 

Question 2 

The Commission invites views on the following: 

a) whether access and audience control is an appropriate and 

workable characteristic for determining whether the feature 

qualifies as a private messaging feature; 

 

b) how access, participation, and removal are controlled in 

practice across different messaging services, including the use 

of invitations, approvals, administrator controls, access links 

or membership settings;  

 

c) whether certain access mechanisms, such as shareable links, 

open invites, automatic admission, public joining, or approval 

processes that are applied automatically or indiscriminately, 

may weaken effective audience control, including where a 

communication environment is promoted publicly or to a broad 

audience; and  

 

d) whether this proposed characteristic may create technical, 

operational, privacy or user-experience implications for service 

providers or users. 
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3.3 Communication and Dissemination Structure 

A private messaging feature should primarily support communication 

between selected participants within a controlled and defined 

communication environment, rather than operate mainly as a mechanism 

for broad, one-directional, or audience-based dissemination of content. 

Rationale 

Communication and dissemination structure is relevant in determining 

whether a feature remains private in nature. A private messaging feature 

generally supports interaction between participants, including two-way, 

multi-way, or limited one-to-many communications within the same 

communication environment. 

The Commission recognises that communications directed to multiple 

recipients may still exhibit the characteristics of private messaging where 

they take place within a defined communication environment, such as 

school, workplace, family, or community groups, and where the 

communications remain directed towards an intended group of participants. 

In considering this characteristic, relevant factors may include whether the 

feature primarily facilitates interaction among participants, or whether it 

primarily functions as a channel, broadcast list, or similar mechanism for 

one-directional or audience-based dissemination. The issue is not whether 

a feature allows one-to-many communication, but whether the 

communication remains within a controlled and defined environment or is 

structured to reach a broader or scalable audience. 

Where a feature primarily facilitates dissemination of content to a broad, 

scalable, or audience-based group of users, this may indicate that the 

feature operates in a manner closer to public-facing communication and 

may not exhibit the characteristics of private messaging. 
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Question 3 

The Commission invites views on the following: 

 

a) whether communication and dissemination structure is an 

appropriate and workable characteristic for determining 

whether a feature qualifies as a private messaging feature; 

 

b) how messaging services distinguish between communications 

intended for interaction among participants and 

communications intended primarily for dissemination to an 

audience; 

 

c) whether one-to-many communications within defined 

communication environments, such as school, workplace, 

family, or community groups, should still exhibit the 

characteristics of private messaging, and under what 

circumstances; 

 

d) whether features such as channels, broadcast lists, 

announcement groups, or similar mechanisms raise different 

considerations from ordinary group messaging features, 

particularly where they are designed mainly for one-directional 

or audience-based dissemination; and 

 

e) whether this proposed characteristic may create any technical, 

operational, privacy, or user-experience implications for 

service providers or users. 
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3.4 Redistribution Controls 

A private messaging feature should include controls or limitations that 

reduce the likelihood of communications being rapidly or widely 

redistributed beyond the original communication environment. 

Rationale 

Redistribution controls are relevant in determining whether a 

communication feature remains private in nature. Private messaging 

features generally support communication within an intended 

communication environment, although recipients may choose to forward, 

share, or otherwise redistribute communications in certain circumstances. 

In considering this characteristic, relevant factors may include whether the 

feature enables communications to be easily forwarded, reshared, 

replicated across multiple communication environments, or distributed at 

scale. The issue is not whether any forwarding or sharing function exists, 

but whether the feature is designed in a way that facilitates rapid, 

automated, or widespread redistribution beyond the original 

communication environment. 

Controls or limitations may include forwarding limits, friction mechanisms, 

forwarding labels, restrictions on bulk sharing, limits on automated 

redistribution, or other measures that reduce the likelihood of unintended 

or large-scale dissemination. 

Where a feature enables communications to be redistributed widely, 

repeatedly, or across multiple communication environments with limited 

friction or control, this may indicate that the feature operates in a manner 

closer to broader dissemination and may not exhibit the characteristics of 

private messaging. 
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Question 4 

The Commission invites views from stakeholders on the following: 

a) whether redistribution controls are an appropriate and 

workable characteristic for determining whether a feature 

qualifies as a private messaging feature; 

 

b) how messaging services currently manage or limit the 

forwarding, resharing, or redistribution of communications 

beyond the original communication environment; 

 

c) whether existing controls, such as forwarding limits, friction 

mechanisms, forwarding labels, restrictions on bulk sharing, or 

similar measures, are effective in reducing rapid or widespread 

dissemination; 

 

d) what types of features or functionalities may enable 

communications to be redistributed, replicated across multiple 

communication environments, or distributed at scale beyond 

the original communication environment; and 

 

e) whether this proposed characteristic may create any technical, 

operational, privacy, or user-experience implications for 

service providers or users. 
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3.5 Structural Containment of Dissemination 

A private messaging feature should be structured to maintain 

communications within a defined and controlled communication space, 

where communications remain directed to the intended participants over 

time. 

Rationale 

Structural containment of dissemination is relevant in determining whether 

a communication feature remains private in nature over time. Private 

messaging features generally operate within a defined communication 

space, where communications remain directed to the intended participants 

and do not readily expand into broader or public-facing environments. 

In considering this characteristic, relevant factors may include whether the 

feature enables the communication environment to continuously expand 

through linked groups, interconnected channels, automatic audience 

growth, public follower models or similar mechanisms that may facilitate 

broader dissemination over time. 

The issue is not whether a communication space may grow in membership, 

but whether its design or operation enables ongoing expansion in a way 

that weakens the private nature of the communication. For example, a 

school, workplace, family, or community group may grow while remaining 

within a defined communication space, provided there are meaningful 

controls over participation and access. 

Where a feature enables communications to extend beyond their original 

communication environment in a manner that supports ongoing expansion, 

broad audience reach, or public-facing dissemination, this may indicate that 

the feature may not exhibit characteristics of private messaging. 
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Question 5 

The Commission invites views on the following: 

a) whether structural containment of dissemination is an 

appropriate and workable characteristic for determining 

whether a feature qualifies as a private messaging feature; 

 

b) what safeguards or design approaches may help maintain 

communications within a defined and controlled 

communication environment while preserving legitimate 

private messaging functionalities; 

 

c) how messaging features are designed to prevent the 

communication environment from expanding into broader or 

public-facing environments, including through linked groups, 

interconnected channels, automatic audience growth, public 

follower models, or similar mechanisms; 

 

d) whether there are circumstances where a communication 

space may expand over time but should still exhibit the 

characteristics of private messaging; and 

 

e) whether this proposed characteristic may create technical, 

operational, privacy, or user-experience implications for 

service providers or users. 
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SECTION 4: CONCLUSION 

This proposed Regulatory Framework seeks to support the implementation 

of ONSA by clarifying the scope of the exclusion under subsection 2(2). It 

provides a structured basis for considering how private messaging features 

should be understood, particularly in distinguishing genuine private 

communications from features that, by virtue of their design, functionality, 

access controls or operation, may enable broader dissemination of content. 

By setting out the proposed characteristics for consultation, the framework 

aims to support a more consistent and proportionate application of ONSA, 

while preserving the intended protection for genuine private 

communications. At the same time, it may assist in identifying features that 

operate beyond private messaging and may therefore require further 

consideration under the Act.  

The proposed approach is informed by international practices that adopt 

functional and contextual assessment. It is intended to support a regulatory 

framework that remains adaptable to evolving online communication 

environments. 

The Commission welcomes feedback on the proposed Regulatory 

Framework, including whether the proposed characteristics are 

appropriate, clear, practical and workable, and whether they should be 

retained, refined, removed, combined or supplemented with other 

characteristics. Feedback received through this Public Consultation will 

assist the Commission in finalising its policy position and informing the 

development of future regulations under ONSA. 
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SECTION 5: SUBMISSION OF RESPONSES 

The Commission welcomes written submissions on any aspect of this Public 

Consultation document. All submissions must be submitted in full no later 

than 5:00 PM on 20 July 2026, Monday. 

Stakeholders may request confidential treatment for any part of their 

submission that is considered proprietary, commercially sensitive, or 

otherwise confidential. Such requests must include clear justification and 

will be subject to the Commission’s review. 

Where confidentiality is requested, respondents must also submit a 

corresponding non-confidential version of the submission. All confidential 

information should be redacted and placed in a separate annex clearly 

marked as “CONFIDENTIAL.” 

If a request for confidential treatment is granted, the relevant material will 

be reviewed by the Commission but will not be published. However, the 

Commission will not accept any submission in which confidentiality is 

claimed over the entire document or a substantial portion thereof.  

Written submissions on this matter may be provided to the Commission in 

either hard copy or electronic form at the following address:  

Address: 

The Chairman 

Malaysian Communications and Multimedia Commission 

MCMC HQ Tower 1, Jalan Impact, Cyber 6, 63000 Cyberjaya,  

Selangor Darul Ehsan 

(Attention: Regulatory Policy Division) 

 

Email:  

policy.research@mcmc.gov.my  

mailto:policy.research@mcmc.gov.my

