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ABBREVIATIONS AND DEFINITIONS 

ASP 
applications service provider, which means a person 

who provides an applications service 

 

authorized officer 

 

any public officer or officer appointed by the 

Commission and authorized in writing by the 

Minister for the purposes of the CMA 1998 (as 

defined below) 

CASP 
content applications service provider, which is a 

person who provides a content applications service 

Commission 

Malaysian Communications and Multimedia 

Commission as established under the Malaysian 

Communications and Multimedia Commission Act 

1998 [Act 589] 

Communications 

Data 

any data relating to: 

(a) a communication by means of a 

communications system, generated by the 

communications system that formed a part in the 

chain of communications, indicating amongst 

others, the origin, destination, geolocation, route, 

time, date, size, duration or type of underlying 

service, of the communication; 

(b) a subscriber of communications services and 

use of the communications services and the related 

products, services and applications by the 

subscriber; and 

(c) other data relating to communications 

CMA 1998 Communications and Multimedia Act 1998 [Act 

588] 
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entity 

means any person, including a licensee or non-

licensee, who provides, operates, or supports a 

communications system or service that generates 

or stores communications data 

LEA law enforcement agencies 

NFP 
network facilities provider which means a person 

who owns or provides any network facilities 

NSP 
network service provider which means a person who 

provides network services 

Online Service 

Providers 

internet messaging service provider and social 

media service providers 

PDPA 2010 Personal Data Protection Act 2010 [Act 709] 

Proposed 

Regulatory 

Framework 

the proposed regulatory framework on the 

retention, preservation and disclosure of 

communications data for investigation purposes 

SOP standard operating procedures 
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SECTION 1:  INTRODUCTION 

 
Background 

 

The Commission is mandated to oversee and regulate the communications 

and multimedia industry in Malaysia, including services relating to 

telecommunications, broadcasting, and online services, among others. 

 

Legislative Context 

 

The Communications and Multimedia (Amendment) Act 2025 [Act A1743] 

came into force on 11 February 2025, introducing several key legislative 

reforms. Notably, section 268A of the CMA 1998 empowers the Minister 

to prescribe rules relating to the retention of communications data for the 

purpose of facilitating investigations.  

 

This is further complemented by sections 252A and 252B, which provide 

the legal basis for the preservation and disclosure of such data by the 

entities. In line with these provisions, the Commission has developed the 

Proposed Regulatory Framework to support timely and efficient access to 

communications data by a police officer or an authorized officer. 

 

Objectives of the Proposed Regulatory Framework 

 

The Proposed Regulatory Framework seeks to establish a structured 

regime governing the obligations of entities in relation to communications 

data, with the key objectives to:   

a) Ensure timely and efficient access to communications data; 

b) Harmonise practices across entities; 

c) Provide legal clarity and consistency; 
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d) Enhance national security and public safety readiness; and 

e) Balance the public interest with individual privacy rights. 

 

Framework Development and Stakeholder Engagement 

 

The Commission undertook extensive stakeholder engagement in 

developing the Proposed Regulatory Framework, including consultations 

with relevant government ministries, LEAs, service providers, data centre 

operators, industry associations and technical experts, legal practitioners 

and civil society representatives. 

Two (2) stakeholder engagement sessions were held on 16 and 17 June 

2025 to gather stakeholder input on various aspects of the Proposed 

Regulatory Framework, including scope of application, data categories, 

retention timelines, procedural requirements, and technical feasibility.  

 

Public Consultation 

 

On 25 July 2025, the Commission commenced the Public Consultation 

(“PC”) to obtain views from relevant stakeholders and the public to further 

refine the Proposed Regulatory Framework.  

 

The PC invited written submissions from stakeholders, including service 

providers, industry associations, LEAs, government bodies, civil society 

organisations, legal practitioners, as well as members of the public. 

Submissions were accepted in hard copy and electronic formats for an 

initial two (2)-week period from 25 July to 8 August 2025. This period was 

subsequently extended by ten (10) days, with the final deadline set at 

5:00 pm on 18 August 2025. 
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At the close of the PC, the Commission received a total of thirty-one (31) 

written submissions from the respondents listed in Table 1 below 

(“Respondents”). 

 

No. Respondents 

1. Fong Choong Fook, LGMS Berhad 

2. Nichols Raj 

3. Juelber bin Albert, Majlis Daerah Ranau 

4. Azman Yahya 

5. Lim Sook Leng 

6. Mahendra Balakrishnan 

7. Mohamad Azrai bin Ibrahim 

8. 
Commercial Crime Investigation Department, 
Royal Malaysia Police 

9. Sabah Daily Express 

10. X Corp. 

11. Salesforce, Inc. 

12. Global System for Mobile Communications Association (GSMA) 

13. REDtone Digital Berhad 

14. 
Narcotics Crime Investigation Department,  
Royal Malaysia Police 

15. Valyou Sdn. Bhd. 

16. Malaysia Digital Economy Corporation (MDEC) 

17. Institute of Strategic Analysis and Policy Research (INSAP) 

18. Maxis Broadband Sdn. Bhd. 

19. TIME dotCom Bhd 

20. YTL Communications Sdn. Bhd. 

21. TikTok Pte. Ltd. 

22. Asia Pacific Carriers’ Coalition (APCC) 

23. CelcomDigi Berhad 

24.  META Platforms, Inc. 
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No. Respondents 

25. Malaysian Aviation Group (MAG) 

26. MEASAT Broadcast Network Systems (MBNS) 

27. MEASAT Satellite Systems Sdn. Bhd. 

28. Zaid Ibrahim & Co. 

29. U Mobile Sdn. Bhd. 

30.  Google LLC 

31.  TM Technology Services Sdn. Bhd. (TM) 

Table 1: List of Submissions Received 

 

The following provides a summary of the key views raised during the PC 

and the Commission’s responses.  
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SECTION 2: FEEDBACK FROM THE PUBLIC 

CONSULTATION  
 

The PC on the Proposed Regulatory Framework received a range of 

feedback from the Respondents, reflecting broad support to establish a 

clear and structured framework for the retention, preservation, and 

disclosure of communications data to support investigations of offences 

under the CMA 1998 and its subsidiary legislations. 

 

Submissions included constructive suggestions and areas for further 

refinement, with recommendations aimed at ensuring that the framework 

is practical, proportionate, and aligned with operational realities.  

 

Categorisation of Respondents 

For ease of reference, the Respondents have been grouped into two broad 

categories: 

 

a) Licensees and Others: This includes licensed entities under the CMA 

1998 (ASP, CASP, NFP, NSP), civil society organisations, broadcasters, 

industry associations, government agencies, and members of the 

public. 

 

b) Online Service Providers: Foreign internet messaging and social media 

providers that primarily operate at the application layer. 
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2.1 QUESTION 1 – PROPOSED SCOPE OF APPLICATION 
 

Overview of the question 

For the purposes of the Proposed Regulatory Framework, the term 

“entities” covers any person, including a licensee or non-licensee, who 

provides, operates, or supports a communications system or service that 

generates or stores communications data. 

 

Non-licensee entities may include technology vendors, equipment 

providers, platform operators, or third-party service providers engaged by 

licensees to manage communications platforms or infrastructure. 

 

The inclusion of both licensees and non-licensees within the scope of the 

Proposed Regulatory Framework is intended to ensure that communications 

data relevant to the investigation of offences under the CMA 1998 and its 

subsidiary legislation is not excluded from regulatory oversight on the basis 

of an entity’s licensing status.  

Summary of submissions received 

The majority of Respondents emphasised the need for a clear scope to keep 

obligations effective, proportionate, and aligned with operational practice 

and international standards. 

 

 

Question 1: 

The Commission invited views on the following - 

a. The scope of application of the Proposed Regulatory Framework; 

and  

b. The inclusion of entities such as technology vendors, equipment 

providers, or platform operators. 
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Licensees and Others 

Most of the Respondents, including licensees and members of the public, 

agreed that all CMA 1998 licensees (ASP, CASP, NFP and NSP) should be 

covered, recognising their central role in the communications ecosystem. 

Some supported extending obligations to non-licensees such as Over-the-

Top platforms, cloud service providers, and technology vendors, while 

others highlighted that imposing obligations on entities without local 

presence or operational control could create cross-jurisdictional challenges. 

 

They also emphasised the need to clearly define categories such as 

“platform operators” and “technology vendors” so that obligations apply 

only to entities with meaningful access to communications data. A clearer 

scope would reduce legal uncertainty and avoid duplication with the PDPA 

2010 and cybersecurity laws.  

 

Several of the Respondents recommended a risk-based approach with 

tailored obligations and safeguards to ensure clarity, proportionality, and 

efficiency. Across all categories, the Respondents emphasised the need for 

precise definitions, proportionate obligations, and a framework that 

balances enforcement needs with privacy, operational feasibility, and 

alignment with international standards. 

 

Online Service Providers 

Online Service Providers welcomed the opportunity to engage, while 

highlighted that extending obligations too broadly to non-licensees, foreign 

operators, or technology vendors could create extraterritorial implications 

inconsistent with the CMA 1998. They noted that imposing 

telecommunications-style obligations on application-layer platforms may 

present technical challenges and could affect both privacy and digital 

innovation. 
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Several Online Service Providers emphasised that overly broad obligations 

could discourage investment in Malaysia’s digital economy. Many 

highlighted the importance of existing cross-border mechanisms, such as 

the Mutual Legal Assistance Treaty (“MLAT”) and recommended that 

obligations focus on entities with a clear regulatory nexus in Malaysia, 

proportionate to their role and control over data. 

 

 

2.2 QUESTION 2 – PROPOSED DEFINITIONS 

 

Overview of the questions 

Question 2 invited views on the proposed definitions of data retention, data 

preservation, and data disclosure under the Proposed Regulatory 

Framework.  

 

The Commission acknowledges the feedback received on the scope of 

application of the Proposed Regulatory Framework. Respondents 

highlighted concerns regarding feasibility, overlap with existing laws, and 

potential cross-border implications. They also emphasised the need for 

clearer categorisation to ensure that obligations are not extended to 

entities without meaningful access to communications data. The 

Commission will assess these views in refining a framework that is 

proportionate, practical, and aligned with the regulatory objectives. 

 

Question 2: 

The Commission invited views on the proposed definitions of data 

retention, preservation, and disclosure under the Proposed Regulatory 

Framework. 
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These definitions are intended to establish a clear and consistent 

understanding of key regulatory concepts, aligned with the practical needs 

of investigation and enforcement processes.  

 

Under the Proposed Regulatory Framework, communications data is 

defined by reference to section 6 of the CMA 1998. In addition, the following 

definitions are proposed: 

 

a) Data retention means the proactive obligation of retaining or storing 

specified communications data by entities for a specified period for the 

purpose of investigations.  

b) Data preservation means the act to preserve specified communications 

data by entities for a specified period, pursuant to a written notice from 

a police officer or an authorized officer for the purpose of investigations. 

c) Data disclosure means the act of making available and disclosing stored 

and specified communications data by entities, pursuant to a written 

notice from a police officer or an authorized officer for the purpose of 

investigations.  

 

These definitions were developed to ensure regulatory clarity, reduce 

ambiguity in implementation, and support effective coordination between 

entities and LEAs. 

 

Summary of submissions received 

Respondents generally supported the proposed definitions, noting that 

distinguishing retention, preservation, and disclosure provides a strong 

legal and operational foundation, as each entails different thresholds and 

privacy implications. 
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Licensees and Others 

The majority of licensees called for refinements to strengthen safeguards 

and clarity. Several Respondents, particularly the members of the public, 

supported the proposed definitions but stressed the need for clear 

boundaries, noting that obligations should apply only to data within an 

entity’s custody and control, triggered by lawful notice, and should not 

apply to data lawfully disposed of. They also highlighted the importance of 

safeguards to preserve authenticity, integrity, and confidentiality of data. 

The other Respondents, who are civil society organisations and members 

of the public, recommended clarifying retention timelines by data type and 

narrowing broad phrases such as “other data relating to communications” 

to avoid overreach. They stressed that retention should be limited to data 

generated in the ordinary course of service provision, with disclosure of the 

data subject to proper authorisation and oversight. Some also sought 

clarification on “proactive obligation” and recommended limiting duties to 

data held, with flexibility for circumstances such as system failures or 

emergencies. 

They also supported the inclusion of clear and distinct definitions, while 

calling for greater precision and safeguards to protect privacy, minimise 

compliance risks, and build trust in the Proposed Regulatory Framework. 

 

Online Service Providers 

Online Service Providers highlighted the need for clear and consistent 

definitions to avoid confusion. Some emphasised that overly broad 

definitions could conflict with foreign laws such as the United States’ Stored 

Communications Act 1986 and the European Union’s General Data 

Protection Regulation 2016, potentially undermining data minimisation and 

privacy safeguards.  
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Additionally, they also emphasised the need for alignment with 

international mechanisms, including the MLAT process and the Council of 

Europe Convention on Cybercrime 2001 (“Budapest Convention”), and 

recommended that necessity and proportionality be expressly incorporated 

into a subsidiary legislation. 

The Commission appreciates the feedback received on the need for clear 

and distinct definitions as the foundation of an effective framework. The 

Commission further takes note of concerns regarding potential overlap 

with foreign laws and their emphasis on the importance of consistency 

with international mechanisms such as the MLAT process and the 

Budapest Convention. The Commission has taken into account and will 

continue to align relevant international best practices in the development 

of the Proposed Regulatory Framework. 

 

 

2.3 QUESTION 3 - PROPOSED CATEGORIES AND 

TYPES OF COMMUNICATIONS DATA 

 

 

Overview of the questions 

Question 3 invited feedback on the proposed categories and types of 

communications data to be retained under the Proposed Regulatory 

Framework, as detailed in Appendix A: Proposed Categories and Types of 

Communications Data for Retention of the PC paper (“Appendix A of the 

PC Paper”).  

 

Question 3: 

The Commission invited views on the categories and types of 

communications data proposed in Appendix A of the PC paper. 
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The Proposed Regulatory Framework adopts the definition of 

“communications data” as set out in section 6 of the CMA 1998 and further 

clarifies that such data refers to metadata generated or processed by 

communications systems, excluding the actual content of the 

communications. 

 

There are six (6) key categories and types of communications data 

identified in Appendix A of the PC Paper, which are: 

 

a) Subscriber and end-user information; 

b) Service registration information; 

c) Technical identifiers; 

d) Location information; 

e) Communications metadata; and 

f) Temporal markers. 

 

Entities subject to the Proposed Regulatory Framework are required to 

retain the relevant communications data categories applicable to their 

roles, in accordance with the nature of services they provide, the systems 

they operate or the level of access they hold to such communications data. 

This approach aims to ensure proportionality and operational feasibility 

across diverse industry players. 

 

The Commission also clarified that the proposed list of categories and types 

of communications data is non-exhaustive and may be updated from time 

to time in response to technological evolution or emerging investigative 

requirements. 
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Summary of submissions received 

The Respondents acknowledged the classification of categories and types 

of communications data in Appendix A of the PC Paper as a clear, practical 

framework that supports consistency, investigations, and alignment with 

the international practice. 

Licensees and Others 

Licensees generally supported the proposed categories but emphasised that 

obligations must be proportionate, technically feasible, and limited to data 

of genuine investigative value. They raised challenges in retaining certain 

datasets including the dynamic Internet Protocol (IP) addresses, Media 

Access Control (MAC) addresses, and Short Message Service (SMS) or 

session logs. Furthermore, they recommended flexibility through 

substitutable datasets, shorter retention for high-volume data, and 

exclusion of third-party information. 

 

The other Respondents also called for clearer technical definitions, 

narrowing categories and types of communications data to core datasets, 

and tailoring obligations to different roles of the ecosystem. Suggestions 

included classifying communications data by sensitivity, applying stronger 

access controls, embedding safeguards to minimise risks such as data 

leakage and adopting standardised request procedures, centralised access 

portals, and proportionate cost-sharing mechanisms. 

Online Service Providers 

Most Online Service Providers highlighted the need to tailor obligations to 

communications data relevant for investigations. They recommended 

focusing on core subscriber information, excluding high-risk data such as 

third-party login credentials and detailed metadata, and ensuring access is 

limited to lawful, targeted requests subject to necessity tests, legal 

thresholds, and periodic review. 
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Overall, feedback reflected support for the framework’s objectives, 

alongside proposals to refine categories and types of communications data 

and embed safeguards that balance investigative needs with privacy, 

operational feasibility, and public confidence.  

 

The Commission recognises the importance of clear classification of 

categories and types of communications data to be retained, in order to 

promote consistency, transparency, and operational certainty. Feedback 

on proportionate, risk-based obligations, as well as concerns relating to 

technical feasibility, implementation costs, evolving technologies, and 

cross-border issues, is duly noted. 

 

The Commission will continue to assess these perspectives to ensure the 

Proposed Regulatory Framework remains proportionate and practicable.  

 

 

2.4 QUESTION 4 - PROPOSED RETENTION PERIOD 

FOR COMMUNICATIONS DATA 
 

 

Overview of the question 

Question 4 invited views on the proposed minimum retention period for 

communications data under the Proposed Regulatory Framework. 

 

 

 

 

Question 4: 

The Commission invited views on the minimum retention period for 

communications data. 
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The establishment of a defined minimum period is important to ensure that 

communications data remains available and accessible to support timely 

and effective investigations.  

 

The proposed retention range of twelve (12) to eighteen (18) months 

(“Minimum Retention Period”) is intended to address the risk of 

premature data deletion, which may impede LEAs’ ability to investigate 

serious offences, protect national security interests and safeguard public 

safety. 

 

This proposed Minimum Retention Period was formulated based on: 

a) Operational input from LEAs regarding investigative needs and 

evidentiary timelines; and 

 

b) International benchmarking with comparable jurisdictions, including 

Australia, United Kingdom, South Korea and Indonesia, which have 

adopted similar or slightly extended retention periods. 

 

The Proposed Regulatory Framework provides flexibility for entities to 

retain data beyond the minimum period, where necessary, subject to 

applicable legal requirements and the entity’s own internal data governance 

policies.   

 

Summary of submissions received 

Most Respondents supported the Minimum Retention Period, emphasising 

the need for lawful, proportionate and clear mechanisms to prevent 

premature deletion and ensure critical communications data is available for 

investigations. 
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Licensees and Others 

Submissions reflected varied views on retention timelines. Some of the 

other Respondents supported twelve (12) months as a minimum, while 

licensees recommended differentiated timelines by data type, cost, and 

privacy considerations. Civil society organisations emphasised the need to 

avoid blanket retention, while LEAs supported longer periods of up to two 

(2) years. The majority of the licensees viewed the twelve (12) to eighteen 

(18) month period as excessive and instead proposed category-specific 

timelines.  

They recommended longer retention for subscriber records and shorter 

periods for high-volume data such as metadata or location logs, with a 

twelve (12) month cap that aligns with international best practice. Some 

public submissions suggested shorter periods of three (3) to six (6) months, 

or ninety (90) days with extensions, while others advocated up to twenty-

four (24) months for cases requiring longer access.  

 

Online Service Providers 

Online Service Providers Respondents supported cooperation with LEAs and 

highlighted the need for flexible approaches to retention. They 

recommended shorter and more adaptable timelines, applying risk-based 

obligations depending on the type and purpose of data.  

Some referred to models such as “quick-freeze” preservation under the 

Budapest Convention to balance investigative needs with privacy and 

practicality. Other Online Service Providers suggested even shorter periods, 

such as ninety (90) days, with exemptions for communications data not 

ordinarily collected. 

Overall, feedback underscored the need for a clear retention period, 

proportionality and safeguards, with periodic review to balance 

investigative needs, privacy protection, and operational realities. 
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The Commission recognises the support expressed for a prescribed 

retention period to facilitate timely and effective investigations, while also 

noting concerns that retention obligations should remain proportionate 

and risk-based. Respondents proposed approaches ranging from short-

term periods of ninety (90) days to longer periods of up to two (2) years, 

with some suggesting tiered approach to the retention periods by data 

type, value and feasibility. 

The Commission takes note of these perspectives, including proposals 

to limit obligations to communications data within entities’ custody and 

control, as well as views that periodic review could help ensure 

requirements remain aligned with investigative needs, privacy 

protection, and operational realities. These inputs will be assessed in the 

Commission’s finalisation of the Proposed Regulatory Framework. 

 

 

2.5  QUESTION 5 - PROPOSED DATA 

PRESERVATION MECHANISM 

 

 
Overview of the question 

Question 5 invited views on the proposed data preservation mechanism 

under the Proposed Regulatory Framework, with particular focus on issuing 

preservation notices, prescribing a preservation period and developing 

SOPs to support implementation of the preservation mechanism. 

 

Question 5: 

The Commission invited views on the proposed data preservation 

mechanism, including the issuance of Preservation Notice, the 

prescribed preservation period, and the development of relevant SOPs. 
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Under the Proposed Regulatory Framework, communications data may be 

preserved in accordance with section 252A of the CMA 1998. The 

preservation process is initiated upon the issuance of a written request by 

a police officer or an authorized officer, where a police officer or an 

authorized officer is satisfied that specific communications data is relevant 

and necessary for an ongoing or anticipated investigation, and there is a 

risk it may be destroyed or rendered inaccessible, a written preservation 

notice may be issued. 

The Proposed Regulatory Framework proposes a standard preservation 

period of ninety (90) days with the option for renewal where necessary for 

a further specified period.  

The same legal and procedural safeguards conditions apply to both initial 

and renewal notices. To ensure consistency and clarity in implementation, 

the preservation notice will contain the following elements: 

a) Identification of the entity to whom the notice is directed; 

b) Description of the communications data to be preserved; 

c) Specification of the applicable preservation period; 

d) Instructions on the manner of preservation; and 

e) Any applicable terms or conditions governing the preservation. 

 

All Preservation Notices are subject to strict confidentiality obligations, with 

disclosure prohibited unless lawfully authorised. Entities will also be 

required to comply with record-keeping and compliance requirements, 

including documentation of the requesting authority and the preserved 

communications data. 

The proposed preservation mechanism aims to ensure that relevant 

communications data is safeguarded in a timely manner, particularly where 

such data may not otherwise be subject to ongoing retention obligations. 
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Summary of submissions received 

The Respondents broadly supported a structured preservation mechanism 

to safeguard against evidence loss, noting its consistency with international 

practice and existing industry cooperation. 

Licensees and Others 

Licensees supported a ninety (90) day preservation period but highlighted 

that extensions must be limited, justified, and subject to oversight. They 

recommended that notices specify the data requested, follow clear SOPs, 

and include obligations on law enforcement for confidentiality and timely 

deletion. Preservation was viewed as exceptional, triggered only by lawful 

notice, with at most one (1) renewal upon valid justification. 

 

Other Respondents, including from the industry, media, and civil society, 

also supported preservation notices but differed on safeguards. Many 

endorsed the ninety (90) days period with limited extensions, provided 

notices are clear, specific, and time-bound, with SOPs for secure handling 

and deletion. Respondents, particularly from civil society organisations, 

emphasised the need for judicial or independent oversight, transparency 

reporting, and liability protection, with some further proposing 

government-managed storage as an additional safeguard. 

 

Online Service Providers 

Online Service Providers supported the standardised preservation notices, 

provided they are issued by authorised agencies, limited to reasonably 

accessible data, and subject to safeguards. They recommended transparent 

SOPs developed with the industry, a maximum initial period of ninety (90) 

days, and extensions only with proper legal justification and judicial or 

independent oversight.  
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Some of them considered that a statutory framework is necessary for clarity 

and consistency, while others preferred existing voluntary cooperation and 

self-regulation under section 16 under the Malaysian Communications and 

Multimedia Commission Act 1998 [Act 589]. Concerns were also raised that 

broad preservation powers without judicial scrutiny could undermine 

privacy and free expression, underscoring the need for oversight and 

proportionality. 

The Commission acknowledges broad support for a structured 

preservation mechanism to safeguard against evidence loss, with 

particular focus on well-defined notices, clear SOPs, and balanced 

safeguards. Proposals on scope, duration, oversight, confidentiality, 

and secure handling are also noted, alongside suggestions for 

transparency reporting and in some cases, government-managed 

storage.  

Under the Proposed Regulatory Framework, the Commission will 

include a standardised preservation notice for the purpose of upholding 

transparency and good governance. There will also be operational 

SOPs to ensure that the framework remains practical and 

proportionate to both investigative needs and security safeguards. 

 
 

2.6 QUESTION 6 - PROPOSED DATA DISCLOSURE 

MECHANISM 

 

 

 

Question 6: 

The Commission invited views on the proposed data disclosure 

mechanism including the issuance of Disclosure Notice and the 

development of relevant SOPs. 
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Overview of the question 

Question 6 invited feedback on the proposed data disclosure mechanism, 

particularly the issuance of a disclosure notice and the development of 

supporting SOPs. 

Under this mechanism, stored communications data may only be disclosed 

through a disclosure notice issued by a police officer or an authorized 

officer. The process is guided by the principles of necessity, proportionality, 

and legality, and applies strictly to investigations involving offences under 

the CMA 1998 and its subsidiary legislations. 

The disclosure notice will include key elements such as the identity of the 

recipient, a description of the data requested, means of disclosure 

(including format and timeline), and any other applicable conditions.  

To support consistent implementation, SOPs will be developed to guide 

procedural requirements, internal handling, designated contact points, and 

response timelines. Entities will also be required to implement appropriate 

security and data protection measures, including access controls, 

encryption, secure transmission, and audit trails. All disclosures must 

comply with the disclosure principle under the PDPA 2010, where 

applicable. Disclosure notices and related communications must be treated 

as confidential and used strictly in accordance with the law. 

Summary of submissions received 

The feedback focused on disclosure mechanisms, accountability, and 

transparency under the Proposed Regulatory Framework. 

Licensees and Others 

Many of the licensees welcomed the initiative as a timely step to strengthen 

investigations with safeguards.  
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They supported the disclosure mechanism but called for clear SOPs, precise 

definitions of key terms, proportionate obligations, and detailed notices 

specifying authority, scope, and timelines of three (3) to seven (7) working 

days. Proposals included digital request portals, encrypted delivery, audit 

trails, and issuance only by senior officers, limited to essential data and 

standardised across agencies.  

Other Respondents broadly agreed that disclosure should be limited to CMA 

1998 offences, supported by judicial oversight, proportionality, and higher 

authorisation for sensitive data.  

Safeguards proposed included user notification, independent audits, secure 

transfer protocols, logging, and standardised templates. Some highlighted 

protection of journalistic privilege, while others called for alignment with 

international practices. 

 

Online Service Providers 

The majority of Online Service Providers, particularly international 

platforms with existing voluntary disclosure programmes, observed that the 

proposed mechanism could impose obligations that conflict with foreign 

laws. They recommended that cross-border requests continue to be 

channelled through MLAT processes, with emergency disclosures limited to 

imminent threats. 

Consistent with feedback raised in earlier questions, the Respondents also 

stressed the importance of judicial oversight, a narrowly defined scope, and 

safeguards such as encryption, breach reporting, transparency, and user 

notification. They further highlighted the need for proportionate obligations, 

ongoing industry consultation, and recognition of self-regulation 

mechanisms.  

Overall, submissions reflected confidence in the Commission’s leadership 

and a collaborative outlook for secure and transparent implementation.  
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The Commission appreciates broad support for a structured disclosure 

mechanism to safeguard against data breaches, with emphasis on clear 

notices, SOPs, and proportionate safeguards such as detailed encryption, 

breach reporting, transparency, and user notification. Under the Proposed 

Regulatory Framework, security procedures will be elaborated through 

SOPs with further consultation with stakeholders to ensure secure 

storage, processing and transmission of disclosed data.  

Concerns relating to foreign laws, existing voluntary arrangements, and 

cross-border processes, including MLAT, are likewise noted and will be 

further assessed in the finalisation of the framework.  

Overall, these feedback points highlight the importance of ensuring that 

disclosure mechanism remains practical and proportionate to both 

investigative needs and privacy considerations. 

 

 

2.7 QUESTION 7 - PROPOSED IMPLEMENTATION 

TIMELINE 

 

 
Overview of the question 

Question 7 invited feedback on the proposed grace period and transitional 

measures to support effective implementation of the Proposed Regulatory 

Framework. To accommodate varying levels of operational readiness across 

entities, the Commission proposed a phased implementation approach.  

 

Question 7: 

The Commission invited views on the proposed grace period and 

transitional measures. 
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Following the gazettement of the subsidiary legislation, a transitional period 

of six (6) to twelve (12) months is proposed to allow entities to upgrade 

infrastructure, align operational processes, and train personnel to meet 

compliance obligations. 

To facilitate a smooth transition, interim measures may be considered to 

support alignment of existing systems, processes and practices with the 

Proposed Regulatory Framework. Possible measures include: 

a) Workshops and technical briefings with stakeholders to clarify 

expectations and address operational queries; and 

b) The development and circulation of SOPs to guide implementation. 

 

These initiatives are intended to enhance regulatory understanding, ease 

compliance efforts, and support overall preparedness prior to the 

commencement of full enforcement.  

The Respondents were invited to comment on the adequacy of the proposed 

grace period and the effectiveness of the transitional support measures, 

including suggestions for any additional mechanisms to facilitate industry-

wide readiness. 

Summary of submissions received 

The Respondents expressed a wide spectrum of views on the proposed 

transitional period of six (6) to twelve (12) months.  

 

Licensees and Others 

Licensees generally supported a structured grace period, with most 

favouring twelve (12) months and some proposing eighteen (18) to twenty-

four (24) months depending on system readiness and the varying capacities 

of different providers.  
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They emphasised that SOPs and processes should be finalised before 

commencement, supported by workshops, pilot testing, and clear 

communication. Many recommended phased rollouts by data category or 

provider size, transitional relief for smaller operators and waiving penalties 

during the adjustment period. 

 

Some considered six (6) to twelve (12) months sufficient, if complemented 

by measures such as town halls, technical briefings, and deletion of 

transition data. A smaller group proposed a moratorium pending a human 

rights impact assessment. Common proposals included differentiated 

timelines, readiness assessments, exemptions for smaller operators, 

training for industry and enforcement agencies, and independent audits to 

strengthen accountability. 

Online Service Providers 

Online Service Providers acknowledged the importance of a grace period 

but considered six (6) to twelve (12) months insufficient. They highlighted 

that implementation, particularly at a multi-jurisdictional level, requires 

significant lead time for system changes, staff training, legal review, and 

cross-border compliance. They cautioned that rushed implementation could 

create security risks and operational instability. 

 

Drawing on benchmarks from the EU, UK, Australia, and Indonesia, the 

Respondents recommended at least twelve (12) months, with preference 

for eighteen (18) to twenty-four (24) months. They also proposed phased 

implementation, pilot testing of SOPs, flexibility for extensions, and ongoing 

consultation to ensure a smooth transition aligned with international best 

practice. 

Overall, the other Respondents emphasised that longer timelines, phased 

approaches, and strong supporting measures are essential to ensure for 

practical and trusted implementation. 
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The Commission acknowledges the feedback on the proposed grace 

period, including calls for longer period, phased approaches, and 

supporting measures such as operational SOPs and pilot testing the 

SOPs, and transitional relief for smaller providers. The Commission also 

takes note of the differing levels of readiness across the industry, with 

smaller operators in particular requiring additional flexibility and 

support. Under the Proposed Regulatory Framework, a grace period will 

be provided in addition to training sessions, technical briefings, and 

workshops will be conducted with relevant stakeholders to provide 

clarity and facilitate preparedness. 

 

 

2.8 QUESTION 8 – ADDITIONAL VIEWS 
 
Overview of the Question 

 

In addition to the specific questions posed on key aspects of the Proposed 

Regulatory Framework, the Respondents were also invited to share any 

further views or recommendations to enhance the framework’s 

effectiveness, transparency, and operational viability. The Commission 

particularly sought perspectives on further measures to support 

implementation, safeguard individual rights, and strengthen accountability 

mechanisms. 

 

Summary of submissions received 

 

Overall, the Respondents supported the objectives of the Proposed 

Regulatory Framework but emphasised the need for stronger safeguards 

on privacy, proportionality, and operational certainty.  
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Proposals included mandatory training for non-licensee entities, limiting 

access to serious offences with judicial oversight, cost-compensation 

mechanisms, and a Whole-of-Government approach to address digital 

threats. Other suggestions covered complaints and review mechanisms, 

independent oversight, stronger penalties for data breaches, a centralised 

retained database and enhanced cross-sector coordination.  

 

Overall, this feedback received reflected strong participation and a shared 

commitment to a clear and proportionate framework with robust 

safeguards.  

 

The Commission acknowledges the additional views submitted, with 

emphasis on ensuring proportionality and judicial oversight. Stakeholders 

also highlighted the need for stronger privacy safeguards, training 

initiatives, cost-compensation mechanisms, and closer cross-sector 

coordination and the establishment of complaints and review processes. 

 

Under the Proposed Regulatory Framework, avenues for appeal to the 

Communications and Multimedia Appeal Tribunal are available under the 

CMA 1998, presided by a High Court Judge as the Chairman. Further, any 

aggrieved party may apply to the court for a judicial review. 

 

The Proposed Regulatory Framework will balance investigative needs, 

provide independent oversight, uphold individual rights and maintain 

public trust. 
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SECTION 3: CONCLUSION 
 

The Commission conveys its appreciation to all of the Respondents who 

contributed to this PC. The views and recommendations received have 

provided valuable insights that will strengthen the Proposed Regulatory 

Framework, particularly in ensuring the availability of communications data 

for investigation purposes while upholding individual privacy and data 

protection rights. The feedback provided will guide the finalisation of 

subsidiary legislation aimed at ensuring a proportionate, transparent, and 

operationally effective legal instrument.  

 

 

 

10 September 2025 


