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PREFACE

The Commission is hereby holding a Public Inquiry on the proposal of new Mandatory
Standards for the Registration of End-Users of Prepaid Public Cellular Services and invites
industry, members of the public and interested parties to participate in this inquiry by
submitting written feedback on the questions and issues raised in this Public Inquiry.
Submissions are also welcomed on any other relevant matters where no specific questions
have been raised. All submissions should be substantiated with reasons and, where
appropriate, evidence or source of reference. This Public Inquiry will commence from
14 October 2025 (Tuesday) until 28 November 2025 (Friday). Written submissions, in
both hard copy and electronic form, should be provided to the Commission in full by 12

noon, 28 November 2025 (Friday) and addressed to:

Malaysian Communications and Multimedia Commission
MCMC Tower 1

Jalan Impact Cyber 6

63000 Cyberjaya, Selangor Darul Ehsan.

Attention to: Communication and Postal Regulation Department

E-mail : cprd.pi@mcmc.gov.my

In the interest of fostering an informed and robust consultative process, the Commission
may publish or make available extracts of or the entire submissions to interested parties.
Any commercially sensitive information should be provided under a separate cover and
clearly marked “CONFIDENTIAL".

However, for any party who wishes to make a confidential submission, a “public” version of

the submission should also be provided.

Incomplete and/or late submissions will not be considered.

The Commission thank the public and all interested parties for their participation in this

consultative process and for providing submissions and feedback.
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GLOSSARY

CMA 1998

Commission

Mandatory Standards

Guidelines 2017

NRD

IDM

MyDigital ID

Communications and Multimedia Act 1998 (Act 588)

Malaysian Communications and Multimedia Commission

Commission Determination on the Mandatory Standards
for the Registration of End-Users of Prepaid Public
Cellular Services

Guidelines on Registration of End-Users of Prepaid
Public Cellular Services (MCMC/G/01/17)

National Registration Department

Immigration Department of Malaysia

National Digital Identity
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Part A

: BACKGROUND

1

Introduction

1.1

1.2

1.3

1.4

The integrity of prepaid SIM registration is a critical factor in safeguarding
consumers and ensuring trust in the mobile ecosystem. In Malaysia, while
Prepaid Services have expanded access to communications, concerns
remain regarding SIM-related fraud, identity misuse, and inconsistent
registration practices. These issues not only expose consumers to risks but
also undermine confidence in the broader communications market.

Since 2006, the Malaysian Communications and Multimedia Commission
(“Commission”) has introduced several regulatory measures to strengthen
the prepaid registration process, most notably the Guidelines on Registration
of End-Users of Prepaid Public Cellular Services (MCMC/G/01/17)
(“Guidelines 2017”). The Guidelines 2017 provided important direction to
Service Providers and Dealers and laying the foundation for current
registration practices.

However, evolving challenges and technological advancements have
created new risks such as fraudulent registrations, weak verification
practices, and inconsistent compliance across Service Providers and
Dealers. These developments underscore the need for a stronger and legally
enforceable framework.

In line with its statutory functions under the Communications and Multimedia
Act 1998 (“CMA 1998”) and taking into account the amendments to the Act
which came into effect on 11 February 2025, the Commission is now
proposing to replace the Guidelines 2017 with the Commission
Determination on the Mandatory Standards for the Registration of End-Users
of Prepaid Public Cellular Services (“Mandatory Standards”). The Mandatory
Standards will serve as the primary legal instrument governing prepaid
registration and shall be applicable to Service Providers and to any persons,
including Dealers, as may be directed by the Commission under section 51,
pursuant to section 105(4) of the CMA 1998.

Legislative context

2.1

2.2

2.3

The CMA 1998 governs the communications and multimedia industry in
Malaysia and establishes the regulatory and licensing framework applicable
to the industry.

This Public Inquiry is conducted in accordance with the objects and national
policy objectives of the CMA 1998.

The objects are as set out in subsection 3(1) of the CMA 1998, as follows:
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24

2.5

(@)

(d)

to promote national policy objectives for the communications and
multimedia industry;

to establish a licensing and regulatory framework in support of
national policy objectives for the communications and multimedia
industry;

to establish the powers and functions for the Commission; and

to establish powers and procedures for the administration of this Act.

The national policy objectives are as set out in subsection 3(2) of the CMA
1998, as follows:

(a)

(b)

()

to establish Malaysia as a major global centre and hub for
communications and multimedia information and content services;

to promote a civil society where information-based services will
provide the basis of continuing enhancements to quality of work and
life;

to grow and nurture local information resources and cultural
representation that facilitate the national identity and global diversity;

to regulate for the long-term benefit of the End-user;

to promote a high level of consumer confidence in service delivery
from the industry;

to ensure an equitable provision of affordable services over
ubiquitous national infrastructure;

to create a robust applications environment for End-user;

to facilitate the efficient allocation of resources such as skilled labour,
capital, knowledge and national assets;

to promote the development of capabilities and skills within
Malaysia's convergence industries; and

to ensure information security and network reliability and integrity.

Under section 104(1)(b) of the CMA 1998, the Commission may determine
a Mandatory Standards for any matter to promote industry conduct which is
consistent with the objects of the CMA 1998, the relevant instrument under
the CMA 1998 or any relevant provisions of the CMA 1998 or its subsidiary
legislation. Further, as per section 104(4), any determination by the
Commission must be made in accordance with section 55 of the CMA 1998.
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3

Public Inquiry Process

3.1

This Public Inquiry is undertaken in view of the following provisions under the
CMA 1998:

(a) Section 55 of the CMA 1998, determination by the Commission; and

(b) Section 61 of the CMA 1998, inquiry shall be public. The Commission
must provide notice of the terms and scope of the public inquiry and
must allow members of the public to make submissions on the Public
Inquiry, which will be considered by the Commission.

Outputs of Public Inquiry Process

4.1

4.2

4.3

The objective of this Public Inquiry is to obtain feedback and insights on the
proposed Mandatory Standards. The feedback received will help the
Commission assess the practicality, effectiveness, and impact of the
proposed provisions, and ensure that the final Mandatory Standards support
regulatory effectiveness and compliance across the industry.

The Commission is required under section 65 of the CMA 1998 to publish a
report setting out its findings as a result of any inquiry it conducted, and such
report shall be published within thirty (30) days of the conclusion of the
inquiry and the Commission may extend that period by not more than thirty
(30) days.

In line with section 63 of the CMA 1998, the Commission will not publish or
disclose confidential information provided during the Public Inquiry process.
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Part B

: MANDATORY STANDARDS FOR THE
REGISTRATION OF END-USERS OF PREPAID
PUBLIC CELLULAR SERVICES

5.1

5.2

5.3

5.4

5.5

New Mandatory Standards on Registration of Prepaid Services

The proposed Mandatory Standards are designed to establish a clear legal
framework for the registration of prepaid End-users. The Mandatory
Standards will have the force of law to ensure uniform compliance across the
industry.

The Mandatory Standards seek to address long-standing concerns on
fraudulent SIM registrations, misuse of identity, and inconsistent practices by
providing a single and legally binding instrument. This approach ensures that
consumers are protected, Service Providers operate on a level playing field,
and Dealers remain fully accountable under the CMA 1998.

Specifically, the Mandatory Standards will:

(a) prescribe requirements for the registration of Individual and Business
Entity;

(b) set out verification obligations, including the use of secure and
reliable authentication methods;

(c) clarify the roles and responsibilities of Service Providers and Dealers;
and

(d) provide the Commission with a stronger basis for oversight and
enforcement in cases of non-compliance.

The Commission believes that the introduction of the Mandatory Standards
will enhance regulatory integrity, strengthen consumer safeguards, and
promote consistent industry practices. At the same time, they will support the
development of a trusted communications environment that is resilient
against fraud and misuse.

The implementation of the Mandatory Standards is expected to generate
tangible benefits for all stakeholders. For consumers, this includes stronger
protection against SIM-related fraud and greater assurance that personal
data is safeguarded. For Service Providers, uniform requirements create a
level playing field and reduce risks arising from non-compliant practices. For
Dealers, explicit obligations directed under section 51 of the CMA 1998,
promote accountability and support consistent compliance across the
industry.
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Part C : INTERPRETATIONS

6 The following interpretations shall be used in the Mandatory Standards:

TERM

DESCRIPTION

Assisted Registration

The Registration (as defined below) process where an End-
user (as defined below) requires assistance from the
Service Provider (as defined below) or the Dealer (as
defined below) to register their SIM Card (as defined below).

Business Entity

An entity established to engage in business activities,
charitable activities, or other activities allowed under the
relevant laws in Malaysia, including but not limited to the
Companies Act 2016, the Registration of Businesses Act
1956, and the Limited Liability Partnerships Act 2012.

Business Entity Document

A document required for Registration (as defined below),
including the original and/or valid documents specifying the
legitimacy of the Business Entity as specified in
subparagraph 7.10 of the Annexure 2.

Dealer

Any person or agent or representative appointed by the
Service Provider (as defined below) to carry out the
Registration (as defined below) of End-user (as defined
below) in respect of the Prepaid Services (as defined
below).

End-user

A person who uses Prepaid Services (as defined below),
which may be an Individual (as defined below) or a
Business Entity.

False Registration

A Registration (as defined below) that is deemed invalid,
due to, but not limited to, invalid Identification Document (as
defined below), errors in the Registration data, including
missing records, invalid or inaccurate information.

Identification Document

A document required for Registration (as defined below),
including the original and/or valid documents specifying the
identity of the Individual (as defined below) as specified in
subparagraph 7.6 of the Annexure 2.

Identity Authority The National Registration Department (“NRD”), Immigration
Department of Malaysia (IDM”) and/or any Government
agencies that administer personal identification, citizenship,
and/or immigration matters.

Individual A single natural person who does not represent any

Business Entity.
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TERM

DESCRIPTION

Multi-Factor Authentication

An identifier to authenticate an Individual during the
Registration (as defined below), shall consists at least two
(2) of the following; biometric (fingerprint or facial
recognition), National Digital Identity (“MyDigital ID” or any
equivalent terms), document on Chip Content Information
certified by NRD, IMM13 document certified by IDM, one-
time password (“OTP”), personal identification number
(“PIN™), security token, verification code, financial account,
or any other authentication deemed reasonable by the
Commission that will be notified to the Service Provider from
time to time.

Prepaid Services

A prepaid Public Cellular Services where the Service
Provider provides a cellular service to End-user and the
End-user pays for the cellular service before using the
service.

Prepaid Services End-user
System

Any system provided by the Service Provider as a platform
to register the End-user for the Prepaid Services.

Pre-activated SIM Card

Any SIM Card (as defined below) that can be used
immediately after the receipt of the same which has been
activated in the Prepaid Services End-user System without
the End-user Identification Document or Business Entity
Document and/or involved Unauthorised Registration (as
defined below).

Registration

Recording and verifying End-user by the Service Provider
or the Dealer against the Identification Document or
Business Entity Document, as the case may be, for
purposes of provisioning the Prepaid Services.

Service Provider

The Applications Service Provider Class Licensee who
provides the Prepaid Services.

Self-Registration

The Registration process where the End-user can register
their SIM Card (as defined below) without the assistance of
the Service Provider or the Dealer through the Service
Provider’s official authorised platform, which includes, but is
not limited to, an online portal, mobile application or any
other secured automated platforms.

Subscriber Identity Module
Card or SIM Card

A physical or embedded card that stores identification
information that pinpoints a smart device to a specific
mobile network.

Short Messaging Service
or SMS

Short messaging service provided by the Service Provider
and is used to transmit and receive short text messages to
and from short messaging service-enabled devices.
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TERM

DESCRIPTION

Suspension

Temporarily disabling access to Prepaid Services, which
includes, but is not limited to, making outbound calls,
sending outbound SMS and accessing data, except for
outbound calls to the Service Provider and 999
communications to emergency services.

Termination

Disabling the access to Prepaid Services from making
outbound and inbound calls, SMS and accessing data.

Unauthorised Person

Any person or agent or representative who carries out the
Registration of End-user without being duly appointed by
the Service Provider.

Unauthorised Registration

Use of another End-user’s Identification Document or
Business Entity Document without consent by any third
party, which may include, but is not limited to, disclosing the
Identification Document or Business Entity Document, for
the purpose of Registration of a new SIM Card, or
replacement of an existing SIM Card.

Watermark A visible, non-removable overlay containing Service
Provider and/or Dealer Name, which is used to mark the
Identification Document collected by the Service Provider
and/or the Dealer for the purpose of Registration of Prepaid
Services only.

Question 1:

The Commission seeks views on the proposed interpretations to be used in the

Mandatory Standards.
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Part D : APPLICABILITY OF THE MANDATORY STANDARDS

7 LICENSEES AND PERSONS SUBJECT TO THE MANDATORY
STANDARDS

71 The Mandatory Standards shall be applicable to a Service Provider and any
persons as may be directed by the Commission under section 51 of the CMA
1998, including a Dealer.

Question 2:

The Commission seeks views on the applicability of the Mandatory Standards, including
to the Service Provider, Dealer, and any persons directed under section 51 of the CMA
1998.

Part E : REGISTRATION

8 REQUIREMENT FOR REGISTRATION

8.1 The Service Provider who provides Prepaid Services is required to register
its End-user.

8.2 The Service Provider shall not provide any Prepaid Services to any End-user
who fails to register with the Service Provider or the Dealer.

8.3 The Service Provider or the Dealer shall not use the information of an End-
user for purposes of Registration involving a new SIM Card without the
consent of the said End-user.

8.4 The Service Provider or the Dealer shall not register any End-user who is
below the age of twelve (12) years old. Any minor who is between the ages
of twelve (12) and seventeen (17) years old must have a parent or legal
guardian register on their behalf, with the minor listed as the End-user.

8.5 The Service Provider or the Dealer to ensure that the Registration of Prepaid
Services for any End-user must not be carried out by an Unauthorised
Person.

Question 3:

The Commission seeks views on the proposed requirements that prohibit the
Registration of End-user for Prepaid Services by any party other than the Service
Provider or an authorised Dealer.
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Question 4:

The Commission seeks views on the proposed requirements, including age restrictions
and consent of the End-user, in the Registration of End-user for Prepaid Services.

METHOD OF REGISTRATION FOR INDIVIDUAL AND BUSINESS ENTITY

9.1 The Service Provider or the Dealer is required to use secured automated
platforms with Multi-Factor Authentication to verify the authenticity of the
Identification Document shown and/or provided by the Individual.

9.1.1 Assisted Registration

(a) Malaysian citizens /Permanent Residents/ Temporary
Residents: MyKad reader with biometric authentication
(fingerprint).

(b) Non-Malaysian: Passport reader with biometric authentication
(facial recognition).

(c) Non-Malaysian — IMM13 Document Holder: Submission of the
IMM13 document certified by IDM, with the original document to
be sighted at the time of Registration.

9.1.2 Self-Registration: MyKad scanning (front and back) with e-
verification through MyDigital ID.
(only for Malaysian citizens via the Service Provider’s official
authorised platform).

Individual

9.2 The requirements for the Registration of Individual are specified in
subparagraphs 7.2 to 7.8 of the proposed Mandatory Standards (as set out
in Annexure 2).

Business Entity

9.3 For Registration of Business Entity, the same may only be carried out by the
Service Provider. No Dealer can be appointed to carry out the Registration
for Business Entity.

94 The requirements for Business Entity are specified in subparagraphs 7.10 to
7.12 in Annexure 2.
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Personal Data Protection Act 2010

9.5 All information obtained and recorded pursuant to paragraph 7 in Annexure
2 shall be used for the purposes of the Registration of the Prepaid Services
only and shall not be used for other commercial activities, which may include,
but is not limited to, marketing and advertising, unless consent is given by
End-user. The handling of all personal information and data by the Service
Provider and the Dealer shall be in accordance with the requirements of the
Personal Data Protection Act 2010.

Question 5:

The Commission seeks views on the proposed method of Registration for Assisted
Registration and Self-registration, including the use of secure automated platforms,
biometric authentication and MyDigital ID.

Question 6:

The Commission seeks views on the proposed requirements for the Registration of
Individual, including the type of information to be obtained and recorded, and the use
of Identification Documents for authentication and the provision for the Commission to
approve other forms of Identification Documents from time to time.

Question 7:

The Commission seeks views on the proposed requirements for the Registration of
Business Entity.

Question 8:

The Commission seeks views on the proposed requirement of the Personal Data
Protection Act 2010 in relation to Registration of Prepaid Services.

10 LIMITATIONS OF SIM CARDS

10.1  In respect of the SIM Card, the Registration shall be subject to the following
limitations:

(a) Malaysian citizens/ Permanent Residents/ Temporary Residents:

The Service Provider shall not register more than two (2) SIM Cards
per Individual per Service Provider.

(b) Non-Malaysian

The Service Provider shall not register more than two (2) SIM Cards
per Individual across all Service Providers.
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11

10.2

10.3

The limitation specified above may be changed subject to the Commission’s
approval and will be notified to the Service Provider from time to time.

The requirement under subparagraph 10.1 shall not apply to Malaysian
citizens, Permanent Residents or Temporary Residents who have registered
more than two (2) SIM Cards per Service Provider, and for Non-Malaysian
who have registered more than two (2) SIM Cards across all Service
Providers under their name prior to the enforcement of this Mandatory
Standards.

10.4 There is no limitation on the number of SIM Cards for purposes of
Registration for a Business Entity.
Question 9:

The Commission seeks views on the proposed requirement for limitation of SIM Cards
for Malaysian citizens/Permanent Residents/Temporary Residents.

Question 10:

The Commission seeks views on the proposed requirement for the limitation of SIM
Cards for Non-Malaysian.

WHAT CONSTITUTES EFFECTIVE REGISTRATION

11.1

Registration would be completed once the Service Provider or the Dealer
has duly recorded and verified the information provided by the Individual or
the authorised representative of the Business Entity, in accordance with
paragraph 7 in Annexure 2. Registration takes effect immediately upon the
said information being duly captured in the Prepaid Services End-user
System.

The information pursuant to paragraph 7 in Annexure 2, shall be recorded
in the Prepaid Services End-user System in real-time.

The Service Provider shall ensure that the End-user can access the Prepaid
Services once the Registration takes effect.

The Service Provider shall ensure that no SIM Card is activated or can
access the Prepaid Services prior to the completion of Registration in
accordance with subparagraphs 11.1 and 11.2 above. Pre-activated SIM
Cards are strictly prohibited.
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Question 11:

The Commission seeks views on the proposed requirements for an Effective
Registration.

12 NOTIFICATION OF SUCCESSFUL REGISTRATION

121 The Service Provider shall notify the End-user of the status of the
Registration within twelve (12) hours from the completion of Registration.

12.2 The Service Provider shall provide a customer care line for End-user for
enquiry on the status of their Registration.

Question 12:

The Commission seeks views on the proposed requirements of notification of
successful Registration.

13  SERVICE VALIDITY FOR NON-MALAYSIAN (TOURISTS)

13.1 The service validity for Non-Malaysian (tourists) is specified in paragraph 11
in Annexure 2.

Question 13:

The Commission seeks views on the proposed requirements of service validity for Non-
Malaysian (tourists).

14 RECORD OF REGISTRATION

14.1 The Service Provider is required to keep, retain and preserve all records of
the Registration of End-user including all information obtained by the Service
Provider and/or the Dealer as long as the Prepaid Services to the End-user
is still active, either in physical or electronic form. The information is specified
in subparagraph 12.1 in Annexure 2.

14.2 In the event the Prepaid Services to the End-user is terminated, the
information obtained in relation to the Registration of the said End-user shall
be kept and retained for a period of eighteen (18) months from the date of
termination of the Prepaid Services.
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Question 14:

The Commission seeks views on the proposed requirement for a record of Registration
for active End-users of Prepaid Services.

Question 15:

The Commission seeks views on the proposed requirement for a record of Registration
for terminated End-users of Prepaid Services.

CONFIDENTIALITY AND SECURITY OF INFORMATION

15.1 The Service Provider and the Dealer must ensure sufficient security
measures are in place and shall ensure that the information of the End-user
is kept and handled securely to prevent any unauthorised disclosure.

15.2 The requirements for the confidentiality and security of information are
specified in subparagraphs 13.2 to 13.4 in Annexure 2.

Question 16:

The Commission seeks views on the proposed requirements of confidentiality and
security of End-user’s information.

Part F : EFFECT OF FALSE REGISTRATION

SUSPENSION OF PREPAID SERVICES

16.1 The Service Provider shall suspend Prepaid Services provided to the End-
user in the event the information provided by the End-user is found to be
inaccurate or false.

16.2 The requirements for suspension of Prepaid Services are specified in
subparagraphs 14.2 to 14.4 in Annexure 2.

Question 17:

The Commission seeks views on the proposed requirements for suspension of Prepaid
Services.
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17 TERMINATION OF PREPAID SERVICES

17.1  The Service Provider shall terminate the Prepaid Services if the suspended
End-user fails to provide accurate and updated information within the
Suspension Period.

17.2 The requirements for termination of Prepaid Services are specified in
subparagraphs 15.2 to 15.4 in Annexure 2.

Question 18:

The Commission seeks views on the proposed requirements for termination of Prepaid
Services.

Part G : SPECIAL EVENT

18  REGISTRATION OF SIM CARDS IN BULK

18.1 In the event the Service Provider receives a bulk request from voluntary
organisations or society bodies to use temporary Prepaid Services for
special events such as the Malaysian General, State or Small Election,
Political General Assembly and/or any other event, the Registration
requirement for each SIM Card shall comply with the requirements for
Individual and Business Entity Registration in paragraph 7 in Annexure 2,
as the case may be.

Question 19:

The Commission seeks views on the proposed requirement for Registration of SIM
Cards in bulk during special event.

Part H : OBLIGATIONS OF SERVICE PROVIDER AND DEALER

19 OBLIGATIONS RELATING TO DEALER APPOINTMENT AND
COMPLIANCE

19.1  The Service Provider shall register all Dealers that it appoints to undertake
Individual Registration for Prepaid Services and maintain a true, accurate,
complete and up-to-date database at all times on the Dealer’s information.
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19.2 The requirements on the obligations relating to Dealer appointment and
compliance are specified in subparagraphs 17.2 to 17.4 in Annexure 2.

19.3 Details on the obligations of the Dealer and the responsibilities of the Service
Provider in managing the Dealer are specified in the Common Code of
Conduct (Appendix B of Annexure 2).

Question 20:

The Commission seeks views on the proposed requirements for the obligations relating
to Dealer appointment and compliance.

Question 21:

The Commission seeks views on the proposed Common Code of Conduct (Appendix
B of Annexure 2).

Part | : REQUIREMENT FOR REPORT SUBMISSION

REPORTING

20.1  The Service Provider shall audit its Prepaid Services End-user System, any
other related system, records or database.

20.2 The requirements for report submission are specified in subparagraphs 18.2
to 18.4 in Annexure 2.

20.3 Percentage for inaccuracy of audited verified End-user data with Identity
Authority, shall be:

(a) not more than 1% of the total number of Registration received effective
from 1st January 2026;

(b) not more than 0.5% of the total number of Registration received effective
from 1st January 2027.

Question 22:

The Commission seeks views on the requirements for audit report submission and the
reporting timelines.

Question 23:

The Commission seeks views on the percentage of inaccuracy of audited verified End-
user data with the Identity Authority.
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Part J : GENERAL

21 IDENTIFICATION OF SIM CARD REGISTERED

21.1  The Service Provider shall develop a free-of-charge mechanism that enables
the End-user to verify the number of SIM Cards registered under the End-
user name and ensure no SIM Cards are registered without their consent.

22 THE USE OF WATERMARK

22.1  The Service Provider shall ensure that Watermark is used to mark the copy
of the Identification Document collected for the purpose of Registration of
Prepaid Services via an online and/or any secured automated platform, as
per the sample provided in subparagraph 20.1 in Annexure 2.

23  SIM CARD REPLACEMENT PROCESS

23.1 The Service Provider is required to undertake the standard procedure for
SIM Card replacement as specified in subparagraphs 21.1 to 21.4 in
Annexure 2.

Question 24:

The Commission seeks views on the requirement for the Identification of SIM Card
registered.

Question 25:

The Commission seeks views on the requirement for the use of Watermark to secure
Identification Document during Registration.

Question 26:

The Commission seeks views on the requirements for the SIM Card replacement
process.
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24  SIM CARD DELIVERY

24.1  The Service Provider must ensure the physical SIM Card is delivered directly
to and/or activated by the End-user who registered the Prepaid Services via
the methods as specified in subparagraph 22.1 in Annexure 2.

Question 27:

The Commission seeks views on the delivery methods of SIM Cards, including Mail
Delivery and Self-Collection.

25 ADDITIONAL VIEWS SOUGHT

25.1 Beyond the specific questions outlined above, the Commission invites
stakeholders to share additional views, from the perspective of practical
implementation insights, broader industry concerns or emerging issues not
directly addressed in this document.

Question 28:

The Commission welcomes additional feedback, concerns, or suggestions that
stakeholders or respondents believe should be taken into consideration for improving
the proposed Mandatory Standards.
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Annexure 1

Summary of questions

Question 1

Question 2

Question 3

Question 4

Question 5

Question 6

Question 7

Question 8

Question 9

Question 10

Question 11

The Commission seeks views on the proposed interpretations to be used
in the Mandatory Standards.

The Commission seeks views on the applicability of the Mandatory
Standards, including to the Service Provider, Dealer, and any persons
directed under section 51 of the CMA 1998.

The Commission seeks views on the proposed requirements that prohibit
the Registration of End-user for Prepaid Services by any party other than
the Service Provider or an authorised Dealer.

The Commission seeks views on the proposed requirements, including
age restrictions and consent of End-user, in the Registration of End-user
for Prepaid Services.

The Commission seeks views on the proposed method of Registration for
Assisted Registration and Self-registration, including the use of secure
automated platforms, biometric authentication and MyDigital ID.

The Commission seeks views on the proposed requirements for the
Registration of Individual, including the type of information to be obtained
and recorded, and the use of Identification Documents for authentication
and the provision for the Commission to approve other forms of
Identification Documents from time to time.

The Commission seeks views on the proposed requirements for the
Registration of Business Entity.

The Commission seeks views on the proposed requirement of the
Personal Data Protection Act 2010 in relation to Registration of Prepaid
Services.

The Commission seeks views on the proposed requirement for limitation
of SIM Cards for Malaysian citizens/Permanent Residents/Temporary
Residents.

The Commission seeks views on the proposed requirement for limitation
of SIM Cards for Non- Malaysian.

The Commission seeks views on the proposed requirements for an
Effective Registration.
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Question 12

Question 13

Question 14

Question 15

Question 16

Question 17

Question 18

Question 19

Question 20

Question 21

Question 22

Question 23

Question 24

Question 25

Question 26

The Commission seeks views on the proposed requirements of notification
of successful Registration.

The Commission seeks views on the proposed requirements of service
validity for Non-Malaysian (tourists).

The Commission seeks views on the proposed requirement for a record
of Registration for active End-users of Prepaid Services.

The Commission seeks views on the proposed requirement for a record
of Registration for terminated End-users of Prepaid Services.

The Commission seeks views on the proposed requirements of
confidentiality and security of End-user’s information.

The Commission seeks views on the proposed requirements for
suspension of Prepaid Services.

The Commission seeks views on the proposed requirements for
termination of Prepaid Services.

The Commission seeks views on the proposed
Registration of SIM Cards in bulk during special event.

requirement for
The Commission seeks views on the proposed requirements for the
obligations relating to Dealer appointment and compliance.

The Commission seeks views on the proposed Common Code of Conduct
(Appendix B of Annexure 2).

The Commission seeks views on the requirements for audit report
submission and the reporting timelines.

The Commission seeks views on the percentage of inaccuracy of audited
verified End-user data with the Identity Authority.

The Commission seeks views on the requirement for the Identification of
SIM Card registered.

The Commission seeks views on the requirement for the use of Watermark
to secure Identification Document during Registration.

The Commission seeks views on the requirements for the SIM Card
replacement process.
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Question 27

Question 28

The Commission seeks views on the delivery methods of SIM Cards,
including Mail Delivery and Self-Collection.

The Commission welcomes additional feedback, concerns, or suggestions
that stakeholders or respondents believe should be taken into
consideration for improving the proposed Mandatory Standards.
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Annexure 2

MCMC

Suruhanjaya Komunikasi dan Multimedia Malaysia
Malaysian Communications and Multimedia Commission

COMMUNICATIONS AND MULTIMEDIA ACT 1998

COMMISSION DETERMINATION ON THE MANDATORY STANDARDS FOR THE
REGISTRATION OF END-USERS OF PREPAID PUBLIC CELLULAR SERVICES

DETERMINATION NO. OF 2026
In the exercise of the powers conferred by section 55 and subsection 104(4) of the
Communications and Multimedia Act 1998 [Act 588] (“Act”), the Commission hereby
determines as follows:
Citation and commencement
1.  This Determination may be cited as the Commission Determination on the
Mandatory Standards for the Registration of End-Users of Prepaid Public

Cellular Services, Determination No. of 2026.

2. This Determination shall come into force on DDMM 2026.

Interpretation
3. For purpose of this Determination, unless the context otherwise requires:

(a) anyterms used in this Determination shall have the same meaning as in the
Act or the subsidiary legislations made under it;

(b) words in the singular include plural and vice versa; and

(c) the following terms shall have the stated meaning.
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“Assisted Registration” means the Registration (as defined below) process where
an End-user (as defined below) requires assistance from the Service Provider (as
defined below) or the Dealer (as defined below) to register their SIM Card (as
defined below).

“Business Entity” means an entity established to engage in business activities,
charitable activities, or other activities allowed under the relevant laws in
Malaysia, including but not limited to the Companies Act 2016, the Registration
of Businesses Act 1956, and the Limited Liability Partnerships Act 2012.

“‘Business Entity Document” means a document required for Registration (as
defined below), including the original and/or valid documents specifying the
legitimacy of the Business Entity as specified in subparagraph 7.10 of this
Determination.

“‘Dealer” means any person or agent or representative appointed by the Service
Provider (as defined below) to carry out the Registration (as defined below) of
End-user (as defined below) in respect of the Prepaid Services (as defined
below).

“End-user” means a person who uses Prepaid Services (as defined below), which
may be an Individual (as defined below) or a Business Entity.

“False Registration” means a Registration (as defined below) that is deemed
invalid, due to, but not limited to, invalid Identification Document (as defined
below), errors in the Registration data, including missing records, invalid or
inaccurate information.

“Identification Document” means a document required for Registration (as
defined below), including the original and/or valid documents specifying the
identity of the Individual (as defined below) as specified in subparagraph 7.6 of
this Determination.

“Identity Authority” means the National Registration Department (“NRD”),
Immigration Department of Malaysia (“IDM”) and/or any Government agencies
that administer personal identification, citizenship, and/or immigration matters.

“‘Individual” means a single natural person who does not represent any Business
Entity.

“Multi-Factor Authentication” means an identifier to authenticate an Individual
during the Registration (as defined below), shall consists at least two (2) of the
following; biometric (fingerprint or facial recognition), National Digital Identity
(“MyDigital ID” or any equivalent terms), document on Chip Content Information
certified by NRD, IMM13 document certified by IDM, one-time password (“OTP”),
personal identification number (“PIN”), security token, verification code, financial
account, or any other authentication deemed reasonable by the Commission that
will be notified to the Service Provider from time to time.

“Prepaid Services” means a prepaid Public Cellular Services where the Service
Provider provides a cellular service to End-user and the End-user pays for the
cellular service before using the service.

“Prepaid Services End-user System” means any system provided by the Service
Provider as a platform to register the End-user for the Prepaid Services.
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“Pre-activated SIM Card” means any SIM Card (as defined below) that can be
used immediately after the receipt of the same which has been activated in the
Prepaid Services End-user System without the End-user Identification Document
or Business Entity Document and/or involved Unauthorised Registration (as
defined below).

“Registration” means recording and verifying End-user by the Service Provider or
the Dealer against the Identification Document or Business Entity Document, as
the case may be, for purposes of provisioning the Prepaid Services.

“Service Provider’ means the Applications Service Provider Class Licensee who
provides the Prepaid Services.

“Self-Registration” means the Registration process where the End-user can
register their SIM Card without the assistance of the Service Provider or the
Dealer through the Service Provider’s official authorised platform, which includes,
but is not limited to, an online portal, mobile application or any other secured
automated platforms.

“Subscriber Identity Module Card” or “SIM Card” means a physical or embedded
card that stores identification information that pinpoints a smart device to a
specific mobile network.

“Short Messaging Service” or “SMS” means short messaging service provided by
the Service Provider and is used to transmit and receive short text messages to
and from short messaging service-enabled devices.

“Suspension” means temporarily disabling access to Prepaid Services, which
includes, but is not limited to, making outbound calls, sending outbound SMS and
accessing data, except for outbound calls to the Service Provider and 999
communications to emergency services.

“Termination” means disabling the access to Prepaid Services from making
outbound and inbound calls, SMS and accessing data.

“Unauthorised Person” means any person or agent or representative who carries
out the Registration of End-user without being duly appointed by the Service
Provider.

“Unauthorised Registration” means the use of another End-user’s Identification
Document or Business Entity Document without consent by any third party, which
may include, but is not limited to, disclosing the Identification Document or
Business Entity Document, for the purpose of Registration of a new SIM Card, or
replacement of an existing SIM Card.

“Watermark” means a visible, non-removable overlay containing Service Provider
and/or Dealer Name, which is used to mark the Identification Document collected
by the Service Provider and/or the Dealer for the purpose of Registration of
Prepaid Services only.
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Licensees and Persons subject to this Determination

4.

This Determination shall be applicable to a Service Provider and any persons as
may be directed by the Commission under section 51 of the Act, including a
Dealer.

Audit and verification

5.

The Commission may, from time to time, audit the Service Provider, the Dealer,
its Prepaid Services End-user System, any other related system, any records
and/or database that are required to be kept and/or maintained under this
Determination to ensure the integrity of the information collected in the course of
Registration.
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PART A: REGISTRATION

6.

6.1

6.2

6.3

6.4

6.5

7.1

REQUIREMENT FOR REGISTRATION

The Service Provider who provides Prepaid Services is required to register its
End-user.

The Service Provider shall not provide any Prepaid Services to any End-user who
fails to register with the Service Provider or the Dealer.

The Service Provider or the Dealer shall not use the information of an End-user
for purposes of Registration involving a new SIM Card without the consent of the
said End-user.

The Service Provider or the Dealer shall not register any End-user who is below
the age of twelve (12) years old. Any minor who is between the ages of twelve
(12) and seventeen (17) years old must have a parent or legal guardian register
on their behalf, with the minor listed as the End-user.

The Service Provider or the Dealer to ensure that the Registration of Prepaid
Services for any End-user must not be carried out by an Unauthorised Person.

METHOD OF REGISTRATION FOR INDIVIDUAL AND BUSINESS ENTITY

The Service Provider or the Dealer is required to use secured automated
platforms with Multi-Factor Authentication to verify the authenticity of the
Identification Document shown and/or provided by the Individual.

7.1.1 Assisted Registration

(a) Malaysian citizens /Permanent Residents/ Temporary
Residents: MyKad reader with biometric authentication
(fingerprint).

(b) Non-Malaysian: Passport reader with biometric authentication
(facial recognition).

(c) Non-Malaysian — IMM13 Document Holder: Submission of the
IMM13 document certified by IDM, with the original document to
be sighted at the time of Registration.

7.1.2 Self-Registration: MyKad scanning (front and back) with e-verification
through MyDigital ID.
(only for Malaysian citizens via the Service Provider’s official authorised
platform)
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Individual

7.2 For purposes of Registration of Individual, the following information is required to
be obtained and recorded by the Service Provider or the Dealer:

(a)

(b)

(c)

(d)

Malaysian citizens/ Permanent Residents/ Temporary Residents:

(i)
(ii)
(iii)
(iv)
(v)
(vi)

Full name as per Identification Document;

Identification number as per Identification Document;

Permanent address as per Identification Document;

Expiry date of Identification Document (only applicable for
Temporary Resident Identity Card (“MyKAS”));

Mailing address; and

Any other information as may be required by the Commission that
will be notified to the Service Provider from time to time.

Non-Malaysian (workers or students):

(i
(ii
(iii)
(iv)
(V)

(vi)

Full name as per passport;

Passport number;

Passport issuing country;

Passport expiry date;

Company name and address as provided in work permit document
or student ldentification Document with university address;
Mailing address; and

(vii) Any other information as may be required by the Commission that

will be naotified to the Service Provider from time to time.

Non-Malaysian (tourist) who are visiting Malaysia for less than
three (3) months:

Full name as per passport;

Passport number;

Passport issuing country;

Passport expiry date;

Hotel or temporary residential address; and

Any other information as may be required by the Commission that
will be notified to the Service Provider from time to time.

Non-Malaysian - IMM13 Document Holder (limited to the state of
Sabah only):

Full name as per IMM13 document;

Identification Number as per IMM13 document (beginning with
IP/KDN/HF);

IMM13 issuing date;

IMM13 expiry date; and

Residential address.
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7.3

7.4

7.5

7.6

Notwithstanding the provisions contained in subparagraph 7.2 above, the Service
Provider or the Dealer may also accept other Identification Documents as may
be approved by the Commission, which will be duly notified to the Service
Provider from time to time.

The Service Provider or the Dealer is required to ensure that only one (1) type of
Identification Document can be used for the Registration for Permanent
Residents, Temporary Residents and Non-Malaysian.

The example of the Identification Document (MyKAS and IMM13 Document) as
described in Appendix A.

Document Authentication

The Service Provider or the Dealer is required to ensure that the information
shown and/or provided by the Individual for purposes of Registration as specified
in subparagraph 7.2 above (with the exception of the mailing address and hotel
or temporary residential address) is verified against the information contained in
the original Identification Document stated below:

(a) Malaysian citizens/ Permanent Residents/ Temporary Residents:
(i) National Registration Identity Card (“MyKad”); or
(i) Permanent Resident Identity Card (“MyPR”); or
(i) Temporary Resident Identity Card (“MyKAS”); or
(iv) Malaysian Armed Forces.
(b) Non-Malaysian (workers or students):
(i) Passport from their country of origin; and
(i)  Work permit Identification Document; or

(iii) Student identification card.

(c) Non-Malaysian (tourist) who are visiting Malaysia for less than
three (3) months:

(i) Passport from their country of origin; and
(ii) Visa document (if applicable).

(d) Non-Malaysian - IMM13 Document Holder (limited to the state of
Sabah only):

(i) Original IMM13 document (certified by IDM).
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7.7

7.8

For purposes of verifying the hotel or temporary residential address, the same
shall be verified by the Service Provider of Dealer against any documentation that
shows proof that the Individual is currently staying at the said address, which may
include, but is not limited to, a hotel reservation or booking form and duly
recorded.

Biometric Authentication (facial recognition)

For purposes of verifying the information of the ldentification Document using
facial recognition as specified in subparagraph 7.1.1(b) above, the Service
Provider shall ensure that the authentication techniques are being used, which
include but not limited to:

(@) Compare the image in the Identification Document with live facial capture
of the End-user;

(b) Live image and/or video must be captured;

(c) Must not allow still images to be uploaded;

(d) Must require to perform certain actions in real-time, for example: nodding
the head up and down or moving the eyeballs to different locations on the
screen; and/or

(e) Any other techniques deemed reasonable by the Commission that will be
notified to the Service Provider from time to time.

Business Entity

7.9

7.10

7.11

For purposes of Registration of Business Entity, the same may only be carried
out by the Service Provider. No Dealer can be appointed to carry out the
Registration for Business Entity.

For purposes of Registration of Business Entity, the following Business Entity
Document is required to be obtained, recorded and verified by the Service
Provider.

(a) The name and business address;

(b) Certification of incorporation or certificate of registration of business
issued by the Companies Commission of Malaysia or any other
documents relating to the incorporation or registration as a Business
Entity; and

(c) Letter of authority to purchase the Prepaid Services on behalf of the
Business Entity.

In addition to the above, the Service Provider shall also obtain and record the
Identification Document of the authorised representative of the Business Entity
who has been authorised to purchase the Prepaid Services on behalf of the
Business Entity. The information required is as per the information for an
Individual as specified in the subparagraph 7.2(a) or (b) above, as the case may
be.

Page 32 of 51



712

713

8.1

8.2

8.3

9.1

The Service Provider shall ensure that the Business Entity Document provided
by the authorised representative of the Business Entity for purposes of
Registration of the Business Entity is verified against the original document and
duly recorded.

Personal Data Protection Act 2010

All information obtained and recorded pursuant to paragraph 7 of the
Determination shall be used for the purposes of the Registration of the Prepaid
Services only and shall not be used for other commercial activities, which may
include, but is not limited to, marketing and advertising, unless consent is given
by End-user. The handling of all personal information and data by the Service
Provider and the Dealer shall be in accordance with the requirements of the
Personal Data Protection Act 2010.

LIMITATIONS OF SIM CARDS

In respect of the SIM Card, the Registration shall be subject to the following
limitations:

(a) Malaysian citizens/ Permanent Residents/ Temporary Residents:

The Service Provider shall not register more than two (2) SIM Cards per
Individual per Service Provider.

(b) Non-Malaysian:

The Service Provider shall not register more than two (2) SIM Cards per
Individual across all Service Providers.

The limitation specified above may be changed subject to the Commission’s
approval and will be notified to the Service Provider from time to time.

The requirement under subparagraph 8.1 shall not apply to Malaysian citizens,
Permanent Residents or Temporary Residents who have registered more than
two (2) SIM Cards per Service Provider, and for Non-Malaysian who have
registered more than two (2) SIM Cards across all Service Providers under their
name prior to the enforcement of this Mandatory Standards.

There is no limitation on the number of SIM Cards for purposes of Registration
for a Business Entity.

WHAT CONSTITUTES EFFECTIVE REGISTRATION
Registration would be completed once the Service Provider or the Dealer has

duly recorded and verified the information provided by the Individual or the
authorised representative of the Business Entity, in accordance with paragraph 7
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9.2

9.3

9.4

10.

10.1

10.2

11.

12.

12.1

12.2

above. Registration takes effect immediately upon the said information being duly
captured in the Prepaid Services End-user System.

The information pursuant to paragraph 7 above shall be recorded in the Prepaid
Services End-user System in real-time.

The Service Provider shall ensure that the End-user can access the Prepaid
Services once the Registration takes effect.

The Service Provider shall ensure that no SIM Card is activated or can access
the Prepaid Services prior to the completion of Registration in accordance with
paragraphs 9.1 and 9.2 above. Pre-activated SIM Cards are strictly prohibited.

NOTIFICATION OF SUCCESSFUL REGISTRATION

The Service Provider shall notify the End-user of the status of the Registration
within twelve (12) hours from the completion of Registration.

The Service Provider shall provide a customer care line for End-user for enquiry
on the status of their Registration.

SERVICE VALIDITY FOR NON-MALAYSIAN (TOURISTS)

Non-Malaysian (tourists), under subparagraph 7.2(c) of the Determination, shall
be allowed to use the Prepaid Services for three (3) months only, effective from
the completion of Registration.

The Service Provider shall ensure that the Prepaid Services registered under the
name of the non-Malaysian (tourist) is automatically terminated after the expiry
of the three (3) months validity period.

RECORD OF REGISTRATION

The Service Provider is required to keep, retain and preserve all records of the
Registration of End-user including all information obtained by the Service
Provider and/or the Dealer as long as the Prepaid Services to the End-user is still
active, either in physical or electronic form which may include but not limited to:
(a) papers, documents, printed materials;
(b) any visual recording (live images and/or videos); and
(c) any sound recording, or any electronic, magnetic, mechanical or other
form of sound recording howsoever made, or any sounds or electronic
impulses.

In the event the Prepaid Services to the End-user is terminated, the information
obtained in relation to the Registration of the said End-user shall be kept and
retained for a period of eighteen (18) months from the date of termination of the
Prepaid Services.
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13.

13.1

13.2

13.3

13.4

CONFIDENTIALITY AND SECURITY OF INFORMATION

The Service Provider and the Dealer must ensure sufficient security measures
are in place and shall ensure that the information of the End-user is kept and
handled securely to prevent any unauthorised disclosure.

The Service Provider and the Dealer shall take all reasonable action to prevent
Unauthorised Registration. For the purposes of Registration, verification of
information shall be in accordance with the provision under subparagraphs 7.2
and 7.10 to protect the confidentiality of specified End-user information in
connection with the purpose for which the information has been disclosed or
collected by the Service Provider or the Dealer.

The Service Provider and the Dealer shall not disclose to any person, any
information obtained in the course of Registration of the End-user unless required
under any written law of Malaysia.

The Service Provider shall submit a report to the Commission on the steps
taken and processes introduced to ensure the security and confidentiality of
information collected in the course of Registration as and when requested by the
Commission.

PART B: EFFECT OF FALSE REGISTRATION

14.

14.1

14.2

14.3

14.4

SUSPENSION OF PREPAID SERVICES

The Service Provider shall suspend Prepaid Services provided to the End-user
in the event the information provided by End-user is found to be inaccurate or
false.

A notice of three (3) working days shall be given to the relevant End-user referred
to in subparagraph 14.1 above to update the accurate information (“Notice
Period”), failing which the Prepaid Services will be suspended. The suspension
shall be in effect for a period of seventeen (17) working days commencing from
the expiry of the Notice Period (“Suspension Period”).

During the Suspension Period, the suspended End-user will only be able to
receive calls, SMS and make calls to emergency services or to the Service
Provider. The suspended End-user will not be able to make outbound calls, send
outbound SMS and access data, except for outbound calls to the Service Provider
and 999 communications to emergency services.

If the End-user successfully provides accurate information within the Suspension
Period, the suspension will be lifted.
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15.

15.1

15.2

15.3

15.4

TERMINATION OF PREPAID SERVICES

The Service Provider shall terminate the Prepaid Services if the suspended End-
user fails to provide accurate and updated information within the Suspension
Period.

A notice shall be given to the suspended End-user by the Service Provider three
(3) days before the expiry of the Suspension Period to inform of its intention to
terminate the Prepaid Services and the effect of Termination.

Upon Termination, the End-user will not be able to use the Prepaid Services. It
may also result in the remaining balance of the amount paid for the Prepaid
Services by the End-user being forfeited by the Service Provider.

The Service Provider is entitled to recycle the number (subject to the provision
under the Numbering and Electronic Addressing Plan (“NEAP”) issued by the
Commission) related to the Prepaid Services that have been terminated, and the
Service Provider is under no obligation to re-issue the same number to the
previously terminated End-user during any new Registration in the future.

PART C: SPECIAL EVENT

16.

16.1

REGISTRATION OF SIM CARDS IN BULK

In the event the Service Provider receives a bulk request from voluntary
organisations or society bodies to use temporary Prepaid Services for special
events such as the Malaysian General, State or Small Election, Political General
Assembly and/or any other event, the Registration requirement for each SIM Card
shall comply with the requirements for Individual and Business Entity Registration
in paragraph 7 of the Determination, as the case may be.

PART D: OBLIGATIONS OF SERVICE PROVIDER AND DEALER

17.

17.1

17.2

OBLIGATIONS RELATING TO DEALER APPOINTMENT AND COMPLIANCE

The Service Provider shall register all Dealers that it appoints to undertake
Individual Registration for Prepaid Services and maintain a true, accurate,
complete and up-to-date database at all times on the Dealer’s information.

The Service Provider is required to conduct due diligence on all new applicants
who applied to become a Dealer through an assessment. This includes assessing
the background, which may include, but is not limited to, the financial information,
business track record and any other relevant information. If the Service Provider
believes that the applicant poses a high risk of committing illegal activities, they
may blacklist the applicant and/or reject their applications.
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17.3 The Service Provider shall audit its Dealer on the Registration of End-user for
Prepaid Services undertaken by Dealer every half-yearly. The dealer audit report
shall include but are not limited to:

(a) Dealer compliance with the Registration of End-user for Prepaid Services;
(b) Dealer non-compliance with the Registration of End-user for Prepaid
Services which includes:
i. Registration without consent of the particular End-user;
ii. Using any false information to register new numbers; and
(c) Any other matter the Commission deems appropriate that will be notified
to the Service Provider from time to time.

17.4 The Service Provider and the Dealer shall comply with the provisions of this
Determination, including but not limited to the responsibilities set out in the
Common Code of Conduct.

17.5 Details on the obligations of the Dealer and the responsibilities of the Service

Provider in managing the Dealer are specified in the Common Code of Conduct
in Appendix B.

PART E: REQUIREMENT FOR REPORT SUBMISSION
18. REPORTING

18.1 The Service Provider shall audit its Prepaid Services End-user System, any other
related system, records or database.

18.2 The Service Provider shall furnish audit reports as specified in Table 1 below to
the Commission every half yearly. Each report shall be accompanied by a
declaration signed by an officer of the Service Provider duly authorised by the
board of directors, stating that each report is true and accurate.

18.3 The Service Provider shall submit the reports based on the following timelines:

Table 1: Reporting Timeline
Reporting

Submission Date

Period
1 Report on the audit of the Prepaid
Services End-user System and
records of Registration
(pursuant to audit result from
paragraph 18.1) Half Yearly
2 Dealer audit report
(pursuant to audit result from
paragraph 17.3)
3 Verified End-user data

18t Half: 31 July of the
same year for the
reporting period Jan —
June

2" Half: 31 Jan of the
following year for the
reporting period July -
Dec
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18.4 The Service Provider shall submit the report based on the format as described in
Appendix C (for items 1 and 2 of Table 1 above).

18.5 Percentage for inaccuracy of audited verified End-user data with Identity
Authority, shall be:

(a) not more than 1% of the total number of Registration received effective from
1st January 2026;

(b) not more than 0.5% of the total number of Registration received effective
from 1st January 2027.

The formula to derive the inaccuracy described in this subparagraph 18.5 is:

Total number of False Registration
x 100 %

Total number of registration

PART F: GENERAL

19. IDENTIFICATION OF SIM CARD REGISTERED

19.1 The Service Provider shall develop a free-of-charge mechanism that enables the
End-user to verify the number of SIM Cards registered under the End-user name
and ensure no SIM Cards are registered without their consent.

20. THE USE OF WATERMARK

20.1 The Service Provider shall ensure that Watermark is used to mark the copy of
Identification Document collected for the purpose of Registration of Prepaid

Services via an online and/or any secured automated platform, as per the sample
provided.
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21.

211

21.2

21.3

214

SIM CARD REPLACEMENT PROCESS

The Service Provider is required to undertake the following standard procedure
for SIM Card replacement:

The process of SIM Card replacement shall be undertaken by the Service
Provider only.

For the purposes of SIM Card replacement, the Service Provider is required to
verify the following information:

(a) Information on the three (3) most frequently called numbers dialled at least
five (5) times over a thirty (30) days period;

(b) Last reload amount and date; and

(c) The SIM pack or other evidence of direct purchase or ownership and
where it is unavailable, an authorisation letter attesting to the ownership
must be provided.

All completed SIM Card replacement information specified under subparagraph
21.2, and any other requirements as stated in this Determination, must be verified
and approved by the Service Provider.

Upon satisfactory receipt of validated information, the Service Provider may

execute the SIM Card replacement and provide the End-user with a new SIM
Card.

Page 39 of 51



22. SIM CARD DELIVERY

22.1 The Service Provider must ensure the physical SIM Card is delivered directly to
and/or activated by the End-user who registered the Prepaid Services via Malil
Delivery or Self-Collect as the methods stipulated below:

(a) Mail Delivery- in activating the SIM Card it shall require an activation code
or Multi-Factor Authentication to be delivered to the End-user separately
via using preferred channel chosen by the End-user.

(b) Self-Collect - the End-user may bring along the original ldentification

Document and softcopy acknowledgment of successful Registration to
self-collect the SIM Card at the authorised centre/outlet.

Made on DDMM 2026

TAN SRI MOHAMAD SALIM BIN FATEH DIN
Chairman
Malaysian Communications and Multimedia Commission
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APPENDIX A

EXAMPLE OF IDENTIFICATION DOCUMENT

(a) Temporary ldentity Card for Temporary Residents (MyKAS)

i) Front View

ii) Back View
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(b) IMM13 Document for non-Malaysian (limited to the state of Sabah only)

i) Front Page

TOMYSKHAN<BIN<AL<JIBON<<<<<<<<<<<<<<<<<<<<<<
IP<12011<4PHL8710156M0406303120803<<<<<<<<26
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ii) Back Page
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APPENDIX B
COMMON CODE OF CONDUCT
TABLE OF CONTENTS
1.  EFFECT
2. OBJECTIVE OF THE CODE

3. REQUIREMENT FOR REGISTRATION

4.  MANAGEMENT AND MAINTENANCE OF DATABASE OF DEALER BY THE
SERVICE PROVIDER

5. EQUIPPING DEALER WITH SECURED AUTOMATED PLATFORMS

6. DEALING WITH COMPLAINTS RELATED TO MISCONDUCT OF DEALER

7.  MITIGATING CIRCUMSTANCES
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1.1

1.2

2.1

2.2

3.1

3.2

41

4.2

4.3

EFFECT

The provisions in this Common Code of Conduct (“Code”) shall be incorporated
into and form part of the agreement between the Service Provider and the Dealer.

The Dealer shall comply with all provisions of this Code, in addition to the
obligations under the Determination.

OBJECTIVE OF THE CODE

The key objective of the Code is to increase the effectiveness of the Dealer in
implementing the Registration of Prepaid Services End-user in the manner as set
out in the Determination.

This Code applies to all Dealers appointed by the Service Provider and governs
their conduct in carrying out Individual Registration.

REQUIREMENT FOR REGISTRATION

The Service Provider shall register all its Dealers and issue a unique identification
(“ID”) for each Dealer.

The Dealer shall not commence Individual Registration until the appointment is
formalised and a Dealer ID has been issued by the Service Provider.

MANAGEMENT AND MAINTENANCE OF THE DATABASE OF DEALER BY
THE SERVICE PROVIDER

The Service Provider shall manage and maintain a database of the registered
Dealer, and the information provided must be accurate, true and up-to-date at all
times.

The Dealer shall provide accurate and updated information to the Service
Provider and shall notify any changes immediately.

The Service Provider shall submit the accurate and up-to-date database of the
registered Dealer to the Commission as when requested.
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5.1

5.2

5.3

6.1

EQUIPPING DEALER WITH SECURED AUTOMATED PLATFORMS

The Service Provider shall equip all its Dealers with the secured automated
platforms as specified in subparagraph 7.1 of the Determination for the purposes
to verify the authenticity of the information contained in the Identification
Document provided by the Individual, wherever possible.

The Service Provider must ensure that any unregistered Dealer or Dealer without
the capability to register new SIM Cards at the point of sales, including those not
equipped with the secured automated platforms, must not be allowed to register
the Individual.

The Dealer who is not registered with the Service Provider or who is not equipped
with a secured automated platform shall not be permitted to register the
Individual.

DEALING WITH COMPLAINTS RELATED TO MISCONDUCT OF DEALER

Upon having knowledge of a possible misconduct of a Dealer that may lead to
breach of this Determination, either through a complaint or its own findings, the
Service Provider shall undertake the following actions:

(a) The Dealer will be sent a show cause letter in respect of the misconduct
and shall submit to the Service Provider, a written submission within
seven (7) days from the date of the issuance of the show cause letter,
stating whether the misconduct occurred and the reasons, if any.

(b) If the written submission is unsatisfactory or in the event the Dealer fails
to respond to the show cause letter within the stipulated time, the
Dealer's appointment shall be suspended immediately.

(c) The Service Provider may conduct further investigation, and if the
Dealer is found not to have committed any misconduct, the suspension
shall be lifted.

(d) In the case of repeated misconducts, the Service Provider shall
immediately send a notice of suspension to the said Dealer upon the
discovery of the subsequent misconduct and the Dealer shall be
suspended for a minimum period of three (3) months.

(e) If the Dealer is found to have committed misconduct on three (3)

occasions, the Service Provider shall terminate and blacklist the Dealer
from services.
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6.2

6.3

6.4

7.1

7.2

If a complaint is made in respect of misconduct of the Dealer, in addition to the
requirements in subparagraph 6.1 above, the Service Provider shall revert to the
complainant within fifteen (15) days from the receipt of the complaint on the
resolution of the said complaint.

Notwithstanding subparagraph 6.2 above, in the event the complaint could not be
resolved within fifteen (15) days from the receipt of the complaint, the Service
Provider shall update the complainant on the status of the complaint and propose
a new deadline to resolve the matter that:

(a) shall be agreed by the Commission; and
(b) shall not be later than thirty (30) days from the receipt of the complaint.

The Service Provider will update the Commission on the complaints received and
the resolution of the same every half-yearly.

MITIGATING CIRCUMSTANCES

The Dealer may appeal to the Service Provider against the suspension of the
Dealer appointment by submitting any relevant document and/or documentary
evidence to substantiate that they have done all that is necessary to rectify the
misconduct and have given a written undertaking that such misconduct will not
reoccur in the future.

Each appeal will be reviewed and decided upon by the Service Provider on a
case-by-case basis.
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APPENDIX C

REPORTING TEMPLATE

Q| REFORT ON THE AUDIT OF THE PREPAID creop
See SERVICES END-USER SYSTEM AND  pyem
RECORDS OF REGISTRATION 112025

ORGANISATION:

NAME OF LICENSEE:

DURATION/YEAR:

PART I: REGISTRATION OF INDIVIDUAL - SUBSCRIBER’S INFORMATION

TOTAL SUBSCRIBER INFORMATION AUDITED:

PERIOD OF REGISTRATION:

MALAYSIAN:

m ITEM TOTAL

Registration using a picture of ID

2 Registration using a photocopy of ID

3 Registration using a tampered ID

Registration using Inaccurate Information (by
4 comparing the ID photo and data captured by
the MyKad reader/ MyDigital ID)

NON MALAYSIAN

m ITEM TOTAL

Registration using a picture of a Passport

2 Registration using a photocopy of a Passport

3 Registration using a tfampered Passport

Registration using Inaccurate Information (by
4 comparing the passport photo and data
captured by the passport reader)
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PLEASE SUMMARISE AND ATTACH A DETAILED REPORT OF THE AUDIT FINDINGS AND THE CORRESPONDING
ACTIONS TAKEN.

PART Il: DECLARATION

DECLARATION VERIFYING THE REPORT ON THE AUDIT OF THE PREPAID SERVICES END-USER SYSTEM AND
RECORDS OF REGISTRATION PURSUANT TO COMMISSION DETERMINATION ON THE MANDATORY
STANDARDS FOR THE REGISTRATION OF END-USERS OF PREPAID PUBLIC CELLULAR SERVICES,
DETERMINATION NO.1 OF 2025

L e (I/CNO:) ceevieeceeeeens ) have been duly authorised by the board
of directorsof ..o ("Company”) to execute this declaration, and hereby declare
that the information contained in this report on the audit of the prepaid services end-user system and
records of registration for the reporting period of * January to March / April to Jun 202X submitted to the
Malaysian Communications and Multimedia Commission pursuant to the Commission Determination on
the Mandatory Standards for the Registration of End-Users of Prepaid Public Cellular Services,
Determination No. X of 202X, is true, accurate and complete, to the best of my knowledge and belief.

Declared by:

[Position/Designation]
Telephone:

Email address:

Date:

*strike out where not applicable
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CPRD/PRA-
& DEALER AUDIT REPORT
1/2025

ORGANISATION:

NAME OF LICENSEE:

DURATION/YEAR:

PART I: DEALER’S CONDUCT

AUDIT APPROACH:

TOTAL NO. OF REGISTERED DEALERS: Attach an up-to-date list of all registered Dealers
(name, address and details of the dealer)

TOTAL NO. OF DEALERS AUDITED:

m ITEM TOTAL DEALER

1 Compliance

2 Non Compliance

PLEASE SUMMARISE AND ATTACH A DETAILED REPORT OF THE AUDIT FINDINGS AND THE CORRESPONDING
ACTIONS TAKEN

The audit findings, to include but not be limited to the following:

a) Date of Audit;

b) Name, address and details of the Dealer audited;
c) Location of Audit;

d) Type/scope of audit conducted; and

e) Findings and action taken.

PART Il: DECLARATION

DECLARATION VERIFYING THE REPORT ON THE DEALER AUDIT PURSUANT TO COMMISSION DETERMINATION ON
THE MANDATORY STANDARDS FOR THE REGISTRATION OF END-USERS OF PREPAID PUBLIC CELLULAR SERVICES,
DETERMINATION NO.1 OF 2025.

L e (I/CNO:) v, ) have been duly authorised by the board of
directors of ....coviviiii ("Company”) to execute this declaratfion, and hereby declare that
the informatfion contained in this report on the report on the dealer audit for the reporting period of *
January to March / April to Jun 202X submitted to the Malaysian Communications and Multimedia
Commission pursuant fo the Commission Determination on the Mandatory Standards for the Registration of
End-Users of Prepaid Public Cellular Services, Determination No. X of 202X, is true, accurate and complete,
to the best of my knowledge and belief.

Declared by:
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[Position/Designation]
Telephone:

Email address:

Date:

*strike out where not applicable
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