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PREFACE

The Malaysian Communications and Multimedia Commission (“the
Commission”) is conducting this Public Consultation ("PC") to invite views
on Proposed Regulatory Framework on Retention, Preservation and
Disclosure of Communications Data for Investigation Purposes (*"Proposed

Regulatory Framework”).

The Proposed Regulatory Framework is developed following the recent
amendments to the Communications and Multimedia Act 1998 (“CMA
1998") with the introduction of sections 252A, 252B and 268A which came
into force in February 2025. These provisions established a legal foundation
for the formulation of subsidiary legislation to facilitate the retention,
preservation, and disclosure of communications data for the purpose of

investigations.

The objective of this consultation is to gather views from a broad range of
stakeholders, including industry, law enforcement agencies, government
bodies, civil society organisations, consumer groups, and members of the
public. The Commission invites views on the scope of the proposed

obligations and the overall regulatory approach.

This process reflects the Commission’s commitment to a transparent and
inclusive policymaking to ensure that the final framework is robust and
aligned with enforcement needs, public interest and data governance

priorities.
The Commission appreciates the contributions of all stakeholders and looks

forward to receiving written submissions as part of this consultative

exercise.
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ABBREVIATIONS AND DEFINITIONS

Applications Service Providers means a person

service

ASP - - - -
who provides an applications service
Means any public officer or officer appointed by
Authorized

the Commission and authorized in writing by the
Officer

Minister for the purposes of CMA 1998

Content Applications Service Providers means a
CASP person who provides a content applications

Commission

Malaysian Communications and Multimedia
Commission established under the Malaysian
Communications and Multimedia Commission Act
1998 [Act 589]

Communications
Data
(Section 6 of CMA
1998)
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Any data relating to:

(a) a communication by means of a
communications system, generated by the
communications system that formed a part in the
chain of communications, indicating amongst
others, the origin, destination, geolocation, route,
time, date, size, duration or type of underlying

service, of the communication;

(b) asubscriber of communications services and
use of the communications services and the
related products, services and applications by the

subscriber; and

(c) other data relating to communications
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Communications and Multimedia Act 1998 [Act
CMA 1998
588]
(a) Licensees under the CMA 1998, including
NFP, NSP, ASP, and CASP; and
Entities )
(b) A person who operates or exercises control
over a communications system.
LEAs Law Enforcement Agencies
NEP Network Facilities Providers means a person who
owns or provides any network facilities
NSP Network Service Providers means a person who
provides network services
| PDPA 2010 Personal Data Protection Act 2010 |
Proposed
Retention, Preservation and Disclosure of
Regulatory o o
Communications Data for Investigation Purposes
Framework
| SOPs Standard Operating Procedures |
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SECTION 1: BACKGROUND AND POLICY IMPERATIVE

1.0 Background

The Malaysian Communications and Multimedia Commission is a statutory
body established under the Malaysian Communications and Multimedia
Commission Act 1998 [Act 589] and entrusted with regulating the
communications and multimedia industry in Malaysia. It is empowered
under the CMA 1998 to ensure effective implementation of the
Government’s policy objectives across key sectors, including
telecommunications, broadcasting, digital services, postal services, and

digital signatures.

In February 2025, the Communications and Multimedia (Amendment) Act
2025 [Act A1743] came into force. Among the significant reforms
introduced is section 268A, which empowers the Minister to prescribe rules

on the retention of communications data to support investigations.

This is complemented by sections 252A and 252B, which provide for the
preservation and disclosure of communications data. Collectively, these
provisions established the legal foundation for a structured regime
governing the retention, preservation, and disclosure of communications

data for investigation purposes.

These provisions recognise the critical role of communications data in
facilitating investigations, particularly in cases involving cybercrime,
financial fraud, online exploitation, and threats to national security.
Accordingly, the Commission has been tasked with formulating a structured

regulatory framework to operationalise these provisions.
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The development of this Proposed Regulatory Framework will be guided by

following regulatory principles;

a) Transparency in defining obligations and procedure;

b) Proportionality in balancing investigative needs with technical and
operational realities;

c) Integrity in applying legal safeguards and upholding privacy; and

d) Collaboration among LEAs and industry stakeholders.

1.1 Problem Statement

The recent amendments to the CMA 1998 have introduced a clear statutory
mandate for the retention, preservation, and disclosure of communications
data for investigation purposes. To operationalise these provisions, it is
essential for the Commission to develop the necessary subsidiary legislation

to provide legal clarity and procedural guidance across the industry.

At present, there is no specific subsidiary legislation that prescribes the
minimum categories of communications data to be retained, the applicable
retention periods, or standardised procedures for disclosure and
preservation. As a result, current practices vary across entities. Some may
retain data for as little as ninety (90) days, while others may retain it for

up to twenty-four (24) months or longer based on internal policies.

These lead to inconsistencies that may hinder timely access to relevant
information for investigation purposes. These variations, while reflective of
diverse operational models, may affect the availability of relevant data
when needed to support investigations. Establishing clear and consistent
requirements can help improve the predictability, responsiveness, and

coordination of data access processes in line with investigative needs.
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In the absence of a harmonised mechanism for data retention, preservation
and disclosure, differences in documentation formats and technical
readiness may lead to operational inefficiencies and uncertainty in fulfilling
requests of communications data for investigation purposes. While the CMA
1998 provides a general legal basis for access, a dedicated regulatory
framework would strengthen consistency, transparency, and stakeholder

understanding of roles and expectations.

The framework will strengthen cross-sector coordination and incorporate
global best practices in balancing investigative needs. It will also ensure
efficient access to communications data, while upholding robust safeguards

for security, accountability, and privacy.

1.2 Objectives of the Proposed Regulatory Framework

The Proposed Regulatory Framework aims to:

Ensure Timely and Efficient Access to Communications Data

Timely access to critical communications data for the purpose of
investigations is important to support ongoing enforcement actions. This
Proposed Regulatory Framework will minimise delays by setting
standardised retention periods and provide clear procedural requirements
for communications data access for the purpose of investigations. This
ensures that communications data is readily available when needed for
investigations, reducing investigative bottlenecks and enhancing case

resolution efficiency.

Harmonise Practices Across Entities
Currently, entities apply different approaches to data retention, data
preservation and data disclosure, leading to inconsistencies and operational

challenges for LEAs.

©2025 MCMC. All rights reserved. Page 7 of 28



PC PAPER - RETENTION, PRESERVATION AND DISCLOSURE OF COMMUNICATIONS DATA FOR INVESTIGATION
PURPOSES

This Proposed Regulatory Framework will promote the development of
uniform obligations and procedures for all relevant entities to promote
regulatory clarity, reduce ambiguity, and ensure consistent compliance

across the sector.

Legal Clarity and Consistency

The previous legal landscape for the retention, preservation and disclosure
of communications data for the purpose of investigations were fragmented
and lacking in uniformity. There are uncertainties on the scope of data to
be retained, duration of retention, conditions for disclosure, timelines and
applicable safeguards. These ambiguities have led to inconsistent practices
among LEAs and relevant entities. This Proposed Regulatory Framework will
resolve such challenges by introducing a clear, consistent, and coordinated
framework that provides legal certainty, promotes compliance, and ensures
accountability in the handling of communications data that is needed for

investigation purposes.

Enhance National Security and Public Safety Readiness

Having access to the right communication data for the purpose of
investigations is important to stop crimes like fraud, cyberattacks, and
terrorism. By mandating a structured retention and disclosure practices,
LEAs can obtain the communications data needed for investigations quickly

and reliably, thereby supporting national security and public safety.

Balance Public Interest with Individual Privacy Rights

The Proposed Regulatory Framework aims to ensure that communications
data is utilised to safeguard public safety while upholding individuals’ right
to privacy. It establishes that access to such data is strictly limited to

investigative purposes, carried out by authorized officer or police officers.
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The introduction of clear, proportionate, and practical obligations through
subsidiary legislation under the Proposed Regulatory Framework will
strengthen cross-sector collaboration, streamline administrative processes,

and promote mutual trust among service providers and LEAs.

SECTION 2: GLOBAL REGULATORY BENCHMARK ON DATA
RETENTION, PRESERVATION, AND DISCLOSURE

This section outlines international regulatory practices on the retention,
preservation, and disclosure of communications data. The benchmarking
exercise provides key reference points based on selected jurisdictions and
international instruments in developing a proportionate and practicable

framework for Malaysia.

Retention

Data retention obligations are widely adopted to support criminal
investigations and national security. In most jurisdictions, retention periods
range between six (6) months to two (2) years. Australia mandates a
blanket two (2) vyears retention under the Telecommunications
(Interception and Access) Amendment (Data Retention) Act 2015. The
United Kingdom permits retention up to twelve (12) months under the
Investigatory Powers Act 2016. South Korea requires twelve (12) months
for communications and subscriber data, while Indonesia mandates a
minimum of five (5) years for system and traffic logs. By contrast, Canada
and Japan adopt necessity-based retention models, with data held only as

long as required under privacy laws.

Preservation
In jurisdictions that do not impose blanket data retention obligations, data
preservation mechanisms are applied to safeguard critical data specifically

for investigative purposes.
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These preservation orders are typically issued by authorities or courts and
are time-bound. The Budapest Convention on Cybercrime 2001
recommends a renewable period of ninety (90) days, a model reflected in
jurisdictions such as the United States, United Kingdom, Germany, and
France. Countries such as Japan, New Zealand, and Canada apply case-

specific approaches, based on judicial authorization and investigative need.

Disclosure

Access to retained or preserved data is generally subject to formal legal
processes, to ensure due process and to safeguard privacy rights. In the
United States, the Stored Communications Act 1986 prescribes a ten (10)
days compliance period. The United Kingdom allows access within seven
(7) days upon warrant issuance while European Union member states
typically set compliance periods between seven (7) to thirty (30) days
under respective national laws. South Korea, India, and Singapore
maintain similar timelines of seven (7) to fourteen (14) days. In specific
cases involving national interest, Russia and China permit expedited

access.

Implementation Timeline

To support implementation, many jurisdictions adopt transitional
frameworks. Australia and New Zealand introduced grace periods of
eighteen (18) months. South Korea and Thailand implemented phased
approaches of twelve (12) to twenty-four (24) months. Indonesia’s
Personal Data Protection Law 27/2022 allows a two (2) vyears
implementation period. In Japan and Singapore, reforms were introduced

gradually, with implementation periods of up to twelve (12) months.

These international practices highlight the importance of balancing

investigative needs, individual rights, and implementation feasibility.
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SECTION 3: PROPOSED REGULATORY FRAMEWORK

3.0 Overview

The Proposed Regulatory Framework will provide clear direction on the
retention, preservation, and disclosure of communications data for

investigation purposes.

The Proposed Regulatory Framework will be designed to ensure clarity in
obligations, consistency in implementation across entities and
accountability in the handling of communications data for investigation
purposes. The Proposed Regulatory Framework will also enable timely and
efficient access to communications data while maintaining appropriate
safeguards to protect individual rights and ensure responsible data

management.

There are seven (7) key parts to the Proposed Regulatory Framework:

Part I ; Scope of Application
Part 11 : Definitions
Part III : Categories and Types of Communications

Data Subject to Retention

Part IV : Retention Period for Communications Data
Part V : Data Preservation Mechanism

Part VI : Data Disclosure Mechanism

Part VII : Implementation Timeline

3.1 Part I: Scope of Application

Entities
For the purposes of the Proposed Regulatory Framework, the term “entities”

will apply to all licensees under the CMA 1998 as well as non-licensees.
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Licensees under the CMA 1998 are:

a) Applications Service Providers ("ASP");
b) Content Applications Service Providers ("CASP")
c) Network Facilities Providers ("NFP”); and

d) Network Service Providers ("NSP").

These entities will be responsible for the provision, operation, or support of
the communications systems and services that generate or store

communications data.

The non-licensees are entities that exercise control over a communications
system including the system’s infrastructure, or platform that facilitates the
transmission, storage, or exchange of communications which may contain

the communications data relevant for investigation purposes.

These would include but is not limited to the following:

a) Entities not licensed under the CMA 1998, such as technology vendors,
equipment providers, or platform operators whose communications

systems form an integral part of the communications chain; and

b) Relevant vendors that operate or manage network infrastructure
containing communications systems, or that operate or manage

communications platforms on behalf of the licensees.

This approach is intended to ensure that the framework remains aligned
with technological developments and to ensure that access to
communications data for investigations purpose is not affected by gaps in

regulation or the involvement of third-party service providers.
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Question 1: The Commission invites views on the following -
a) The proposed scope of application of the Proposed
Regulatory Framework; and
b) The inclusion of entities such as technology vendors,

equipment providers, or platform operators.

3.2 Part II: Definitions

For the purpose of the Proposed Regulatory Framework, the following
definitions shall apply. These definitions are intended to support clarity,

consistency, and alignment with the objectives of the framework.

3.2.1 Communications Data
The definitions “communications data” is as provided under section 6 of the
CMA 1998 as below:

"communications data” means any data relating to—

(a) a communication by means of a communications system, generated by
the communications system that formed a part in the chain of
communications, indicating amongst others, the origin, destination,
geolocation, route, time, date, size, duration or type of underlying service,

of the communication;

(b) a subscriber of communications services and use of the communications
services and the related products, services and applications by the

subscriber; and

(c) other data relating to communication.
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In addition to the above, the following definitions are proposed to be

included under the Proposed Regulatory Framework:

3.2.2 Data Retention
Data retention means the proactive obligation of retaining or storing
specified communications data by entities for a specified period for the

purpose of investigations.

Purpose: To ensure that relevant communications data is available and
accessible for investigation purpose, thereby supporting timely and

effective investigations.

3.2.3 Data Preservation
Data preservation means the act to preserve specified communications data
by entities for a specified period, pursuant to a written notice from an

authorized officer or police officer for the purpose of investigations.

Purpose: To ensure the continued availability of relevant communications
data required for investigative purposes. It involves the safeguarding of
specific data, preventing its alteration, deletion, or removal, based on a
written notice. Data preservation aims to avoid the loss of critical
information, particularly after the expiry of mandatory retention periods or

where such data would not otherwise be retained.

3.2.4 Data Disclosure
Data disclosure means the act of making available and disclosing stored
and specified communications data by entities, pursuant to a written notice

from an authorized officer or police officer for the purpose of investigations.
Purpose: To enable LEAs to access relevant communications data through

a standardised process, supporting the effective and timely conduct of

investigations and the gathering of evidence.
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Question 2: The Commission invites views on the proposed
definitions of data retention, preservation, and disclosure under

the Proposed Regulatory Framework.

3.3 Part III: Categories and Types of Communications Data
Subject to Retention

This part sets out the key categories and types of communications data
that is to be retained under the Proposed Regulatory Framework. These
include data necessary to identify and trace communications for

investigation purposes.

3.3.1 Communications Data
Under the Proposed Regulatory Framework, “communications data” adopts
the definition under section 6 of the CMA 1998 and as previously described

in subsection 3.2.

3.3.2 General Scope of Communications Data

Communications data for the purpose of the Proposed Regulatory
Framework refers specifically to metadata generated by communications
systems, excluding the actual content of the communications. Examples of

metadata include, but are not limited to:

a) Time or location of calls;

b) Subscriber and registration details;

c) Communication equipment information;
d) Technical identifiers; and

e) Records of service or feature usage.
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3.3.3 Categories and Types of Communications Data Proposed for

Retention

The relevant categories and types of communications data to be retained
are set out in Appendix A: Proposed Categories and Types of

Communications Data for Retention ("Appendix A").

In summary, the categories are grouped as below:

a) Subscriber and end-user information;
b) Service registration information;

c) Technical identifiers;

d) Location information;

e) Communications metadata; and

f)  Temporal markers.

All relevant entities are required to retain the applicable categories of
communications data as outlined in Appendix A, in accordance with the
services they provide, the systems they operate, or the level of access they
hold to such data.

This obligation is intended to be applied proportionately, acknowledging
that not all entities may generate, store or access every type of
communications data specified. The categories and types of
communications data listed are non-exhaustive and may be amended from
time to time in line with technological developments and evolving

regulatory or investigative needs.

Question 3: The Commission invites views on the categories and

types of communications data proposed in Appendix A.
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3.4 Part IV: Retention Period for Communications Data

A clearly defined retention period is essential to ensure that
communications data remains available to support timely, and effective
investigations. The prescribed minimum retention period is critical to
mitigate the risk of premature data deletion, which could impede

investigations, threaten national security, or compromise public safety.

Under the Proposed Regulatory Framework, relevant entities will be
required to retain communications data for a minimum period of twelve
(12) to eighteen (18) months for investigation purposes. This proposed
retention range reflects the operational requirements of LEAs based on

international benchmarking practices.

The final determination of the retention period will take into consideration
feedback received during this PC, with the objective of striking a balance
between investigative needs, data protection considerations, and the

operational capacity of service providers.

For clarity, the Proposed Regulatory Framework does not prevent entities
from retaining communications data for a period longer than the minimum

requirement.

Question 4: The Commission invites views on the minimum

retention period for communications data.

3.5 Part V: Data Preservation Mechanism

Under the Proposed Regulatory Framework, communications data may be
preserved, in accordance with section 252A of the CMA 1998.
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Data preservation may be initiated upon a formal written request by an
authorized officer or police officer, through a document referred to as a
Preservation Notice. This notice will be issued based on a reasonable belief

that the data is relevant and required for an investigation.

3.5.1 Data Preservation Period

The standard period for data preservation is proposed to be ninety (90)
days. This period may be extended, where necessary, until the
investigation is completed. Any extension to the period shall be subject to
the same conditions as the initial request and such request will be

documented accordingly.

3.5.2 Contents of a Preservation Notice
Each Preservation Notice may include, but is not limited to, the following

details:

a) The identity of the person in control of the communications system to
whom the notice is directed;

b) A clear description of the communications data to be preserved

c) The specific period for which the data is to be preserved;

d) Instructions on the manner in which the data should be preserved; and

e) Any additional requirements or restrictions that may apply.
The template for the Preservation Notice is proposed to be incorporated as
a prescribed form in the schedule of the subsidiary legislation that will be

developed, setting out the required contents for a standardised use.

The same conditions applicable to the issuance of the initial Preservation

Notice shall, mutatis mutandis, apply to any subsequent renewal notice.
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The Commission will develop the SOPs, in consultation with relevant
stakeholders, to support effective operational implementation. These SOPs
will provide guidance on the processes, timelines, roles, and responsibilities

involved in fulfilling data preservation requests timely and efficiently.

3.5.3 Confidentiality Obligations

All Preservation Notices will be treated as confidential. The existence or
content of the notice, the procedures carried out, or any related information
will not be disclosed, except where required for civil or criminal proceedings

under written law.

These confidentiality obligations are essential to preserve the integrity of
investigations and to prevent compromise of the disclosed data or the

subject of the investigations.

3.5.4 Record-Keeping and Oversight
Entities subject to a Preservation Notice will be required to maintain proper
records of all preservation activities. These records will include, but are not

limited to:

a) The identity of the authority that requested the preservation; and

b) A description of the communications data preserved.

These records will be maintained to ensure accountability, transparency and

compliance with regulatory requirements.

Question 5: The Commission invites views on the proposed data
preservation mechanism, including the issuance of Preservation
Notice, the prescribed preservation period, and the development
of SOPs.
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3.6 Part VI: Data Disclosure Mechanism

Under the Proposed Regulatory Framework, access to stored
communications data for investigation purposes will be permitted through
the issuance of a Disclosure Notice by an authorized officer or police officer.
The access will be in accordance with applicable laws and guided by the

principles of necessity, proportionality, and legality.

Disclosure of communications data will be allowed only where it relates to
the investigation of offences as defined under the CMA 1998 and relevant

subsidiary legislations.

3.6.1 Contents of a Disclosure Notice
Each Disclosure Notice may include, but is not limited to, the following

details:

a) The identity of the person in control of the communications system to
whom the notice is directed;

b) A clear description of the communications data to be disclosed;

c) Instructions on the manner in which the data should be disclosed; and

d) Any additional requirements or restrictions that may apply.

The template for the Disclosure Notice is proposed to be incorporated as a
prescribed form in the schedule of subsidiary legislation that will be

developed, setting out the required contents for standardised use.

The Commission will develop SOPs, in consultation with relevant
stakeholders, to facilitate effective operational implementation of the
Proposed Regulatory Framework. These SOPs will provide guidance on the
processes, timelines, roles, and responsibilities involved in fulfilling data

disclosure requests timely and efficiently.
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3.6.2 Security and Data Protection
All entities involved in data disclosure will implement suitable technical and
organisational safeguards to ensure secure storage, processing, and

transmission of disclosed data. These measures may include:

a) Strict access controls to ensure only authorized personnel can handle
the data;

b) Encryption of data in storage and during transmission, where
applicable; and

c) Activity logging, monitoring systems, and breach reporting

mechanisms.

Such safeguards are necessary to uphold trust, prevent unauthorized
access or misuse, and ensure compliance with applicable data protection

laws and standards.

Entities shall also adhere to the Disclosure Principle under the Personal Data
Protection Act 2010 ("PDPA 2010"), where applicable, which requires that
personal data be disclosed only for purposes directly related to the activity
for which the data was collected, and only to parties who are legally

authorized to receive such data.

3.6.3 Confidentiality Obligations

All Disclosure Notices will be treated as strictly confidential. The existence
or content of the notice, the procedures carried out, or any related
information will not be disclosed, except where required for civil or criminal
proceedings under written law. These confidentiality obligations are
essential for preserving the integrity of investigations and reducing the risk

of compromising the disclosed data or the subject of the investigations.
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Question 6: The Commission invites views on the proposed data
disclosure mechanism including the issuance of Disclosure

Notice and the development of SOPs.

3.7 Part VII: Implementation Timeline

To facilitate the effective implementation of the Proposed Regulatory
Framework, a phased approach will be adopted. The implementation
timeline will take into account the varying levels of readiness among
entities, the technical complexity of compliance, and the operational

capacity to adapt to the new regulatory requirements.

Following the finalisation and gazettement of the subsidiary legislation, a
transitional period of six (6) to twelve (12) months is proposed for the
implementation. This grace period is intended to provide adequate time for
entities to undertake necessary preparations, including infrastructure
upgrades, internal process alignment, and staff training to ensure

operational readiness and compliance.

To support a smooth transition during this period, interim measures will be
introduced to facilitate the alignment of existing systems, processes, and

practices with the new regulatory obligations.

The proposed transitional measures may include:

a) Workshops and technical briefings with relevant stakeholders to clarify
expectations and address operational queries; and

b) Issuance of SOPs to guide implementation.
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These efforts are aimed at fostering regulatory understanding, reducing
compliance burdens, and promoting preparedness across the ecosystem

prior to the commencement of full enforcement.

Question 7: The Commission invites views on the proposed

grace period and transitional measures.

3.8 Summary

The Proposed Regulatory Framework seeks to establish a clear, consistent,
and enforceable mechanism for the timely and efficient access to
communications data for investigation purposes. It is designed to balance
law enforcement and national security needs with the protection of
individual privacy, while accommodating practical implementation across

stakeholders with differing levels of operational readiness.

Stakeholders’ input during this consultation process is critical to ensure the
Proposed Regulatory Framework is both effective and operationally feasible.
The processing and disclosure of communications data will be subject to

the PDPA 2010 and applicable privacy safeguards.
The Commission remains committed to a consultative, transparent, and

phased implementation, and will continue to engage with stakeholders to

facilitate a smooth and orderly transition.
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SECTION 4: SUBMISSION OF RESPONSES

The Commission welcomes written submissions on any aspect of this PC
document. All submissions must be submitted no later than 05:00 PM, 8
August 2025 (Friday).

Stakeholders may request confidential treatment for any part of their
submission that is considered proprietary, commercially sensitive, or
otherwise confidential. Such requests must include clear justification and

will be subject to the Commission’s review.

Where confidentiality is requested, respondents must also submit a
corresponding non-confidential version of the submission. All confidential
information should be redacted and placed in a separate annex clearly
marked as "CONFIDENTIAL".

If the Commission grants the confidentiality request, the relevant material
will be reviewed but not published. If the request is declined, the affected
portion will be returned to the respondent and excluded from the

consultation process.

Submissions on the above matter may be provided to the Commission in
hardcopy or electronic form via the Microsoft link provided here, by email,
or to the following address.

Address:

The Chairman
Malaysian Communications and Multimedia Commission
MCMC HQ Tower 1, Jalan Impact, Cyber 6, 63000 Cyberjaya,
Selangor Darul Ehsan
(Attention: Regulatory Policy Division)

Email:
policy.development@mcmc.gov.my
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https://forms.office.com/r/Qpc2QtMikw?origin=lprLink

Appendix A - Proposed Categories and Types of Communications Data: Retention, Preservation and
Disclosure for Investigation Purposes

Types of

Communications Data

User Information

with the activation, registration, and use of
communication services. This includes any data that can
directly or indirectly identify an individual or entity
subscribing to such services, including information
relating to the user, subscriber, and any relevant
registration authority.

1.
2.

No Categories Description of Information .
gort rpH r ! Required for
Investigation
1 | Subscriber or End- | Personal or corporate identifiable information associated | Personal entity:

Full personal name
NRIC or passport
number

. Residential address

Email address

. Contact details (i.e.

phone number)

. Mobile Station

International
Subscriber Directory
Number (MSISDN)

. Username or account

identifier

. Third-party user ID or

log-in credentials
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PC PAPER - RETENTION, PRESERVATION AND DISCLOSURE OF COMMUNICATIONS DATA FOR INVESTIGATION PURPOSES

Types of
Communications Data
Required for
Investigation

No Categories Description of Information

Business entity:

1. Full business name
2. Business registration
number

. Business address

Email address

5. Contact details (i.e.
phone number)

6. Mobile Station
International
Subscriber Directory
Number (MSISDN)

7. Username or account
identifier

8. Log-in credentials

:bbd
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PC PAPER - RETENTION, PRESERVATION AND DISCLOSURE OF COMMUNICATIONS DATA FOR INVESTIGATION PURPOSES

No Categories

Description of Information

Types of

Communications Data

Required for
Investigation

2 Service
Registration
Information

Information that identifies the entities responsible for
registering a communication service on behalf of the
subscriber. This includes appointed dealers, agents or
third-party representatives authorized to perform service
activations. It typically encompasses dealer identification,
business credentials and supporting records.

. Dealer, Distributor

and Agent ID

. Dealer, Distributor

and Agent
appointment (letter
or notices)

. Dealer, Distributor

and Agent registered
SIM cards

3 Technical
Identifiers

Unique identifiers assigned to communication equipment,
communication sessions, or network access interfaces
that are used to access communication services.

. International Mobile

Equipment Identity
(IMEI)

. International Mobile

Subscriber Identity
(IMSI)

. Internet Protocol (IP)

address

. Media Access Control

(MAC) address
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PC PAPER - RETENTION, PRESERVATION AND DISCLOSURE OF COMMUNICATIONS DATA FOR INVESTIGATION PURPOSES

Types of

Communications Data

No Categories Description of Information cernirer] o
Investigation
4 Location Geolocation data that identifies the physical or network- 1. Serving Cellular ID
Information based location of a user or communication equipment at 2. Base transceiver
the time of accessing communication services. station (BTS)
coordinates
3. Internet Protocol (IP)
based location
5 | Communications Structured, non-content data generated as part of 1. Call detail record
Metadata communication activities, capturing the transactional (CDR)
details necessary to reconstruct communication events. 2. SMS logs
This includes information without revealing the actual 3. Session logs
content of the communication. 4. Email headers
(metadata only -
content excluded)
6 | Temporal Markers Time-stamped data points that indicate the chronological 1. Timestamp of login
sequence of events related to communication sessions or and logout
service usage. 2. Account creation date
3. Call and message

initiation and
termination times
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